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1.          FOREWORD 
 

Initially Multi Domain Operations (MDO) was a new concept under development by the 
U.S. since 2011, with the Army and the Air Force as the leading services. For the Army it was a 
continuation of Air-Land Battle. More broadly this concept succeeded to the well-known 
“combined and joint operations” to encompass new domains like space, cyber and technological 
strides in the Artificial Intelligence, with one clear goal: to maintain the U.S. Army superiority.  

 
Thinking on MDO has evolved rapidly in recent years, “with even the terminology 

becoming ever more ambitious, from Multi-Domain Battle to Multi-Domain Operations to All-
Domain Operations.”1 

 

2.          BACKGROUND 
 

MDO development began on 17 November 2011 when GEN Martin Dempsey, chairman 
of the Joint Chiefs of Staff, asked the prophetic question: “What’s after joint?” General Dempsey’s 
inquiry was “spurred by the fact that historical approaches to achieving superiority in the air, land, 
and sea domains may no longer be valid. The principal factor driving this phenomenon is a global 
proliferation of advanced information technology.”2 
 

It is also the consequence of the new National Security Strategy (NSS) and National 
Defense Strategy (NDS), issued in 2018. Russia and China, the two peer competitors, are 
developing strategies to defeat US power by developing new weapons, tactics and anti-access 
and area-denial (A2/AD) systems. They are also investing in the space and cyber domains.  
 

To maintain supremacy over these competitors, the fours services “agree that they must 
conduct operations in all domains, land, sea, air, space and cyber. They even are in general 
agreement on the initial objective for the Joint Force in such a conflict. This is to penetrate and 
disintegrate an adversary's layered and networked arrays of anti-access and area-denial (A2/AD) 
systems by conducting rapid and coordinated attacks across all domains.”3 

 
So the central idea of the MDO concept is to disintegrate enemy A2/AD systems and 

exploit the resultant freedom of maneuver to achieve strategic objectives. 
 
 
 
 
 

 
 
 
 
 

                                                           
1 https://breakingdefense.com/2020/02/gen-hyten-on-the-new-american-way-of-war-all-domain-operations/ 
2 Reilly, Jeffrey M. "Multidomain Operations: A Subtle but Significant Transition in Military Thought.” Air and Space Power Journal. 
Spring 2016.  
3 Gouré, Daniel. “A New Joint Doctrine for an Era of Multi-Domain Operations.” Real Clear Defense. 24 May 2019,  
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3.          FROM JOINT TO MULTI DOMAIN 
 

In April 2020 General William S. Wallace, U.S. Army, Retired, declared “MDO is not 
mature doctrine, nor should it be regarded as such. Rather, it is a concept that, while well-
researched and extensively studied, is still maturing.”4  
 

But to a certain extent, MDO has already crossed the threshold of becoming a concept. 
New war-fighting domains, such as cyber and space, extensively described in MDO concept, 
have earned their place for many years alongside the joint ones (Sea/Air/Land), becoming 
essential to ongoing operations. 

    
Cyber Domain 

With the constant development of the internet and information systems, cyber war has 
become the status quo for some time. Cyber is under the spotlight with repeated breaking news 
about cyber-attacks.   

From state attacks like Stuxnext, aimed at Iran’s nuclear program in the 2010s, to 
ransomware attacks like NotPetya or Wannacry in 2017, or the alleged meddling of Russia in the 
2016 US election, the number and variety of attacks are endless. With the military depending 
more heavily each day on commercial networks, the cyber threat has increased apace. Former 
Army Gen. Martin E. Dempsey added in 2011 “The U.S. military depends on commercial 
networks, so the strongest military cyber defense still could be threatened by a weak link 
elsewhere (...) Disruptive and destructive cyberattacks are becoming a part of conflict between 
states, within states and among nonstate actors” 

The recognition of cybersecurity as a top priority was made by President Obama and led 
to the creation of US Cyber Command in 2010. The next major milestone was its elevation to the 
status of a full and independent Unified Combatant Command in May 2018.  

The example of the United States was followed by many NATO nations by the late 
2010s with the flourishing of national cyber commands in Europe. As evidence of this long-
standing focus, in 2008 a NATO-accredited Cooperative Cyber Defence Centre of Excellence 
was created in Tallin to work on cybersecurity issues for the Alliance. 

 
 
 
 
 
 
 
 
 
 

                                                           
4 Wallace, William. “Multi-Domain Operations in Context.” THE LANDPOWER ESSAY SERIES. Association of the US Army.  April 
2020. 
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Space Domain 
 

The US Space Command is not a new idea. From September 1985 to 2002 the first 
version of US Space Command was dedicated to joint operations related to space. After 17 years 
of inactivation in the aftermath of the September 11 attacks a new Space Command was 
reestablished on 29 August 2019, with a newfound emphasis on space as a war-fighting domain.  

 
NATO has followed the same trend. In June 2019 at the Defense Ministers' meeting, 

Alliance members adopted NATO’s Space Policy and recognized space as a new operational 
domain, alongside air, land, sea and cyberspace. Since then, it has been decided to establish a 
new NATO Space Centre at Allied Air Command in Ramstein, Germany.  
Some NATO members are doing the same on their own. Italy recently announced the set-up of a 
space command, described as the “fifth domain”, to be under the command of the Chief of 
Defense Staff. In France, the Joint Space Command created in 2010 was reinvigorated in 2019 
under the authority of the Chief of Staff of the Air and Space Force. The UK and others have 
plans to create equivalent commands very soon.   
 

Interest and concern about space is anything but new. The new development here is that 
space is now seen as a discrete warfighting domain and no longer as a supporting entity. 
 
Other Domains   
 

Whereas the cyber and space domains are generally well understood there is a grey 
zone for all the rest, the other “cross domains”. Some authors have mentioned the Electro 
Magnetic Spectrum (EMS) as another key domain (fig below).  
 

 
Figure 4. Continuum of domains and their interdependence5  

 

This assertion is probably too restrictive. One should keep in mind that the principal 
factor driving this transformation in military thinking is the global proliferation of advanced 
information technology with strong impact on information warfare.  
 
For this reason, a sixth domain is now under consideration: the cognitive domain6.  

 

 

                                                           
5 Reilly. 
6 https://www.16af.af.mil/News/Article/2112873/multi-domain-operations-bridging-the-gaps-for-dominance/ 
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Technology 
 

According to Dr Jeffrey M. Reilly “…although the United States has undergone dramatic 
changes in technology in the past, we are still in the nascent stages of understanding this era’s 
monumental impact on future military operations. The worldwide flood of powerful, inexpensive, 
and readily available commercial technology is mandating a much more sophisticated approach 
to military affairs.”7 
 

Technology and information warfare have a strong impact on the extremely complex 
operational environment, as shown in the diagram below8. 

 

  
 

The MDO concept is driven by technology because “…future forces require the ability 
to converge capabilities from across multiple domains at speeds and scales beyond human 
cognitive abilities.”9 

 
Disruptive technologies, the consequences of huge technological strides in the digital 

domain, are affecting the entire spectrum of warfighting. From the list of disruptive technologies, 
the following have already, or will soon, affect the ways in which we conduct operations: 

 
- Autonomy  
- Artificial intelligence 
- Machine learning 
- Big data  
- Quantum technology 
- Laser and hypersonic weapons 

                                                           
7 Reilly. 
8 Joint Staff. Joint Publication 2-01.3, Joint Intelligence Preparation of the Operational Environment. 16 Jun 2009. I-3.  
9 https://www.spiedigitallibrary.org/conference-proceedings-of-spie/11006/1100602/Operationalizing-artificial-intelligence-for-multi-
domain-operations--a-first/10.1117/12.2524227.short?SSO=1 
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4.          MDO IN THE MARITIME DOMAIN  
 

Impact of New Technologies in the Maritime Domain   
 

  From the list of disruptive technologies mentioned previously, two have already 
demonstrated strong impact on maritime operations.  

 
i.  Autonomy 
 

For decades navies have developed Unmanned Vehicles (UVs) to leverage their 
capabilities. Unmanned Surface Vehicles (USVs), Unmanned Aerial Vehicles (UAVs) and 
Unmanned Underwater Vehicles (UUVs) are flourishing in NATO navies, conducting a large 
spectrum of missions, especially for Intelligence Surveillance and Reconnaissance (ISR) 
functions. Currently, mine warfare is probably the most advance field relying heavily on drones 
and mine counter measures UVs.  
 

This trend is the result of several factors, but probably the most important is an attempt 
to reduce the effects of shrinking defense budget by replacing some missions normally conducted 
by manned platform with UVs in order to reduce costs.  

 
However existing maritime UVs suffer limited endurance and capabilities, and rely on 

human intervention. The next trend is to develop long endurance large UVs capable of 
conducting their missions in full-autonomy alongside manned platforms. They will be able to 
perform autonomous missions such as patrolling sea lines of communications, establishing ASW 
barriers or deploying as a precursor ahead of a carrier strike group or other HVUs, or even more 
ambitiously, to deliver weapons.  
 
ii.  Artificial Intelligence  

 
Improvements in the treatment of data bases through Artificial Intelligence (AI) enables a 

computer to solve tasks that would require a large amount of time and intelligence if they were 
solved by human beings. Machine learning, which enables analysis of massive quantities of data, 
is used most of the time to first analyze and then extract valuable information from data 
processing. Those processes are full of promise in the maritime domain. 
 
Maritime Situational Awareness   
 

A large number of maritime databases are added to every day, but at the same time are 
not fully exploited. For example, Automatic Identification System (AIS) displays a representation 
of recurrent maritime traffic patterns, also called Patterns of Life (PoL), which are of interest in the 
framework of maritime security. Applying AI processes to this large data set enables rapid 
extraction of abnormal or suspicious behaviors. 
 

The EU project MARISA10 (Maritime Integrated Surveillance Awareness) is based on 
such processes, using innovative tools (AI, machine learning, Rule based, Probabilistic Methods, 
satellite image processing) to improve maritime surveillance by analyzing and merging raw 
maritime data from different sources.  
 

                                                           
10 https://www.marisaproject.eu/ 
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Intelligence, Surveillance and Reconnaissance (ISR) and Maritime Situational 
Awareness (MSA) are definitive areas in which AI, and more broadly new technology tools, will 
enhance the capabilities of navies on two levels: first, to detect rapidly anomalies or suspicious 
behaviors, second, to support the decision-making process by suggesting the best course of 
action. 
    
Maritime Environment    
 

Processing a large amount of data with disruptive technologies is not limited to the 
maritime security domain.  The environment is key for the entire spectrum of naval warfare. From 
weather forecasts for naval aviation or precision guided munitions to bathymetry and 
oceanography used for anti-submarine warfare, every aspect of naval operations is linked to the 
environment. AI may help to better understand and predict the complex interactions within the 
environment. 
 

For example, the University of Bath, working for a branch of the UK Ministry of Defence, 
has developed an AI model that can automatically classify underwater environments directly from 
sonar measurements. The model is part of a project to improve monitoring of the UK’s vast 
marine territories using high tech sonar11. 
 

Another example on a broader scale, the National Oceanic and Atmospheric 
Administration (NOAA), within the U.S. Department of Commerce, issued in February 2020 an AI 
strategy to” expand the application of artificial intelligence (AI) in every NOAA mission”.12 
 
These examples amongst others underline the ongoing trend.  

 
Distributed Maritime Operations (DMO): MDO in the US Navy 
 
  As previously mentioned, the MDO concept was first developed by the US Army and Air 
Force. Since then, under guidance of the Department of Defense, each branch of the military has 
implemented its own variation of MDO integration into their services.  
 
  In 2015 the US Navy committed to the development of the Distributed Maritime 
Operations (DMO) concept. The Marine Corps supports this effort through its related Littoral 
Operations in a Contested Environment (LOCE) concept and the subordinate Expeditionary 
Advance Base Operations (EABO) concept. 
 
  Instead of relying heavily on carrier strike groups, which are becoming scarce and 
expensive, the goal is to link together all assets at the fleet level in a common network, using all 
the new tools offered by recent development in new technologies.  
 
  Dispersed Surface Action Groups, with enhanced offensive and defensive capabilities 
such as ship mounted lasers, hypervelocity projectiles, and large UVs, will be linked together in 
the same tactical grid, implementing the idea of “distributed lethality” to increase the ability of the 
Navy to overcome the A2AD capabilities of peer competitors.     
 

                                                           
11 https://www.bath.ac.uk/announcements/using-ai-to-map-marine-environments/ 
12 https://nrc.noaa.gov/LinkClick.aspx?fileticket=0I2p2-Gu3rA%3D&tabid=91&portalid=0 
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  For years the Navy has been developing a more distributed fleet that relies on smaller 
ships that would cost less to sustain and operate. Furthermore, to reduce the risk created by the 
development of long-range anti-ship missiles on manned ships, and to perform sensitive mission, 
the use of large unmanned surface combatants to supplement the current fleet is a key element 
of the DMO architecture. 
 
  Since 2017 the Navy has been planning to build a “ghost fleet” of large UVs, displacing 
about 2,000 tons and up to 300 feet in length, fitted with Vertical Launch Systems capable of 
delivering all sorts of weapons.  As acting Chief of Naval Operations (CNO) Adm. Mike Gilday 
mentioned recently: “Unmanned platforms – that’s the future, right? And so a hybrid fleet is where 
we’re going, make no mistake about it”.13 
 

DMO will soon be tested for the first time in a live exercise. The Large Scale Exercise 
202114, planned by US Navy and Marines Corps, will involve multiple strike groups and multiple 
numbered fleets. It will also include small tactical cyber teams and information warfare cells, with 
a special focus on unmanned systems. 

 
5.          THE MISSING LINK:  COMMAND AND CONTROL 

 
  New warfighting domains such as space and cyber have been at full operational 
capability for a while now. Achievements in new technologies has spread in all domains. But the 
cornerstone is still missing. To link together all the domains and sensors in a common network a 
robust Command and Control (C2) architecture is required and has not yet been achieved.    
The Air Force was the first to develop the idea of Multi Domain C2 (MDC2): “MDO requires 
seamless, dynamic and continuous integration of capabilities generating effects in and from all 
domains.”15 This thinking has spread to NATO through the stimulus of Allied Air Command 
Commander and the Joint Air Power Competence Center. 
 
  The US Department of Defense is also committed to connecting all of the military 
services—Air Force, Army, Marine Corps, Navy, and Space Force—into a single network 
together under the Joint All-Domain C2 (JADC2) concept. The objective here is to connect 
sensors and shooters to create responsiveness on the battlefield. 
 
  This concept is extremely ambitious, rolling out at a time when each service is 
developing its own network, to be integrated in a second phase into the overarching JADC2 
structure. For example, the Navy has announced recently it would start “Project Overmatch”, 
intended to develop a new fleet architecture using artificial intelligence and manned/unmanned 
teaming to enable Distributed Maritime Operations.16 

Such a challenging goal will be demanding, if feasible at all. Some have raised the 
issue of the technical maturity and affordability of the JADC2 concept. Some others also 
question “…how much a human will be needed for JADC2 to make decisions in real time, and 
whether it is appropriate to reduce the amount of human involvement in military-related 
decisions”.17   

 
 

                                                           
13 https://news.usni.org/2020/11/11/cno-gilday-ready-to-act-on-parts-of-future-fleet-plan-as-long-as-it-doesnt-hurt-readiness 
14 https://news.usni.org/2020/12/03/massive-2021-u-s-naval-drills-will-include-multiple-carriers-and-amphibious-ready-groups 
15 https://www.mitre.org/sites/default/files/publications/Special-Presentation-Gen%20Chance-
Saltzman%20MDC2%20Overview%20for%20MITRE-June-2018.pdf 
16 https://crsreports.congress.gov/product/pdf/IF/IF11493 
17 https://crsreports.congress.gov/product/pdf/IF/IF11493 
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6.          CONCLUSION 
 
  The concept of MDO or All Domains Operations is still maturing. Some milestones have 
already been achieved, like the establishment of Space Command and Cyber Command in 
recognized warfighting domains or the implementation of new technologies like AI or autonomy 
as operational capabilities.  
 
  However, multiple challenges remain.  The other domains, like EMS or the cognitive 
domain, have to find the clear boundaries required to understand the scope of the network to be 
built across domains. The overarching C2 structure must focus efforts on critical challenges, to 
deliver the technical, financial and conceptual resources required to enable the decision-making 
process and determine the appropriate roles within human and AI decision-making processes. 
 

Thinking on MDO started in the Air Force and the Army, and the Navy remains one step 
behind. However, for a long time navies have taken advantage of technological strides in 
information. The use of AI and machine learning is transforming the way we process Maritime 
Situation Awareness.  
 
  For MDO in the maritime domain, the US Navy’s DMO concept is probably furthest 
along. Among others pillars, the development of a ghost fleet of large UVs that would operate 
alongside manned platform will pave the way for the future of most navies around the world. 
. 
 
7.          ABBREVIATIONS 
 

A2/AD Anti-Access and Area-denial   

DMO Distributed Maritime Operations   

EMS  Electro Magnetic Spectrum  

JADC2 Joint All-Domain Command and Control   

MDC2 Multi-Domain Command and Control   

MDO Multi Domain Operations  

UVs Unmanned Vehicles   

 


