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EXECUTIVE SUMMARY 

 

  Since their introduction to military operations in the 1990s, Unmanned Systems have 

experienced a steady, uninterrupted expansion in their applications and demand on the battlefield, by 

virtue of their strengths and successes. Constituted of several components, of which the platform 

carrying the sensors (or weapons) is but the last link of a long chain, they combine the advantages of 

the relatively low cost of the deployed platform with (to a variable degree, depending on the specific 

system) stand-off capabilities, endurance, stealth (due to reduced size and acoustic, radar and IR 

signature), and the added security for their human operator, which is usually placed farther away from 

the threat compared to manned platforms. Today, the three traditional warfare domains (land, sea 

and air) are experiencing expanding varieties of experimentation and applications of unmanned 

systems, and especially the maritime domain bears great promise both in the surface and sub-

surface realms. Despite this great potential, it is undeniable that no maritime unmanned system has 

reached the maturity achieved in the air domain.  Here Unmanned Aircraft Systems (UAS – at times 

also referred to as Unmanned Aerial Systems), after early attempts before and during WWII, have 

long since successfully achieved full operational status and the highest degree of development 

available for these technologies. It is by virtue of this progress and these achievements, therefore, 

that UAS can provide the best insight in terms of lessons identified/lessons learned, and qualify as 

legitimate examples of what the future of unmanned systems could look like in other domains. 

  

  This document aims at furthering the discussion on UAS and supporting the education 

of joint planners on the unique opportunities and challenges presented by their employment, while 

providing a glimpse into a future where unmanned systems will play an increasingly critical role in 

joint and Multi-Domain Operations (MDO). 

 

  As armed forces around the world develop their specific applications for Unmanned 

Systems, we also see increasing numbers of UAS being fielded by armies and navies to support their 

forces with organic ISR capabilities. If we consider all that UAS can bring to the battlefield beyond 

ISR (radar/communications jamming, communication relays independent of satellite, weapons 

delivery and more) it becomes evident how UAS provide cross-domain solutions to the joint effort. 

Such is the relevance of UAS to joint military operations, that in 2010 NATO recognised the need to 

acquire this essential capability for the entire Alliance without depending on any single nation to 

provide it, leading to the establishment of NATO Allied Ground Surveillance Force (AGSF). Today, 

NATO AGSF is a developing integrated system comprising air, ground, and support elements, meant 
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to complement the well-established NATO Airborne Warning And Control System (AWACS) in 

monitoring the whole of the Alliance airspace, on track to achieving full-operational status by 2022.  

 

  As space’s relevance to joint operations continues to increase, so does competition 

over it and the dependence of militaries worldwide on satellite communications. Today’s reliance on 

commercial satellite communications is an increasingly acknowledged problem unto itself, and 

nations are starting to explore methods of UAS operations independent of satellites. In this respect, 

UAS can play an important role as high-bandwidth communications relays, so much so that while it 

can be assumed that Intelligence, Surveillance and Reconnaissance (ISR) will still be the core of their 

contribution to future joint operations, there is the possibility that UAS will become so crucial to 

operations as to eclipse their importance as information-gathering devices. 

 

  All indicators show that UAS will undoubtedly be a part of every future joint operations 

scenario; their current and foreseeable capabilities will be drastically enhanced by advances in the 

field of autonomy, artificial intelligence and machine learning, allowing for new applications which will 

leverage swarming and manned-unmanned integration. Increasingly complex mission sets will make 

ample use of autonomy, which in turn will drive the very role of the human element to change from 

operator to mission manager. This will mean the shift over time from controlling one single “drone” at 

a time to managing multiple autonomy-enabled platforms, and subsequently a number of unmanned 

wingmen for human-crewed aircraft, granting dramatic enhancements in overall capacity, while at the 

same time reducing the burden (and associated risks) on human crews in the air.   

 

It appears that the future of UAS is a bright one, but many challenges must be 

overcome to exploit their full potential. Some of these challenges are already apparent, and include 

the pressing need for extensive interoperability, sensible personnel training and employment policies, 

and validation systems combined with legal frameworks to harness the ethical and juridical 

implications of the use of lethal force.   
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1.          AIM 

 

  Developing Unmanned Systems capabilities and furthering their integration is one of 

NATO’s current strategic lines of effort. The way NATO fights is evolving, looking for ways to 

operationalize emerging technologies and to proficiently leverage autonomy. Part of this 

transformation is transitioning to a capability-based mind-set (as opposed to platform-based) and 

better integration amongst systems (including manned-unmanned integration). This document aims to 

assist with the development of allied doctrine and carry on the discussion on UAS, supporting the 

education of policy makers and joint planners on the unique opportunities and challenges presented 

by their employment. Its ambition is to provide a glimpse into a future where unmanned systems will 

play an ever-increasing and more critical role in joint and Multi-Domain Operations (MDO).  

 

2.          INTRODUCTION 

 

  Ever since their inception in military operations in Serbia (1995), Afghanistan (2001), 

and Iraq (2002-2003), Unmanned Systems have experienced explosive growth in popularity and have 

been extensively developed and deployed in operations on land, sea and air, to a point where it is 

now virtually impossible to imagine a future scenario where their contribution to the battle would not 

be leveraged.  

 

  Their strengths (stealth, stand-off capabilities, endurance, and limited risk to personnel, 

relatively low cost of the deployed platform - which in turn makes them “expendable”) make their use 

immensely appealing to the modern Commander, and their success in operations has established 

them amongst the most preferred assets for a vast and expanding array of missions across multiple 

warfare domains. Unmanned Systems have become victims of their success to a point where they 

are now universally recognized as an invaluable, almost indispensable force multiplier and, in some 

cases, frequently disputed among different C2 levels.   

 

  In the Maritime domain, Unmanned Systems (both surface- and sub-surface) are being 

increasingly experimented with and developed, and their growing performance is being tested against 

evermore complex tasks and missions. Sub-surface unmanned vehicles are the fastest growing area 

of Maritime Unmanned Systems (MUS), and expectations are high that they will meet the threat 

posed to Sea Lines Of Communication (SLOCs) and underwater cables by increasingly stealthier, 
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deployable, and capable adversary submarine forces1 and associated possible hybrid effects. As the 

technology matures, and new solutions are put to practice to solve current underwater C2 dilemmas, 

sub-surface MUS will constitute a formidable asset to carry out (in stand-alone mode or in 

cooperation with manned assets) Naval Mine Warfare (NWM) activities, as well as Anti-Submarine 

Warfare (ASW), port surveillance, ISR, payload delivery, or support to Special Forces operations. 

 

  What looks like a bright future for MUS is a long-proven reality for Unmanned Aircraft 

Systems (UAS – sometimes also called Unmanned Aerial Systems), which after having been a 

project in the making since the 30’s and 40’s2, have achieved increasing levels of operational 

capability, as demonstrated by their participation in conflicts in Serbia (1995), Afghanistan (2001), and 

Iraq (2002-2003). UAS have since reached the highest degree of maturity amongst Unmanned 

Systems, and can therefore provide the best insight in terms of lessons identified/lessons learned and 

a plausible idea of what the future of unmanned systems in other domains could be like.  

 

  UAS operations are intrinsically cross-domain: as the use of unmanned platforms to 

deliver direct effects constitutes only a small portion of their current use, in most cases the 

intelligence gathered from UAS missions is consistently used to produce coordinated effects in 

support of ground and naval forces, and we are witnessing a steep increase in navies’ and ground 

forces’ organic UAS provisions in support of their own and allied operations. In the maritime domain, 

we generally find smaller, tactical UAS (either fixed- or rotary-wing), which can be ship-launched and 

recovered, but as the U.S. Navy shows, that is no fixed rule3. UAS can provide persistent and highly 

valuable area surveillance to units requiring an eagle eye’s view on their immediate (or distant) 

surroundings or assist in missions against high-value targets of opportunity.4 Alternatively, by virtue of 

their extended endurance, they can operate Beyond Line Of Sight (BLOS) at medium/high altitude 

and provide Intelligence, Surveillance, Target Acquisition and Reconnaissance (ISTAR) support at 

the operational and strategic levels of C2. In both cases, UAS have quickly proliferated thanks to 

success in battle, and are now commonly deployed across the spectrum of operations, from small to 

large UAS. Testimony thereof are, on one side, the large availability of Commercial Off-The-Shelf 

                                                           

1The need for a bolstered maritime posture was reaffirmed at the Defence Ministers Summit of 2018 in Brussels, when NATO resolved to regain 
dominance in the North Atlantic 
2“A Brief History of Drones” - https://dronewars.net/2014/10/06/rise-of-the-reapers-a-brief-history-of-drones/ 
3 The U.S. Navy’s MQ-4C Triton is a new Broad Area Maritime Surveillance (BAMS) unmanned aircraft system (UAS) based on the block-40 version of 
the USAF’s Global Hawk and similar to NATO’s own AGS. The UAS will complement the navy’s Maritime Patrol and Reconnaissance Force family of 
systems, delivering SIGNET (signals intelligence), C4ISR and maritime strike capabilities (https://www.naval-technology.com/projects/mq-4c-triton-
bams-uas-us/) 
4 A target recognized as such, but designated outside of the deliberate targeting cycle. Source: Allied Command Operations Manual (AM) 80-70. 

https://www.naval-technology.com/projects/mq-4c-triton-bams-uas-us/
https://www.naval-technology.com/projects/mq-4c-triton-bams-uas-us/
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(COTS) systems which have inundated even the private aspects of everyday life, and on the other the 

recently acquired NATO Allied Ground Surveillance (AGS) system.  

 

  

 

  

 

  

   

 

 

 

 

  Confirmed as a strong operational need at the 2010 Lisbon Summit,5 NATO 

AGS represents the effort made by the Alliance to acquire an essential, state-of-the-art capability to 

collect, process, and disseminate intelligence amongst its members enabling forces across the whole 

spectrum of operations without depending on any single nation to provide it, one that Allies can also 

call upon in times of national emergency6. NATO AGS is an integrated, custom-made system 

specifically designed to meet the surveillance requirements identified by the North Atlantic Council 

and SACEUR, uniquely adapted to NATO requirements consisting of air, ground and support 

segments, which will complement the NATO Airborne Warning and Control System (AWACS), in 

monitoring Alliance airspace. The air segment consists of five RQ-4D remotely piloted aircraft (based 

on the USAF’s own block 40 Global Hawk),  while the ground command and control stations are 

European-sourced; the system is capable of performing all-weather, persistent wide-area terrestrial 

and maritime surveillance in near real-time, providing in-theatre situational awareness to 

commanders of deployed forces and contributing to a range of missions from the protection of ground 

troops and civilian populations to border control and maritime safety, the fight against terrorism, crisis 

management, and humanitarian assistance in natural disasters7. Its performance offers NATO the 

ability to operate for up to 30 hours and cover an extension of land (or sea) that spans from its 

operating base in Sigonella, Italy, to “the High North and the Sahel, the Middle East and the 

                                                           

5 For a more comprehensive history of the programme, see https://www.nato.int/cps/en/natohq/topics_48892.htm 
6 https://www.japcc.org/alliance-ground-surveillance-force/ 
7 https://www.nato.int/cps/en/natolive/topics_48892.htm  

Figure 1 – NATO RQ-4D (NATO website) 

https://www.nato.int/cps/en/natohq/topics_48892.htm
https://www.nato.int/cps/en/natolive/topics_48892.htm
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Atlantic8”. It is being developed with significant contributions from 15 Allies9 and will be collectively 

owned and operated by all NATO Allies, who will have access to data acquired by AGS and will 

benefit from the intelligence derived from the surveillance and reconnaissance missions that AGS will 

undertake. Delivery of the five RQ-4D aircraft at Sigonella Air Base started in 2019, and NATO AGS 

Force (NAGSF) anticipates achieving full operational capability by 202210.  

 

3.          DEFINITIONS 

 

  As is often the case with emerging technology, the speed at which industry and the 

military study, test and deploy new solutions has not been matched by regulatory efforts, resulting in 

various shortcomings still being addressed to this day and, to a variable extent, in a certain degree of 

semantic ambiguity. Several national and NATO publications provide clear definitions concerning 

UAS et al.: 

 

Unmanned Aircraft  

  JP 3-5211 defines an “Unmanned Aircraft” as “an aircraft or balloon that does not carry a 

human operator and is capable of flight under remote control or autonomous programming”; 

 

Remotely Piloted Aircraft (RPA)  

  The NATO Glossary of Terms and Definitions, Allied Administrative Publication (AAP)-

06 uses the expression “Remotely Piloted Aircraft” (RPA) and “unmanned aircraft” interchangeably to 

define the same object: “an unmanned aircraft that is controlled from a remote pilot station by a pilot 

who has been trained and certified to the same standards as a pilot of a manned aircraft”; 

 

Remotely Piloted Aircraft (RPA) vs Remotely Operated Aircraft  

  When pilot/operator training and certification is of the issue, a further subdivision can be 

made between “Remotely Piloted Aircraft (RPA)” and “Remotely Operated Aircraft” (ROA), the former 

being an aircraft which is remotely controlled by a pilot who has been trained and certified to the 

                                                           

8 In NATO’s Secretary General, Mr. Jens Stoltenberg’s words (https://www.nato.int/cps/en/natohq/opinions_172713.htm ) 
9 Bulgaria, Czech Republic, Denmark, Estonia, Germany, Italy, Latvia, Lithuania, Luxembourg, Norway, Poland, Romania, Slovakia, Slovenia and the 

United States 
10 https://www.japcc.org/alliance-ground-surveillance-force  
11 Us DoD Joint Publication 3-52: Joint Airspace Control, 13 November 2014 

https://www.nato.int/cps/en/natohq/opinions_172713.htm
https://www.japcc.org/alliance-ground-surveillance-force
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same standards as the pilot of a manned aircraft, while the latter being operated by an operator who 

has not been trained nor certified to the same standards as the pilot of a manned aircraft12.  

 

  In the common language, the expressions “Unmanned Systems”, “Remotely Piloted 

Aircraft (RPA)”, “Remotely Operated Aircraft13” (ROA), “Unmanned Aircraft (or Aerial) Vehicles” 

(UAVs) or “drones” are frequently used interchangeably, sometimes to a confusing effect. Given the 

above definitions, and for the sake of clarity, throughout this document, the term “platform”, “aircraft”, 

“vehicle” or even the most colloquial “drone” will be used to address only the very last element of the 

chain, that which takes the sensor of choice to the target in order to carry out the assigned mission.  

On the other hand, the term “system” will be used to describe not just the flying subpart of it (the 

“aircraft”, “vehicle” or “drone”), but the entirety of the equipment and personnel necessary to control 

and operate it. Although not all always present, depending on the specific system’s complexity and 

mission requirements, NATO defines six components to any Unmanned Aircraft System14: 

 

i.  The Unmanned Aircraft  

     A rotary- or fixed-wing aircraft designed to be recoverable and carry a lethal (ordnance) or non-

lethal (sensors) payload. Propulsion, avionics, fuel, navigation, and communication systems are 

subparts of it;  

 

ii.  The Payload  

     The load carried by the unmanned aircraft exclusive of what is necessary for its operation but is 

necessary for the purpose of the flight (i.e.: fuel, oil, etc.). Payloads can be internally or externally 

carried and typically include communications relay, sensors and, depending on the specific 

unmanned aircraft’s capabilities, weapons (lethal or non-lethal15); 

 

iii. The Human Element  

      All personnel required to prepare and operate the UAS, including (but not limited to) the “crew” 

(aircraft and payload operator) and maintenance/support personnel16.  More complex 

                                                           

12 Minimum UAS operator training standards are defined in STANAG 4670  
13 A Remotely Piloted Aircraft (RPA) is an aircraft which is remotely controlled by a pilot who has been trained and certified to the same standards as the 

pilot of a manned aircraft; a Remotely Operated Aircraft (ROA) is remotely operated by an operator who has not been trained nor certified to the same 

standards as the pilot of a manned aircraft. ROAs are typically smaller platforms operated by services other than the air force (source: Remotely Piloted 

Aircraft Systems in Contested Environments – JAPCC, September 2014) 
14 Strategic Concept of Employment for Unmanned Aircraft Systems in NATO – JAPCC, 2010 
15 Lethal weapons currently include GPS- or laser-guided bombs, rockets and air-to-ground missiles; non-lethal capabilities currently considered for UAS 

employment include electrical, directed energy, acoustics, chemical, kinetic energy, barriers and entanglements 
16 To include launch and recovery personnel, when present 
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systems/missions can include other personnel such as Mission Commander and intelligence 

analysts; 

 

iv.  The Control Element(s)  

     The physical infrastructure, computer systems and software intended to control and operate the 

UAS, whether handheld, land-based, sea-based, or airborne. It handles multiple mission aspects 

such as C2, mission planning, payload control, and communications. The portion of the control 

element where the UAS operator(s) is (are) physically located is referred to as the “Control Station.” 

Typically, for medium to large UAS, one operator controls the aircraft (pilot) while another operates 

the payload (smaller systems can be operated by just one operator managing aircraft and payload).  

Control stations can enable the simultaneous control of multiple unmanned aircraft, and relying on 

satellite communications can relay aircraft and payload control to other control stations for virtually 

global coverage; 

 

v.  The Data Links   

     All Line-Of-Sight (LOS)/Beyond-Line-Of-Sight (BLOS) means of communication between the 

unmanned aircraft, the control element, and the user. Data can be directly transmitted to the user or 

to a different network for further exploitation or dissemination;  

 

vi.  The Support Element   

     All equipment necessary to deploy, transport, maintain, launch, and recover the unmanned aircraft 

and enable communications.  The logistical footprint of any given UAS greatly depends on its size, 

with smaller, hand-launched systems requiring little to no support equipment as opposed to larger 

systems (i.e.: Predator, Global Hawk) requiring more material, larger stations and increased manning. 

 

4.          UAS CLASSIFICATIONS 

 

  Grouping like assets with a standard reference system serves multiple purposes, the 

most evident being to establish the foundation for NATO UAS terminology, simplifying the 

understanding and planning of UAS in operations, and assisting nations and civil authorities in 

defining standards for training and operations. Classification provides different stakeholders with 

different viewpoints a unified framework for communication and knowledge sharing, across different 

levels of C2 and operations planning. NATO classifies UAS with reference to their flying sub-part, and 

in spite of being “unmanned”, remotely piloted/operated aircraft cannot escape the strict certification 
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requirements that civil and military authorities impose on all flying materiel for operations in non-

segregated airspace17. Over the years, several allied publications18 have been promulgated to 

facilitate an overall understanding of UAS, certification, and operations planning. These publications 

often derive from and directly reference their civil counterpart19, which is a testament to the 

collaboration and agreement between civil and military aviation authorities in their drafting. Like their 

manned brethren, UAS are subdivided into rotary-wing and fixed-wing, then grouped according to 

agreed physical and performance parameters, the most important being maximum take-off weight 

(MTOW) and operating altitude. Western certification standards consider a MTOW between 150Kg 

and 3175Kg for rotary-wing (RWUAS) 20 and between 150Kg and 20,000Kg for fixed-wing UAS2122.  

                                                           

17 To all evidence, pending adherence to common certification standards, UAS will increasingly be permitted to abandon the logic of operating from 
segregated portions of airspace, restricted to the general and military air traffic. A recent  example of this drive is the first landing of one Israeli Heron 
UAV at Ben Gurion International Airport, Tel Aviv (https://www.unmannedsystemstechnology.com/2020/09/first-uav-landing-at-international-airport-in-
civilian-airspace/?utm_source=UST+eBrief&utm_campaign=c0e4a62290-eBrief_2020_22Sept&utm_medium=email&utm_term=0_6fc3c01e8d-
c0e4a62290-119760009)  
18 Allied Engineering Publication (AEP)-80: Rotary Wing Unmanned Aircraft Systems Airworthiness Requirements; Allied Engineering Publication (AEP)-
83: Light Unmanned Aircraft Systems Airworthiness Requirements; Allied Engineering Publication (AEP)-4671: Unmanned Aircraft Systems 
Airworthiness Requirements (USAR)  
19 EASA CS-27 (European Union Aviation Safety Agency Certification Specifications) for Rotary Wing UAS (RWUAS), EASA CS-23 and  Code of 
Federal Regulations (CFR) Title 14 Part 23 for fixed-wing UAS 
20 Allied Engineering Publication (AEP)-80, USAR-RW 
21 Allied Engineering Publication (AEP)-4671, USAR. It mirrors the structure and content of EASA’s CS-23, from where the MTOW interval derives, and 
which prescribes airworthiness standards for the issuance of type certificates, and changes to those certificates, for aeroplanes in the normal category. 
Safety assurance assumes that the requirements are used in a process using the same or broadly equivalent steps to Type Certification of §14 Code of 
Federal Regulations (CFR) Part23/EASA CS-23 aircraft.  
22 The 150Kg limit is established according to available blunt trauma studies showing that below this level it is reasonably expected that a fatal injury 
should not occur if the UA strikes an unprotected person.  

https://www.unmannedsystemstechnology.com/2020/09/first-uav-landing-at-international-airport-in-civilian-airspace/?utm_source=UST+eBrief&utm_campaign=c0e4a62290-eBrief_2020_22Sept&utm_medium=email&utm_term=0_6fc3c01e8d-c0e4a62290-119760009
https://www.unmannedsystemstechnology.com/2020/09/first-uav-landing-at-international-airport-in-civilian-airspace/?utm_source=UST+eBrief&utm_campaign=c0e4a62290-eBrief_2020_22Sept&utm_medium=email&utm_term=0_6fc3c01e8d-c0e4a62290-119760009
https://www.unmannedsystemstechnology.com/2020/09/first-uav-landing-at-international-airport-in-civilian-airspace/?utm_source=UST+eBrief&utm_campaign=c0e4a62290-eBrief_2020_22Sept&utm_medium=email&utm_term=0_6fc3c01e8d-c0e4a62290-119760009
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Below the 150Kg mark, NATO AEP-8323 defines certification standards for fixed-wing UAS only (there 

currently are no allied certification standards for light rotorcraft UAS). NATO categorizes fixed-wing 

UAS based on MTOW and normal operating altitude (in that order). Classification conflicts are 

resolved with the respective weight class (for example, a UAV that weighs 15Kg and operates above 

the typical Class I ceiling of 5000ft would still be a Class I UAV – see fig.2). Endurance is not a 

specific discriminator for UAV categories. However, acronyms such as HALE (High Altitude, Long 

Endurance) and MALE (Medium Altitude, Long Endurance) are legacy terms that remain in the NATO 

lexicon.   

 

5.          UAS CAPABILITIES AND LIMITATIONS 

 

  As recent military history shows, unmanned systems have enjoyed constantly growing 

success and proven to be a reliable force multiplier at any level of allied operations. Armed forces  

                                                           

23 Allied Engineering Publication (AEP)-83, Light Unmanned Aircraft Systems Airworthiness Requirements 

Figure 1 - NATO fixed-wing UAS Classification (AEP-4671) 
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have seen UAS evolve from a mere tool for locating targets and providing persistent surveillance over 

the battlefield24 to a more sophisticated and capable resource offering a valid alternative to manned 

aircraft while substantially lowering the risk and cost of attrition. Although the benefits of substituting 

manned aircraft with unmanned vehicles to deliver effects closer to the target cannot be 

understated25, there are many calls to caution about the perils of too eagerly doing so (operations in 

Afghanistan and Iraq showed that air attacks – either manned or unmanned - seldom come with 

absolute impunity26). To this day, the majority of UAS sensors are designed for surveillance and 

intelligence gathering, and the demand for UAS products from ISR missions (IR and full-motion video) 

continues to rise exponentially as the widespread, steadily growing adoption of small UAS by 

militaries worldwide and indeed the NATO AGS programme testify.  

UAS share many attributes with manned 

aircraft, but some are specific to them.  For 

example, the absence of a human and the 

related life support equipment27 inside the 

aircraft allows for volume and weight which 

can be allocated for more fuel or payload, 

dramatically extending their endurance. 

Furthermore, removing the human crew from 

the cockpit allows for the virtual elimination of 

operational fatigue, as multiple crews can 

alternate during a single mission while fully respecting approved crew rest times. Lastly, as UAS can 

comprise several aerial vehicles within the same “system”, they also offer a relatively lower cost per 

unit than their “equivalent” manned platform; this quality, coupled with the fact that there is no human 

inside the vehicle, ultimately renders such vehicles more “expendable” and ideal for high-risk 

missions (although only in relative terms, due to the highly sophisticated - hence costly - suite of 

sensors they carry, and to the load of information that, depending on the platform, can be stored 

onboard).   

                                                           

24 By warning land forces of ambushes, IEDs and generally assisting troops in contact. 
25 During the early stages of the air campaign over Libya of 2011 (Operation Odyssey Dawn), the crew of one USAF F-15E had to eject deep into hostile 
territory, to be successfully rescued thereafter. The same had happened to different crews in 1999 during air operations over Serbia. Fortunately, 
possible outcomes where crewmembers sustained fatal injuries or were captured and exhibited as trophies only remain conjectures, but any of those 
outcomes would have had grave repercussions on all allies, and must be carefully born in mind when planning operations. 
26 “With a near-peer adversary, it would not be surprising if missile strikes triggered counterstrikes […]. But even with a lesser foe, asymmetric warfare 
might be employed to retaliate […] in a way that caused casualties” – Joint Force Quarterly (https://ndupress.ndu.edu/JFQ/Joint-Force-Quarterly-73/)  
27 Oxygen, cabin heating and cooling, etc. 

Figure 3 – MQ-8B (U.S. Navy website) 

https://ndupress.ndu.edu/JFQ/Joint-Force-Quarterly-73/
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  Endurance is a design-related, key factor in 

UAS operations. Small, hand-launched UAS provide 

excellent short-range ISR to ground troops regardless of 

the terrain (one substantial advantage over Unmanned 

Ground Vehicles - UGVs), and their reduced endurance 

is not regarded as a limitation for their short-duration 

missions. However, in order for UAVs to fly longer and 

provide extended sensor coverage over the Area Of 

Operations (AOO), physics requires them to be 

moderately large (albeit still smaller in comparison with manned aircraft) to carry the necessary fuel 

and to have the best L/D ratio28 achievable. The operational upside to this, is that besides fuel, a 

larger fuselage allows for an expanded suite of sensors and larger antennas for satellite 

communications, a circumstance which will likely prove to be quite convenient in a next possible 

evolution of UAS.  

 

  As space warfare becomes more relevant to joint operations, and militaries become 

aware of their dependence on intrinsically vulnerable satellite communications, nations are exploring 

ways of gaining independence from satellites for UAS operations. While it can be argued that 

Intelligence, Surveillance, Reconnaissance and Target Acquisition (ISTAR) will be at the centre of 

joint operations with UAS for the foreseeable future, UAVs can play an essential role as high-

bandwidth communications relays, possibly becoming so crucial as to eclipse their importance as 

information-gathering devices. Flying at 

relatively high altitude, clear of weather and 

relatively immune to ground threats, medium 

to large UAVs can achieve greater sensor 

coverage capability, and the possibility to 

have other UAVs (and satellites, ships, and 

ground troops) within line of sight. 

Transmitting focused beams of radio-

frequency (RF) between them would require modest frequency allocation and little signature while 

                                                           

28 Lift-to-Drag ratio: as the Rutan Voyager proved (by performing the first non-stop aerial cruise around the world without refuelling in 1986), endurance 
is not a simple matter of how much fuel an aircraft can carry, rather a balance of the extension of its lift-generating surfaces, total drag produced in flight, 
and fuel capacity. Consequently, in order for an aircraft to fly farther it is not enough to make it bigger (i.e. with bigger fuel tanks), it also needs to have 
an L/D ratio as close as possible to the optimal number of 10. How difficult this is can be easily understood by visually comparing the Rutan Voyager 
with any known aircraft in history.    

Figure 5 – Italian Air Force MQ-9A Predator B (ITAF website) 

Figure 4 – US Army RQ-11 Raven (Wikimedia Commons) 
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carrying vast amounts of information and dramatically increasing resistance to jamming, thus 

providing a sensible and capable alternative to satellite communications29.  

 

  Due to their intrinsic force 

projection capability, navies would be natural 

candidates to host an interoperable, fleet-

based UAS network allowing the line-of-sight 

relay to any battlefield on the globe. However, 

such a scenario is still far from reality, and 

with the notable exception of the U.S. Navy 

and the UCAS30 concept, the maritime 

community has so far generally been focusing 

on smaller tactical, class I UAS like the Scan 

Eagle.31 Although the maritime enterprise 

could certainly benefit from employing UAS, it will not come as a surprise that currently no UAS exist 

for maritime-specific missions like Anti-Submarine Warfare (ASW), although present and future 

technology offer great potential for such applications. For instance, patrolling a designated search 

area to detect the presence of a submarine is crucial in the ASW kill chain, and has consumed the 

operational lives of coveted ASW aircraft, like the P-3 Orion and the Br-1150 Atlantic. The UAS 

contribution to ASW will probably not take the same form as those forerunners (i.e., large airframes 

capable of launching dozens of sonobuoys to acoustically detect the presence of submarines); 

instead, UAS will likely provide persistent, multi-sensor coverage (by image, magnetic anomaly 

detection, or other) and dramatically reduce the overall flight hours required from MPA (Maritime 

Patrol Aircraft) and shipborne helicopters32. Several unmanned options are already operational or in 

the final development stages,  from the U.S. Navy’s MQ-8B/C Rotary Wing Unmanned Air System 

(RWUAS) to the Scan Eagle, which has long since proven its value in supporting the development of 

the maritime picture, to interesting new options currently being developed, like the Aqua-Quad33.  

 

                                                           

29 Autonomous Vehicles in Support of Naval Operations, National Academies Press, 2005 
30 UCAS: Unmanned Combat Air System 
31 Another exception is Turkey, which is exploring ways to pair its Bayraktar TB2 drone with the new amphibious assault ship (LHD) Anadolu 
32 Unmanned Air Systems in NATO Anti-Submarine Warfare (ASW). Potential Future Applications and Concepts, JAPCC Journal n.25, 2018 
33 This small quad-copter drone is powered by solar cells providing a three month duration, and it has the ability to land on the ocean, deploy a small 

acoustic sensor below the surface, retrieve that sensor and lift off to reposition itself. Reportedly, it is capable of an endurance in excess of 3 months. 

(https://www.dailymail.co.uk/sciencetech/article-3528556/The-submarine-hunting-drone-takes-lands-water-VERTICALLY-Navy-reveals-new-breed-

amphibious-drones.html) 

Figure 6 – A U.S. Navy Scan Eagle being launched from the flight deck of 
USS Gunston Hall (LSD 44 - Wikimedia Commons) 

https://www.dailymail.co.uk/sciencetech/article-3528556/The-submarine-hunting-drone-takes-lands-water-VERTICALLY-Navy-reveals-new-breed-amphibious-drones.html
https://www.dailymail.co.uk/sciencetech/article-3528556/The-submarine-hunting-drone-takes-lands-water-VERTICALLY-Navy-reveals-new-breed-amphibious-drones.html
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  While the absence of human crewmember provides UAS with advantages, it also 

results in limitations that add to their inherent complexity, specific element issues (per section 3, UAS 

consist of six elements),   and reliance on a robust data link. Although research on AI and autonomy 

progress at a steady pace, and their application to UAS will likely increase drastically in the future, 

UAS still depend on secure, reliable communications for platform and sensor operation, data 

downlink, and vehicle status monitoring.  

 

  For larger platforms like the Global Hawk, such bandwidth hunger is a known issue 

(quantifiable in the 500Mbps range) which makes current military satellite networks incompatible with 

their expanding user list34 and involvement in operations. While intelligence gathering (and target 

acquisition) will likely continue to be the primary mission, UAS operations, concepts, tactics, 

techniques and procedures have matured to a sufficient level to allow venturing into previously 

unimagined territory. New operational requirements call for a shift from remotely operated, single-

mission platforms to autonomous, multi-mission systems, and a growing integration between 

unmanned platforms, and between manned and unmanned systems.  

 

6. JOINT OPERATIONS WITH UAS 

 

  Given their general design characteristics and performance, UAS have much in 

common with manned aircraft with regard to possible applications (especially when considering larger 

systems). The choice usually depends on availability, cost, and other considerations mostly related to 

the human crew and their presence (or absence) onboard the aircraft. While a long list of operational, 

ethical and legal requirements mandate the preference of a human operator (pilot) for kinetic 

operations, unmanned systems are generally preferred over manned aircraft for those tasks that are 

considered too dangerous or dirty for a human crew (i.e., involving a high potential for loss of life or 

severe injury, including operations in potentially CBRN-contaminated areas). Alternatively, UAS are 

preferable to manned platforms for tasks that are too demanding (i.e. high-endurance operations), or 

dull (repetitive tasks bound to lead to operational fatigue, which also can best be addressed with 

automation). Lastly, and perhaps most interesting, UAS become the platform of choice  for those 

applications that are different, meaning that choosing a manned aircraft in their stead, it would not (or 

                                                           

34 NATO and the U.S. Navy are recent additions to this list 



 

18 
 

could not) provide a tangible advantage, be deployed rapidly enough, etc., the best example being 

short-range, organic ISR to land forces35.  

 

  Future joint operations will be characterised by the extensive, integrated exploitation of 

all five domains36, with joint enablers like C4ISTAR, cyber and UAS playing the lion’s share in 

determining the success or failure of the battle. As the importance of space continues to grow in 

military operations and in daily life, so too will competition over it37 and the number of concepts and 

technologies to deny potential adversaries access to space. Today’s reliance on services provided by 

the commercial sector is an objective limit and a known vulnerability, and has spawned a number of 

initiatives to find alternative communications and navigations systems. These include the U.S. DoD’s 

Assured PNT38 and BAE Systems’ NAVSOP39, which represent different philosophies of exploiting 

existing transmissions (from other weapons systems and/or from commercial signals like  Wi-Fi, TV, 

radio, and mobile phones) to accurately calculate a position and navigate, regardless of jamming or 

spoofing40. As the popularity of UAS amongst defence operators and the commercial sector continues 

to increase (and their cost to decline)41, militaries will need to review concepts of operations in light of 

increasingly contested operational environments, with state and non-state actors or insurgent groups 

posing a realistically increasing threat42 (both symmetrical and asymmetrical43).  

 

  The following paragraphs provide insight into the strengths and weaknesses of UAS 

and the principal considerations necessary to capitalize on their full potential in the near-future 

battlespace. 

                                                           

35 Applications for Navy Unmanned Aircraft Systems, RAND, 2010 
36 Cross-Domain Operations and Interoperability, RUSI, 2012 
37 Joint Operational Access Concept (JOAC), DoD, 2012 
38 PNT: Position, Navigation and Timing 
39 NAVSOP: Navigation via Signals of Opportunity 
40 Jamming means overpowering the signals being sent from a transmitter to a receiver by using a signal at the same frequency but with higher power, 

so that the jamming signal overloads the targeted frequency; spoofing mimics the characteristics of the original signal so the user accepts the spoofed 

signal instead of the correct one.  (RPAS in Contested Environments, JAPCC, 2014) 
41 With a global market increase estimate of 300% in 2026 and an approximate value of US$ 14 billion (source: Leonardo website) 
42 As seen in recent developments in Syria, Iran and Saudi Arabia  
43 NATO Glossary of Terms (AAP-06) defines asymmetrical threat as “a threat emanating from the potential use of dissimilar means or methods to 

circumvent or negate an opponent's strengths while exploiting his weaknesses to obtain a disproportionate result”. 
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Figure 7 – BAE Systems’ NAVSOP (BAE Systems website) 

 

7. JOINT VS MULTI-DOMAIN / CROSS-DOMAIN SYNERGY 

 

While existing only in a primitive form and limited conditions before 1900, military history 

is rife with successful and unsuccessful attempts at joint warfare, its limiting factors being generally 

well-known and extensively scrutinized44. After seeing more fruitful applications in WWI and achieving 

its highpoint in the Central Pacific island-hopping campaign and, most famously, operation Overlord, 

joint operations seemed to be the future of military operations45, but subsequent cases of joint military 

campaigns failed to prove quite as fortunate.  Due to the persistence of a mindset that characterizes 

“jointness” as the enabler of one’s service, instead of holistically viewing the military problem and 

considering the full range of available capabilities46, the all-necessary transition from service-centric 

to joint operations is still arguably incomplete to this day.  

 

  While it is virtually unnecessary to explain what the military means by “joint”, the 

expression “Multi-Domain” has become a very popular expression among defence operators despite 

the lack of a clear definition. Doctrine fails to clearly state what a “domain” is, and consequently, what 

multi-domain entails. The lack of a clear definition complicates the path to achieving unified concepts 

                                                           

44 The Evolution of Joint Warfare, National Defense University (NDU), 2002 
45 “Separate ground, sea, and air warfare is gone forever. If we ever again should be involved in war, we will fight with all elements, with all services, as 

one single concentrated effort.” Gen. D. Eisenhower in a memorandum to Adm. C.W. Nimitz, April 17, 1946. 
46 https://ndupress.ndu.edu/JFQ/Joint-Force-Quarterly-73/Article/577517/cross-domain-synergy-advancing-jointness/  

https://ndupress.ndu.edu/JFQ/Joint-Force-Quarterly-73/Article/577517/cross-domain-synergy-advancing-jointness/
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(and in the end, unity of effort) and hampers the exploration of a multi-domain concept to the level of 

depth it deserves. In 2016, NATO acknowledged five domains of warfare: Land, Sea, Air, Space, and 

Cyberspace; while the former four physical domains are generally well understood conceptually 

(Land, Sea, and Air stem from the historical classification of military components), non-physical 

realms such as cyberspace, the information environment, and the electromagnetic spectrum are 

much more difficult to grasp on an intellectual level47. This difficulty can lead to confusion and a lack 

of effectiveness in operations, potentially exposing critical vulnerabilities for an adversary to exploit48. 

 

  To further characterise the shift in focus and the conceptual evolution of “jointness”, the 

United States Department of Defense introduced Cross-Domain Synergy as a central idea in recent 

joint concepts. It is defined as “the complementary vice merely additive employment of capabilities in 

different domains such that each enhances the effectiveness and compensates for the vulnerabilities 

of the others”49. This definition suggests the notion that the synergic application of capabilities from 

one domain to another can practically produce effects greater than the sum of single contributions 

while at the same time reducing unnecessary redundancies. The idea to use capabilities beyond their 

pertaining domain to gain advantage and exploit the adversary’s weaknesses (for example, using 

aircraft to spot enemy formations and direct surface gunfire) is not a new one; however, technological 

advances have dramatically expanded the practice, and space and cyber now provide formidable 

tools to deliver cross-domain effects. As is increasingly the case, these capabilities no longer pertain 

to any given single service (hence the focus shift from service capabilities to domain-based 

capabilities seen in U.S. concepts), and partnership with government agencies and Allied Nations 

makes them available to the battlespace in increasing, previously unseen numbers. The idea behind 

cross-domain also applies to the adversary, where a comprehensive, holistic view of the opponent 

can yield the identification of centres of gravity and vulnerabilities which might have gone unnoticed 

when seen through the more limiting lens of any single service. Cross-Domain Synergy, therefore, 

offers an expanded array of opportunities to strike at weak points50.  

 

 

                                                           

47“Defining the ‘Domain’ in Multi-Domain”, Dr. Jared Donnelly and Lieutenant Commander Jon Farley, Joint Air and Space Conference read-ahead, 

JAPCC, 2019 
48For example, electromagnetic interference (EMI) is rapidly becoming the Achilles heel of military operations, as most warfighters operate within the 

electromagnetic spectrum (radio communications, electronic warfare, satellite sensors, etc.) 
49 Joint Operational Access Concept (JOAC), DoD, 2012 

Joint Operational Access Concept (JOAC), DoD, 2012 

rce-Quarterly-73/Article/577517/cross-domain-synergy-advancing-jointness/" https://ndupress.ndu.edu/JFQ/Joint-Force-Quarterly-

73/Article/577517/cross-domain-synergy-advancing-jointness/  
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8. OPPORTUNITIES  

 

  What follows is a depiction of UAS technology, research, and when these are mature 

enough, concepts which in the near future will likely yield exciting results and have a significant or 

utterly decisive role in joint military operations. Following a “modified SWOT” (Strengths, 

Weaknesses, Opportunities, Threats) approach, they have been grouped into opportunities (this 

section and sub-sections) and challenges (see section 9 and sub-sections), well aware that some of 

them carry elements of both these classifications. In such cases, in order to avoid duplications, this 

duality has been analysed where it has risen, rather than strictly following the aforementioned 

classification. 

 

Autonomy 

  Autonomy can be defined as “the 

ability of an entity to independently develop and 

select among different courses of action to achieve 

goals based on the entity’s knowledge and 

understanding of the world, itself and the situation”51. 

Although frequently used interchangeably in general 

discourse, autonomy and automation are not 

synonyms; where automated systems are governed 

by a given set of prescriptive rules and algorithms 

from which they cannot deviate, autonomous 

systems are meant to “understand” and interpret the 

environment in which they operate, and “decide” the best possible course of action based on the 

actual situation, resulting in a more fluid, less predictable behaviour relative to a given baseline. 

Artificial Intelligence (AI), Machine Learning (ML), and Deep Learning52 are integral parts of the 

broader Autonomy research, which will prove instrumental for any significant advance in this field and 

for the development of systems capable of making sensitive, high-quality decisions without the need 

for human input or supervision, at speeds unimaginable for any human operator53. Speed will play a 

                                                           

51 Unmanned Systems Integrated Roadmap 2017-2042, US DoD, 2017 
52 Machine learning and deep learning are two separate subsets of artificial intelligence: machine learning is typically associated with algorithms that, 

given an initial set of  structured data, can change themselves and evolve without human intervention to achieve a given result; deep learning is a subset 

of machine learning where algorithms are created and function in a similar way, but they are built to form several overlapping layers (similar to how the 

human brain functions and therefore called artificial neural networks), each providing a different interpretation of the data it conveys.  
53 This statement does not include any specific reference to Lethal Autonomous Weapons Systems (LAWS), Unmanned Combat Aerial Vehicles (UCAV) 

or the unresolved controversy concerning UAVs and the use of lethal force (see sect. 10.5) 

Figure 8 - Definitions 
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fundamental role in shaping the future of military operations, not just for the new threats emerging on 

the horizon (i.e., hypersonic weapons), but also for the expected increased reliance on machines 

which are in turn increasingly connected as we can already see at all levels of society (5G, the 

internet of things, etc.). Expectations are that the pace of future military operations will be 

substantially higher than in the past, and militaries around the world are facing the reality that 

humans, while capable of superior (and for decades to come, unmatched) judgement, are inherently 

slower than machines, and constitute a limit in the OODA loop54 when a high-paced battle rhythm is 

of the essence. 

 

  “Autonomous drones” is a term used somewhat loosely55 to describe those systems 

which rely on extended sets of algorithms to govern their behaviour, such that the human control is 

shifted from directly controlling its path or sensors to, more generally, supervising its compliance to 

pre-determined tasks. These “new” unmanned systems are already being developed for a large 

variety of tasks, to include being interconnected with manned aircraft (see sect. 8.2) or amongst 

themselves (swarms see sect. 8.3), being delivered from larger aircraft to work independently or as 

an extension of the mothership. Autonomy will certainly represent one of the most important drivers 

for UAS to perform more articulated, complex mission objectives, and for further integration of UAS 

into future joint, multi-domain operations. It will prove instrumental in a variety of areas such as 

navigation and obstacle avoidance, situational awareness (meant here as the combination of 

perception, sensor intelligence, and fusion), swarming, and manned-unmanned teaming. 

Incorporation of autonomy carries second-order benefits and efficiencies when integrated with UAS: 

examples include improved efficiency (for example, turning off sensors when not needed), extended 

vehicle endurance by enhancing response to the surrounding environment (for example, by avoiding 

or exploiting currents), reduced mission load on the operator while allowing them to control multiple 

vehicles, and ultimately reduced UAS dependence on high-bandwidth two-way satellite data link56. 

New and improved Human-Machine Interfaces (HMI) will prove instrumental in driving the shift from 

the human element of UAS being an operator to being a mission manager57.  

                                                           

54 The OODA loop is the cycle observe–orient–decide–act, developed by military strategist and United States Air Force Colonel John Boyd in the 1950’s.  
55https://www.nato.int/docu/review/articles/2017/07/28/autonomous-military-drones-no-longer-science-fiction/index.html  
56 Unmanned Systems Integrated Roadmap 2011-2036, US DoD, 2011 
57 “In the future, it is desirable to have each operator control multiple unmanned systems, thus shifting the human’s role from operator towards mission 

manager” (Unmanned Systems Integrated Roadmap 2017-2042, US DoD, 2017) 

https://www.nato.int/docu/review/articles/2017/07/28/autonomous-military-drones-no-longer-science-fiction/index.html


 

23 
 

One of the most significant examples of 

autonomy applied to UAS’ is the UCAV 

concept, which originated from DARPA’s58 

X-45 project (2003) and gave way to the 

Joint Unmanned Combat Air Systems (J-

UCAS)59and the Northrop Grumman X-47 

demonstrator (figure 9). It brought tactical 

aircraft performance and stealth qualities to 

the UAV world, successfully demonstrating 

that it could fly in a formation of two 

unmanned vehicles and conduct a 

successful strike against simulated radars 

and missile launchers alongside manned aircraft.  

 

  After this achievement, however, J-UCAS and the related X-45 and X-47 projects were 

cancelled60, and it appears now that combat-capable, semi-autonomous UAS will not enter the 

battlefield anytime soon, their near-future being well-rooted in the ISR mission (Global Hawk, NATO 

AGS) with the notable exception of the U.S. Navy’s MQ-25A Stingray, set to become the first carrier-

based unmanned air-to-air refuelling (AAR) platform61. 

 

  Historically, the development of autonomy for military operations has been met with 

scepticism, if not open hostility, as armed forces, academia, and the general public delve into the 

ethical repercussions of choices made by an entity inherently deprived of “judgement” and 

“conscience”62 (see section 9.4). This is particularly true for those situations that are ambiguous or 

carry a high risk of failure and for those requiring the human qualities of originality, responsibility, or 

empathy to drive the decision process63. Trust is the crucial element of the equation, and given the 

                                                           

58 DARPA: Defense Advanced Research Projects Agency 
59 Joint Unmanned Combat Air Systems, or J-UCAS, was the name for the joint U.S. Navy and U.S. Air Force unmanned combat air vehicle 

procurement project. In the 2006 Quadrennial Defense Review, it was stated that the J-UCAS program would be terminated 
60 Both the J-UCAS and the X-45A fell victim of the Quadrennial Defense Review (Source: DARPA 1958-2018, 

https://www.darpa.mil/attachments/DARAPA60_publication-no-ads.pdf)  
61 Another derivative of the J-UCAS concept, the MQ-25 Stingray is set to provide a critical air refuelling capability to the U.S. Navy, which expects to 

reach initial operational capability with the type in 2024. (https://www.thedrive.com/the-war-zone/36859/navy-establishes-first-squadron-to-operate-its-

carrier-based-mq-25-stingray-tanker-drones) 
62 A short film released in 2017 (Slaughterbots) depicts a near, dystopian future where swarms of small, lethal drones capable of identifying and killing 

specific people are unleashed against the population by terrorist organizations to dire consequences. While analysts aren’t unanimous on this vision of 

the future, its impact is undeniable and raises many questions. 
63 Dr. Michael Linden-Vornle, speaking at the Virtual Maritime Security Regimes Round Table, May 2020 

Figure 9 - Northrop X-47B UCAS onboard the USS George H. Bush (CVN-77) 
from which it successfully executed launch and recovery operations in 2013 

(Wikipedia Commons) 

 

https://www.darpa.mil/attachments/DARAPA60_publication-no-ads.pdf
https://www.thedrive.com/the-war-zone/36859/navy-establishes-first-squadron-to-operate-its-carrier-based-mq-25-stingray-tanker-drones
https://www.thedrive.com/the-war-zone/36859/navy-establishes-first-squadron-to-operate-its-carrier-based-mq-25-stingray-tanker-drones
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current shortcomings in the abilities of AI regarding ethical reasoning, it is generally understood that 

until research is mature enough to coherently implement AI in a broad range of scenarios that military 

forces may encounter, unmanned systems will continue to be used only under close human 

supervision (human on-the-loop or in-the-loop64). Recent examples65 have shown how the 

association of UAS and weapons delivery capabilities can be highly controversial, therefore it is 

understandable how, while already being theoretically possible from a technological standpoint and 

indeed viewed as a crucial capability for future missions, no country to date has implemented the use 

of Lethal Autonomous Weapons Systems (LAWS). On the contrary, efforts have been made at the 

United Nations to consider policies that would prohibit the deployment of autonomous systems with 

lethal capabilities. However long it may take for these issues to be resolved, “the future of unmanned 

systems will stretch across the broad spectrum of autonomy, from remote-controlled and automated 

systems to near fully autonomous, as needed to support the mission.”66  

 

Manned-Unmanned Teaming (MUMT) 

  In a definition by the US Army Aviation Center of Excellence (USAACE), Manned-

Unmanned Teaming is “The synchronized employment of Soldiers, manned and unmanned air and 

ground vehicles, robotics, and sensors to achieve enhanced situational understanding, greater 

lethality, and improved survivability.”67 Also addressed as “Human-Machine collaboration”, “Man-

Machine teaming” or “Manned-Unmanned pairing”, the underlying concept is to leverage the 

combined strengths of manned and unmanned platforms in order to achieve operational advantage 

and overmatch.  

 

  In 2017 it was declared one of U.S. DoD’s strategic guidance themes (as well as 

autonomy)68, meaning it will most likely become one of the principal drivers of the development of 

UAS globally. 

 

                                                           

64 When referencing Human-Machine Interface (HMI) control levels, various options can be defined according to the role assigned to the human 

operator: “human off-the-loop” means the machine operates autonomously, without any form of human control over it; “human in-the-loop” means 

the machine responds to direct inputs from a human operator for guidance or payload operation; “human on-the-loop” means the machine navigates 

and operates autonomously, but a human operator supervises the mission and can interact with it or intervene, if needed. (Source: US DoD’s Unmanned 

Systems Integrated Roadmap FY2017-2042, 2017) 
65 i.e.: The United States’ drone strikes on Pakistan and Afghanistan 
66Unmanned Systems Integrated Roadmap 2017-2042, US DoD, 2017 
67US Army Aviation Digest, Vol.2/Issue 3, July-September 2014  
68Unmanned Systems Integrated Roadmap 2017-2042, US DoD, 2017 
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  The idea of combining 

manned and unmanned assets to pursue 

common mission objectives as a “team” is 

not a new one, and an early example can 

be found in the Pacific island-hopping 

campaign during WWII, when the U.S. 

Navy’s Special Task Air Group One 

(STAG-1) operated Interstate TDR-1 

unmanned aircraft in combat action 

against Japanese targets in the Solomon 

Islands69 (figure 10).  

 

  A substantial difference in 

modern iterations of MUMT compared to previous applications is the tight interconnection with 

autonomy, and its various degrees of implementation. Larger developments in autonomy fuelled by 

progress in AI and deep learning will allow for UAS to shift roles from “tools” to reliable teammates, 

fully integrated with land, maritime, and air forces. This will translate into near-term basic scenarios 

where “teaming” focuses on the reduction of operational load on the human element to mid-term 

scenarios with one operator controlling multiple automated/autonomy-enabled platforms. The long 

term implementation will include more complex scenarios with increased numbers of unmanned 

wingmen for manned aircraft, thus enhancing overall capacity while reducing the number of human 

sorties.70 The reason for such a strong and early interest in MUMT is that networking UAVs to a 

capable manned weapon system can significantly improve overall situational awareness and capacity 

to deliver effects, whether in the form of an electronic71 or kinetic attack, virtually up to the point of 

saturating the adversary’s air defences. The idea of a single F-35 stealth fighter with its cutting-edge 

radar and weapons (or one SH-60/MH-60 and its ASW suite, or one AH-64 and its ground attack 

                                                           

69During September and October 1944, U.S. Navy’s Special Task Air Group One (STAG-1) operated TDR-1s from Banika, Russell Islands. Guided by a 

modified Grumman TBM-1C Avenger torpedo bomber, the drone would be launched by a ground control crew, and then turned over to the TBM already 

airborne over the field, the airman in the rear cockpit guiding it via a joystick using a camera feed, receiving visual signals from the TDR's nose-mounted 

camera. By October 1944, the use of the TDRs ended, the concept of precision-guided munitions deemed of lesser priority in the Pacific due to U.S. air 

superiority.  
70Unmanned Systems Integrated Roadmap 2017-2042, US DoD, 2017 
71Electronic Attack (also known as SEAD: Suppression of Enemy Air Defences) is a particularly high-risk mission, as it involves the aircraft flying into or 

near the adversary’s air defences in order to locate and neutralize them (either by jamming or by direct attack with anti-radar missiles) and allow larger 

friendly formations (packages) to carry out their air-to-air or air-to-ground missions in a more permissive airspace. UAVs could provide a significant 

contribution to SEAD missions, as the addition of unmanned aircraft to the mission would minimise the risk of crew loss and improve the likelihood of the 

mission being able to process, in the event of a UAV loss. 

Figure 10 - A U.S. Navy Interstate TDR-1 assault drone being prepared for an 

attack, 1944. Clearly visible in the front is the TV camera used for its remote 

operation (Wikimedia Commons). 
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potential), controlling several UAVs72 and increasing its superior combat spread n-fold73 is very 

powerful and is bound to elicit a strong demand from the military. Teaming one manned aircraft with 

two or three high-performance, AI-enabled UAVs would not only facilitate a whole new way of 

conducting aerial combat by means of task allocation (the UAVS focusing on target identification and 

tracking while the manned platform focuses on target prioritization and the decision to engage74), it 

would also mean the possibility to accept greater risks while at the same time safeguarding the 

human crew, by sending the UAV forward and keeping the manned jet out of harm’s way. As a last-

ditch-manoeuvre, UAVs flying alongside a manned platform may provide for added survivability of the 

higher value asset and its crew by serving as decoys for a direct attack against it. Lastly, as the threat 

posed by an adversary electronically attacking the UAV depends on distance and line of sight, placing 

the “control station” onboard an aircraft flying in the UAV’s relative vicinity means that teaming would 

significantly increase its intrinsic resistance to jamming, spoofing and meaconing.75 

 

  This is the general idea behind concepts like Boeing’s Loyal Wingman for the Royal 

Australian Air Force and the USAF’s own Skyborg programme, which could team advanced fighter 

jets like the F-35 or the F-15EX with unmanned, fighter-like aircraft which would be modular, 

autonomous, and “attritable”, meaning that by design they would be reusable, but inexpensive 

enough that the service could afford to lose them in battle.”76 The USN decided to go a different way 

by announcing that it had transformed EA-18G electronic attack fighter jets into UAVs, and 

successfully tested two of them in flight alongside a manned Growler (the popular namesake of the 

EA-18G)77. After cancelling the X-47 UCAV and putting the UCLASS78 program on hold, it came as a 

surprise to military analysts that the USN was working on unmanned systems other than the MQ-25 

Stingray tanker drone, as did the platform of choice. Although the EA-18G is not exactly a low-cost 

                                                           

72In this context, “control” can mean directly employing the UAV’s sensors, manoeuvre the UAV to best position it according to mission requirements, or 

both. 
73 “The unmanned system coming off the carrier, in the instantiation that I think about, is three (drone) wingmen and an F-35 […] A single pilot. Combat 

spread now is 25 miles apart in Fifth Generation tactics. Imagine a single aviator owning a 100-mile front of air dominance or air superiority — because 

that pilot is talking to the extended unmanned systems” Rear Adm. Michael Manazir, USN Director of Air Warfare for the Chief of Naval operations, 

speaking at an Air Force Association event, 2016 (source: https://breakingdefense.com/2016/03/navy-refueling-drone-may-tie-into-f-35s-f-22s/) 
74Unmanned Systems Integrated Roadmap 2017-2042, US DoD, 2017  
75The early generation of UAS were designed to be deployed in a permissive environment, with air superiority being granted by the geopolitical posture 

of the day, and cyber-security not considered as a design priority. To this day, very little of the EW countermeasures (both active and passive) seen on 

manned aircraft are being introduced as design characteristics in modern UAS. Jamming means overpowering the signals being sent from a transmitter 

to a receiver by using a signal at the same frequency but with higher power, so that the jamming signal overloads the targeted frequency; spoofing 

mimics the characteristics of the original signal so the user accepts the spoofed signal instead of the correct one; meaconing is a composite term from 

‘mislead’ and ‘beacon’ which refers to the interception and rebroadcast of navigation signals with an added artificial signal delay which  falsifies the 

user’s computed position, resulting in location errors. Even encrypted military GPS signals are not entirely protected from sophisticated meaconing 

attacks (RPAS in Contested Environments, JAPCC, 2014) 
76https://www.defensenews.com/air/2019/05/22/under-skyborg-program-f-35-and-f-15ex-jets-could-control-drone-sidekicks/  
77https://www.c4isrnet.com/naval/2020/02/04/us-navy-and-boeing-demonstrate-controlling-unmanned-aircraft-with-a-manned-jet/  
78The Unmanned Carrier-Launched Airborne Surveillance and Strike (UCLASS) was a United States Navy program to develop an autonomous carrier-

based unmanned combat aerial vehicle providing an unmanned intelligence and strike asset to the fleet 

https://breakingdefense.com/2016/03/navy-refueling-drone-may-tie-into-f-35s-f-22s/
https://www.defensenews.com/air/2019/05/22/under-skyborg-program-f-35-and-f-15ex-jets-could-control-drone-sidekicks/
https://www.c4isrnet.com/naval/2020/02/04/us-navy-and-boeing-demonstrate-controlling-unmanned-aircraft-with-a-manned-jet/
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platform, the U.S. Navy likely chose it due to its electronic attack mission and fleet interoperability 

considerations. Essentially being the same aircraft, the manned and unmanned versions of the USN’s 

EA-18G share most of their parts and systems, and 90 percent of those parts and systems are 

common to the F/A-18E Super Hornet, the service’s main strike fighter. This commonality makes for 

great interoperability, less supply chain, and maintenance issues (including personnel certification). 

 

  Given the diverseness of the previous examples and the estimate that the global market 

related to unmanned aircraft could increase by 300% in 2026 (with an approximate value of US$ 14 

billion)79, it is easy to understand how interoperability between allies and the different 

manned/unmanned systems will continue to be an issue to be reckoned with80 when considering 

allied operations in NATO. Although not all-encompassing, agreeing on a shared roadmap which 

builds on STANAG 458681 is one concrete step toward developing UAS which can successfully 

“connect” with available (or future) manned aircraft, and will grant NATO a decisive tactical and 

strategical advantage in joint allied operations (see sect. 9.2). 

 

Swarming 

  Swarming is the use of large numbers of UAVs, able to “think” independently and to 

operate as a pack, to carry out a common objective (analysts use the term “swarm intelligence”82). 

While swarming technology is still in its infancy, militaries around the world are investing millions in its 

development, and rudimentary examples of their potential have already begun to appear on the 

mainstream news.83  

 

  The advantages of swarming are numerous: they can analyse mission data and 

coordinate among themselves to engage multiple targets (or threats) more quickly than the human 

brain can process, and if operating on multiple frequencies, a squadron of drones could significantly 

improve its resistance to jamming and provide a relatively cheap force multiplier. Possible military 

uses of swarming UAVs range from area saturation (overtaking an adversary’s air defences by 

                                                           

79Frost & Sullivan (source: Leonardo website https://www.leonardocompany.com/en/news-and-stories-detail/-/detail/hero)  
80As UAS are developed and procured based on national requirements, there is a high risk for non-interoperable systems. While commonality of 

hardware and software could be a solution to achieve interoperability, it is not mandatory within NATO (source: JAPCC Journal issue 29, Winter 

2019/2020) 
81 Standard Interfaces of Unmanned Aircraft (UA) control system (UCS) for NATO UA interoperability. It defines five levels of interoperability (LOI) 

between platforms   
82Dr. Elsa B. Kania - “Battlefield Singularity: Artificial Intelligence, Military Revolution, and China’s Future Military Power”, Center For a New American 

Security, Washington DC, 2017  
83for instance, their use in the Syrian conflict (where Russian air defences neutralized multiple attacks aimed at Khmeimim airbase), and in Saudi Arabia, 

(the successful strike on oil facilities) in 2019 

https://www.leonardocompany.com/en/news-and-stories-detail/-/detail/hero
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saturating their radars with more targets than they can handle) to a scenario where a task is assigned 

to a squadron of drones which autonomously “decide” how to manoeuvre and attack the target.84  

To overcome current limitations and unleash the full potential of drone swarms, developers face 

significant challenges, and analysts predict it will take years before seeing examples of practical 

application to military operations. Development shall progress around four areas: swarm size, 

customization, diversity, and hardening:  

 

i.  Size 

     As formations of over a thousand drones are no longer a science fiction scenario85, it is fairly 

straightforward to understand how a larger swarm can be more capable and resilient; however the 

increase in swarm size does not come without a price, mainly in the form of electronic vulnerability. 

On the one hand, the difference between an attack carried out by ten drones versus one carried out 

by a thousand is self-evident when analysed from the defender’s perspective. The loss of a half 

dozen drones to the adversary’s defences (or to malfunctions), while significantly degrading the 

overall capacity of a ten-piece swarm, would be insignificant to a thousand-unit swarm. This concept 

is probably the reason behind efforts being made by China to develop large UAV swarms, purportedly 

intended as one method of attacking high-value assets like aircraft carriers86. On the other hand, for a 

robotic swarm to survive and operate, it would need to counter both kinetic (enemy ground fire) and 

non-kinetic threats (electronic attacks on its communications and GPS). Furthermore, the more 

drones in a swarm, the higher the amount of data handled by the system, and the higher the risk of 

mutual interference or collision.  

 

ii.  Customization 

     As not all missions share the same requirements, in a plausible future where swarms are an 

operational reality, planners would have the choice to use a smaller,  stealthier formation (when the 

element of surprise is critical) or a larger, more capable swarm (i.e., when attacking a base with 

multiple hardened targets). Customization in this context means the flexibility offered to commanders 

to add or remove drones from a swarm according to mission requirements. Customization could also 

                                                           

84For instance, in 2016 US military has launched 103 Perdix micro-UAV from three F/A-18 Super Hornet fighter jets during a test at China Lake, Calif. 

The drones, which have a wingspan of 30cm, operated autonomously sharing one distributed brain for tactical decision-making and adapting to each 

other (like swarms in nature) before establishing a common 100mt-orbit around a pre-determined point on the ground.   

Video footage released by the Secretary of Defense is available at https://www.youtube.com/watch?v=DjUdVxJH6yI  
85During the opening ceremony of the 2018 Winter Olympics, a formation of 1218 drones set the record for the largest number of unmanned aerial 

vehicles airborne simultaneously.  
86 Dr. Elsa B. Kania - “Battlefield Singularity: Artificial Intelligence, Military Revolution, and China’s Future Military Power”, Center For a New American 

Security, Washington DC, 2017  

https://www.youtube.com/watch?v=DjUdVxJH6yI
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be dynamic, allowing the swarm to adapt to changing scenarios and evolutions on the battlefield, 

splitting the formation to respond to specific inputs while reassembling for others (for example, a few 

drones could be “dispatched” to search for targets of opportunity87 while the rest hold, and upon 

finding those targets, the whole formation could regroup and attack). Customization also means the 

possibility for the swarm to operate with multiple drone configurations, for example, adding (in the 

planning phase) drones equipped with different sensors, weapons, or communication relays. In many 

respects, a drone swarm could become something to be “assembled” according to what the mission 

demands, like a LEGO set, providing high responsiveness to changes in the scenario. Such ability 

requires highly developed communication standards to make the single drones within a swarm 

“interchangeable”; while development is still in its early stages, recent studies have shown that it is 

achievable.88   

 

iii.  Diversity 

     Conceptually linked to customization, the idea of diversity brings it a step further. It means 

operating drones of different characteristics, types and sizes, with their relative (and different) 

payloads. A “diverse” set of assets can be a lot larger in capability than the sum of its parts, like allied 

air doctrine has been maintaining for decades - it is the idea behind the Combined Air Operations 

(COMAO) taught at TLP89, where participating aircrews learn how to integrate the different 

components within a package and (among other things) plan tactics which best consider the 

capabilities and limitations of each system. In the Unmanned Systems realm, diversity can (and 

probably will) mean to operate across multiple domains simply by teaming UAVs with maritime and 

land unmanned vehicles. One specific advantage of unmanned systems is the possibility to deploy 

inexpensive, “dummy” droids to provide disproportionate added value in terms of “swarm protection”, 

as they could be used to draw air defences from the swarm and/or directly absorb attacks (vice the 

more valuable assets). As is the case with customization, diversity also comes at the cost of more 

complex swarm behaviours, highly developed communication standards, and massive amounts of 

data to be processed, but experimentation has already begun90.  

 

                                                           

87 A target recognized as such, but designated outside of the deliberate targeting cycle. Source: Allied Command Operations Manual (AM) 80-70. 
88 A recent study in the scientific journal Nature demonstrated a basic mergeable robotic nervous system, where a handful of very simple robots merge 

together to form a single, larger robot, or separate into smaller groups - “Mergeable nervous systems for robots”, Nature Communications, 2017 
89 TLP: Tactical Leadership Programme 
90 In 2016, the Institute of Electrical and Electronics Engineers (IEEE) led an experiment with a hexacopter and a quadrupedal robot in order to show 

how the complementary features could be put to use to allow the legged robot to navigate to its goal independently of external localization and relative 

observations between the two, while adapting its route to the surrounding environment. https://ieeexplore.ieee.org/document/7759443  

https://ieeexplore.ieee.org/document/7759443
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iv.  Hardening 

     In order for a swarm to function, it is essential that each drone communicates with the others and 

that the information flow remains constant and exempt from interference or jamming. In other words, 

hardening the communication network within (and outside) the swarm is paramount. Such a task can 

be addressed in various ways, from providing the swarm with active electronic warfare elements 

specifically designed to counter jamming, to incorporating electronic warfare capable platforms. 

Specifically designed communication drones could act as relays, provide alternate communication 

channels, or divert the swarm in the presence of detected jamming. As technology advances, new 

discoveries may contribute to eliminating today’s known vulnerabilities.91 

 

Loitering Munitions 

  Although currently available only to a handful of countries, loitering munitions is a 

technology which promises to deliver an extremely versatile tool to the battlefield. The idea is that of a 

semi-intelligent, autonomy-enabled hybrid projectile, which can be launched from fixed or moving 

positions, from air, sea, or land and “hold” for a variable amount of time until cleared to engage a 

target within or beyond the operator’s line of sight. Some iterations of this idea are already available 

for smaller applications, the vehicle varying in size from a missile to an artillery shell, which upon 

launch deploys wings and propeller and flies itself to the target. In these latter cases, the term 

“loitering” seems to be used quite loosely, referring to a built-in “wave-off” feature92 rather than a full-

fledged capability to patrol a given area for extended periods of time. As is widely known, extended 

Time On Station (TOS) grants the possibility for a weapon system to be deployed without actually 

knowing the position of the target, only to be remotely directed to strike at a later time via a two-way 

satellite data link. With the added survivability provided by the combination of high maneuvering 

characteristics and an overall “low signature” (a combination of radar cross-section, infrared and 

acoustic signatures), such systems would prove very hard and costly to defeat while possibly being 

relatively inexpensive to deploy. Uses could range from area denial to strike operations, with peculiar 

applications such as Suppression of Enemy Air Defences (SEAD), which specifically calls for the 

ability to patrol an area in search of enemy air defence radars and then strike once they reveal 

themselves93. Payload modularity (including drones as a sub-munition) could vastly expand the 

                                                           

91 For example, in a possible future drone swarms could communicate on the basis of stigmergy: an indirect form of communication used by ants and 

other swarming insects. If an ant identifies a food source, it leaves pheromones for future ants to find. If the next ant also finds food on the same spot, it 

leaves its own pheromones, creating a stronger concentration to draw even more ants.  
92 The possibility for the operator to abort the strike and reposition the vehicle for another attack 
93 As is often the case with the Wild Weasel role, especially in the case of mobile systems, the position of their targets is not known at the time of take-

off. 
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system’s capabilities, yielding any combination of non-kinetic effects such as ISR and Electronic 

Warfare (EW) or, in a time when militaries increasingly beware of dependence from GPS in 

operations, other non-combat support missions like communications or distributed navigation94 

nodes.   

 

  As has recently emerged in the press, incipient concepts already exist for inexpensive, 

highly survivable and hard to detect weapons systems with an extended loitering capability (60 – 90 

minutes), modular payloads, and the inherent combination of UAS, AI, and hypersonic technologies.95 

While any combination of these would prove “disruptive” in the way battles are fought, the 

coexistence of all of them in the same weapons system would provide an immediate, undeniable 

advantage to any commander. 

 

State-Changing Capability Unmanned Vehicles 

  State-changing unmanned vehicles are those vehicles capable of transitioning from one 

state (i.e., a walking/flying/floating robot) to another96 like, for example, a UGV capable of 

transitioning to flight without outside assistance or a USV capable of submerging to deploy under the 

surface. Although the technology is already available for unmanned vehicles to (for example) fly to a 

given point and drive to another location in order to explore or deliver a payload, then self-extract by 

air, it seems the main obstacle to full-scale exploitation lies in the very hybrid character of such 

platforms. Potential applications range from 3D map generation to subterranean operations, from 

remote jamming to communications relay and ISR, and possibly more.97 There are currently no 

military programmes of record detailing what capabilities such platforms should possess. 

 

9. CHALLENGES  

 

  This section focuses on the challenges that planners face when addressing joint 

operations with UAS, and on those unsolved issues that need to be addressed in order to fully 

capitalize on their potential in allied operations.  

                                                           

94 The U.S. military is looking increasingly at a concept called Assured PNT as potential threats to the GPS satellite-based navigation system grow. The 

basic idea behind Assured PNT, is to use various means to distribute navigation system nodes across various platforms throughout the battlespace, and 

networking them together. The result is an ecosystem that can provide accurate and reliable position information without having to rely on GPS.  
95 It appears the US is developing a concept (called “Vintage Racer”) since at least 2017, and has achieved its first milestones in flight testing in 2019 (it 

is unknown if it was a full-system test or just the loitering munition component). The system would have an ingress speed in excess of Mach 5, low 

observability, extended TOT, and the capability to deliver sub-munitions, also in the form of drones, all within an operational cost in the 100-200K USD 

window (less than launching cruise missiles - source: https://aviationweek.com/defense-space/missile-defense-weapons/us-army-vintage-racer-concept-

suggests-hypersonic-entry ) 
96 For this reason they are sometimes referred to as “Hybrid Systems” 
97 Jane’s Defence Weekly 

https://aviationweek.com/defense-space/missile-defense-weapons/us-army-vintage-racer-concept-suggests-hypersonic-entry
https://aviationweek.com/defense-space/missile-defense-weapons/us-army-vintage-racer-concept-suggests-hypersonic-entry
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Vulnerabilities 

  Initially meant for Intelligence, Surveillance, Reconnaissance and Target acquisition 

(ISRTA), development of most of the currently available UAS was shaped by operations in permissive 

environments, such as Enduring Freedom and Iraqi Freedom. 

For decades, the lack of a real air threat to UAS resulted in 

little or no inclusion of survivability features into their designs 

and it is possible that such circumstance may have negatively 

influenced the most recent developments, resulting in 

vulnerabilities left for adversaries to exploit.  Although not all 

UAS are created equal, and largely vary in capabilities and 

sensors, range and complexity (number of UAVs per system, 

number of personnel required to operate them, with or without 

satellite data-link) even the smallest platforms offer many 

areas of improvement to this regard98. As cyber continues to 

advance to the foreground of warfighting, the very bandwidth 

required for UAV operation can be a liability99 and nations will 

operate to an increasing extent in information-denial 

environments, where the undisputed availability of satellite 

data link (and their whole capacity) cannot be guaranteed or absolutely relied upon, as in the past. 

 

In order for a UAV to be rendered inoperable (either kinetically or electronically), it needs to be 

 

 detected by radar, IR, acoustic signature or visually. Although some of the largest new platforms have 

been built (and will increasingly be in the future) with radar absorbing materials and engineering 

solutions meant to minimize radar- and IR signature, the current radar cross sections (RCS) of typical 

tactical/strategic UAV’s are comparable to an advanced non-stealth type fighter aircraft (F/A-18, 

Rafale or Eurofighter) hence resulting easily visible; smaller platforms have the inherent advantage of 

eluding detection because of size and low operating altitude. Acoustic detection probability increases 

as altitude and range decrease and, like the previous case, smaller platforms have the advantage of 

                                                           

98 For example, avionics built without cyber-security considerations may be vulnerable to cyber-attack. Auto-pilot systems have not changed since they 

were introduced in manned aerial vehicles and cyber-security was not a design priority. Therefore, current RPA avionics may be subject to cyber-attack 

either by clandestinely installing malicious hardware components or by gaining control via the RPAS data link (RPAS in Contested Environments 

Concept of Employment, JAPCC, September 2014). 
99 For its operation, one single Global Hawk requires bandwidth in the order of 500Mbps. 

Figure 11 - Threshold range as a function of contrast 
for aircraft (RPAS in Contested Environments 

Concept of Employment, JAPCC, 2014). 
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smaller, quieter propulsion systems. The same considerations apply to visual detection of UAVs, 

where larger platforms usually fly higher and away from possible spotters; 

 

 engaged the largest majority of current UAVs are not equipped with active or passive threat warning 

systems, and the integration of such equipment from manned platforms into the airframe isn’t  a 

straightforward solution, due to size, weight and power limitations; 

 

 hit most of the current Medium Altitude-Long Endurance (MALE) UAVs share 1980’s design 

principles that sought to optimize long endurance and low fuel consumption. The most prominent 

features providing these flight characteristics are wings with a very high aspect ratio100 combined with 

a rear mounted, fuel efficient propeller engine, and they don’t come without a payoff: high aspect ratio 

wings have a fairly high amount of inertia that prevents the UAV from conducting flight manoeuvres 

with a high roll angular acceleration and g-force. Additionally, the average cruising speed of propeller 

driven RPAS is quite low, (70 knots for the MQ-1 Predator), therefore, the RPA is unable to conduct 

“last ditch” manoeuvres and becomes a rigid target when compared to manned fighter aircraft.  

Another major source of concern is the growing risk associated with hybrid and asymmetric threat101, 

which is twofold. On one hand the universal availability of Commercial Off-The-Shelf (COTS) “drone 

technologies”, although strictly not a UAS vulnerability per se, poses a challenge to be reckoned with, 

especially in the light of recent examples of a smaller or non-state actor successfully attacking high-

value targets with less sophisticated platforms102. On the other hand, and what is more directly a UAS 

vulnerability issue, many RPAs components are COTS, and it is generally true that in the modern 

globalised economy it is “virtually impossible to accurately trace every single component’s origin and 

establish reliable and trustworthy supply chains of microelectronics for military purposes, hence the 

threat from corrupted supply chains has not yet drawn the appropriate attention that it should”103.  

 

 

 

 

 

                                                           

100 In aeronautics, aspect ratio (AR) is a direct relation between the wing span and its area; a high aspect ratio is typically found on gliders, while more 

high performance aircraft have a decidedly lower AR. 
101 AAP-06 (NATO Glossary of Terms and Definitions) defines an asymmetric threat as “A threat emanating from the potential use of dissimilar means or 

methods to circumvent or negate an opponent's strengths while exploiting his weaknesses to obtain a disproportionate result” 
102 See the attacks against Saudi Aramco oil facilities in Abqaiq, Saudi Arabia, September 2019  
103 RPAS in Contested Environments, JAPCC, September 2014 
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Interoperability 

  Despite the recognised value of UAS in modern day operations, they have been 

historically (with the notable exception of NATO AGS) designed and procured at a national level, as 

vehicle centric designs, meaning that beside generally unique and system-specific elements, 

manufacturers would typically develop the 

Ground Control Station (GCS) component as 

a tool for flight-testing the airframe. The lack 

of common standards for the development of 

UAS meant the fielding of a plethora of 

dissimilar systems using proprietary 

telemetry and sensor data streams, with very 

little to non-existent capability to operate with 

components or Ground Control Stations 

(GCS) from another system.   

  An added complication of this 

circumstance is the fact that current UAS, 

being “stove pipe systems” 104 (figure 12), use unique data links, communication protocols and 

message formats for communication between the control station and the unmanned aircraft, and 

between the control station and external C4I105 systems, resulting in the dissemination of sensor data 

mostly happening via indirect means. 

 

While this might seem like a minor problem on a national level, the reality of NATO as a 

complex combined/joint services operational environment makes it immediately apparent as a major 

obstacle to the desired coordination and ability to quickly task any available asset, to efficiently deploy 

the unmanned aircraft and their payloads, as well as to the rapid dissemination of the resultant 

information at different command echelons. Furthermore, the specificity of technology and systems 

frequently translates in specificity of training and personnel qualifications, which only adds to the long 

list of hindrances to an optimized, coordinated and interoperable Joint Force. Interoperability is a 

fundamental requirement for NATO, because it means increased flexibility and efficiency to meet 

mission objectives; in the case of UAS, the ability to control multiple (dissimilar) unmanned aircraft 

from a “standard” Ground Control Station (GCS) could result in the possibility to operate multiple 

                                                           

104 As defined in AEP-84 Vol.1, Standard Interfaces of Unmanned Aircraft (UA) Control System (UCS) for NATO UA Interoperability – Interface Control 

Document, Ed. A Vers.1 - 2017 
105 C4I: Command, Control, Communications, Computers & Intelligence 

Figure 12 – Current UAS operations example (AEP-84, Vol.1) 
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vehicles with widely different performance characteristics and features. Simply put, the sharing of 

assets and common utilisation of information generated from unmanned aircraft results in increased 

flexibility and efficiency to meet mission objectives, and consequently in enhanced warfighting 

capability of the forces106.  

 

  For this reason, in 1998, a NATO Specialist Team comprising members of government 

and industry began work on NATO Standardization Agreement (STANAG) 4586107, a document 

conceived to standardize present and future Unmanned Aircraft Control Systems (UCS) interfaces, in 

order to achieve the greater objective of enabling interoperability between the ground segments, the 

air segments (the unmanned vehicle), and the C4I segments of UAS operating in a NATO 

Combined/Joint environment108. Ideally, commonality of hardware and software would be a simple 

solution to grant interoperability among systems (along with welcome scale economies) but as simple 

as that may sound in theory, it is much harder to apply in practice; as a result, nations agreed that 

commonality need not be mandatory. STANAG 4586 defines which elements of UAS design need to 

comply to specific requirements (standards) in order to communicate with different UAVs, their 

payloads and different C4I systems. It identifies five Levels Of Interoperability (LOI) for UAS (the 

levels being the degree of control that a user has over the air vehicle, payload or both): 

Level 1: Indirect receipt/transmission of UAV related data and metadata.  

Level 2: Direct receipt/transmission of UAV related data and metadata. 

Level 3: Control and monitoring of the UAV payload, not the unit.* 

Level 4: Control and monitoring of the UAV without launch and recovery.* 

Level 5: Control and monitoring of the UAV, including launch and recovery. * 

*Unless specified control (C) or monitor (M) only. 

 

  Albeit a solid and necessary effort in the right direction, compliance with this agreement 

alone is not sufficient to grant interoperability. In fact, as clearly stated in the document, it “enables 

but does not achieve full interoperability between various UAS”, meaning that the STANAG does not 

address platform and/or operators’ training and proficiency levels, nor does it define the CONOPs 

necessary to enact full interoperability. To this extent, it is crucial that allies increase efforts aimed at 

                                                           

106 NATO STANAG 4856 Ed.4 
107 NATO Standardisation Agreement (STANAG) 4856 – Standard Interfaces of UA Control System (UCS) for NATO UA Interoperability. The technical 

document cited in the previous footnote (Allied Engineering Publication 84 (AEP-84) - Standard Interfaces of UA Control System (UCS) for NATO UA 

Interoperability – Interface Control Document) constitutes the “body” of the standard. 
108 ibid 
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bolstering joint experimentation of concepts and technologies which involve industry and academia, 

and acknowledge the central role of the younger generations, who naturally possess a deeper 

understanding of such technologies. In the maritime domain, valid examples already exist, such as 

the Robotic Experimentation Prototyping augmented by Maritime Unmanned Systems - REP (MUS), 

jointly organized by the Portuguese Navy and, among others 109, the NATO STO Centre for Maritime 

Research and Experimentation (CMRE). To further capitalize on the excellent result achieved in this 

context, NATO is now moving to bring the effort under the Alliance’s direct patronage with exercise 

Dynamic Messenger, set to take place in 2022 and by-yearly thereafter. 

 

Personnel 

  As a consistent theme, the notion that unmanned systems are truly “unmanned” is, to all 

evidence, a misnomer. Although no human sits in the cockpit and directly controls the vehicle’s 

movements and effects (be it an aircraft, a maritime or land vehicle), a variable number of operators, 

analysts and support personnel are involved in the mission at any given time. Such number can 

range from 1 for smaller, short-range reconnaissance drones, to as high as 200 for a 4-element MQ-9 

Reaper Combat Air Patrol (CAP), one third of which is deployed in or near the Area Of Operations 

(AOO) for launch, recovery and maintenance operations110. This defies the simplistic idea that 

conducting joint operations with UAS allows for less human presence or for troops reallocations both 

on the battlefield and on the home front.  While it is undoubtedly true that autonomy and automation 

greatly reduce the sheer amount of human interaction needed to fly any UAV, operating them to the 

highest military standards into constantly evolving and increasingly complicated mission sets is a 

completely different reality, which has only recently started to be acknowledged by armed forces. 

While it may be argued that one drone pilot/operator can control multiple drones at a time (this will 

increasingly be the case in the future), militaries must acknowledge that in order to fruitfully exploit the 

Tasking, Collection, Processing, Exploitation and Dissemination (TCPED) process, a large number of 

qualified professionals need to be invested in the mission (the pilot/operator being just a link in the 

chain) and on a typical ISR mission the most valuable gain is not the simple raw data acquired, but 

rather their analysis and the connections made to other information (i.e. the intelligence).   

 

                                                           

109 REP (MUS) is an experimentation exercise designed to allow, on an annual basis, a large-scale experimentation where operational communities work 

together with Academia and Industry to develop and test operational concepts and requirements, technological advances and new progresses in 

sensors, actuators, C3, tactics and procedures on MUS in most of maritime operations. It is jointly organized by the Portuguese Navy, the University of 

Porto and the NATO STO Centre for Maritime Research and Experimentation (CMRE). 
110 Remotely Piloted Aircrafts in Contested Environments, JAPCC, 2014 
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  In this context, the importance of scrupulous management of the human element cannot 

be underestimated, and in order to understand all variables in play, it is useful to examine the USAF 

example and how it is still striving to implement policies to mitigate identified drawbacks.   

 

  Several studies111 show that the surge in demand for RPA operations after 9/11 

(especially attack missions) produced such high levels of attrition amongst UAS crews (both pilots 

and systems operators) that the USAF has been facing challenges recruiting, training, and retaining 

them. Due to said operational demand, breaks from the typical MQ-9 squadron’s schedule would be 

virtually non-existent, with little to no holidays and leave approvals granted only at the last minute, 

resulting in extremely taxing restrictions to crewmembers’ personal and family time112. These 

circumstances were identified as cause for a generally poor perceived quality of life, the principal 

reason for why aircrew members would leave the Air Force. Although none of these factors are 

unfamiliar to any member of the armed forces worldwide, the similarities end at the fact that no other 

community keeps such a tempo for the entirety of their career113. While the typical airman (or sailor, 

or soldier) typically trains for operations, gets deployed then returns at the end of a given period to 

repeat the cycle114, USAF’s MQ-9 crewmembers are “deployed in garrison”, meaning they fly combat 

missions (traditionally a deployed task) while at a home station (in-garrison), therefore see no 

alternance between deployments and other non-combat assignments.  

 

  In 2016, the USAF devised a plan to build new bases and recruit 2500 to 3000 

personnel to its RPA enterprise (versus the 1400 total crewmembers at the time115).  

They intended to find an overdue solution to these problems and to address a newly acknowledged 

one: that because of their compressed schedule, USAF MQ-9 crews had little to no possibility to train 

or plan for anything other than current operations.116  As a direct result, the USAF established that 

the MQ-9 community is unprepared to participate in higher threat environments such as contested 

                                                           

111 U.S. Government’s Accountability Office  - “Actions Needed to Strengthen Management of Unmanned Aerial System Pilots” (GAO-14-316), 2014, and 

“Air Force Should Take Additional Steps to Improve Aircrew Staffing and Support” (GAO-20-320), June 2020. Alarmed by the imbalance between the 

rising operational demand and attrition rates in USAF RPA units, the agency made several recommendations to update crew ratios for RPA units, to 

establish a minimum crew ratio in Air Force policy below which RPA units cannot operate without running unacceptable levels of risk to accomplishing 

the mission and ensuring safety, to develop a recruiting and retention strategy tailored to the specific needs and challenges of RPA pilots in order to 

meet and retain required staffing levels, and analyse the effects of being deployed-on-station to determine whether there are resulting negative effects 

on the quality of life of RPA pilots and take responsive actions as appropriate.  
112 https://warontherocks.com/2018/01/forever-deployed-combat-dwell-reform-mq-9-crews-beyond-overdue/  
113 ibid 
114 Ibid. The USAF uses the term dwell ratio, or combat-to-dwell and the pertinent ratio for US aircrews is typically 1:2, meaning that an airman must 

spend twice the amount of time at home as he or she deployed. 
115 USAF Air Combat Command - https://www.acc.af.mil/News/Article-Display/Article/1011408/cpip-expands-horizons-sharpens-rpa-readiness/  
116 Ibid. In USAF Air Combat Command RPA Operations Chief’s words: “Right now we’re in such high demand that we are doing the majority of our 

training in joint combat operations”  

https://warontherocks.com/2018/01/forever-deployed-combat-dwell-reform-mq-9-crews-beyond-overdue/
https://www.acc.af.mil/News/Article-Display/Article/1011408/cpip-expands-horizons-sharpens-rpa-readiness/
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airspace, much less in a near-peer environment”.117 According to the study118, as of June 2020 the 

USAF has succeeded in manning only 63 percent of its training squadrons at Holloman Air Force 

Base (the designated formal training unit for RPA crews), and this lack of instructors has been 

identified as a key reason for its continued shortage of pilots across the service. Despite being just 

one link in the chain, the human element which comprises UAV pilots, sensor operators (and to a 

lesser extent intelligence analysts) remains the most delicate, and as the USAF example shows, 

sensible policies meant to provide units with adequate manning, build solid morale and ensure levels 

of general satisfaction comparable to those found in other peer communities need to be put in place 

in order to maximise UAS operational capability. 

 

Use of Lethal Force 

  Employment of UAS to deliver lethal effects has been a logical evolution since their 

operational debut on the battlefield, and the number of countries using armed UAVs is constantly on 

the rise.119 Although still a controversial issue, after the widespread use of armed UAVs in 

Afghanistan and Iraq, popular opinion seems to have grown accustomed to this status quo due to the 

fact that, in spite of the lack of a human inside the cockpit, there still are plenty of people involved in 

the physical delivery of ordnance, and accountability for the decision to deploy weapons (and possibly 

                                                           

117 https://warontherocks.com/2018/01/forever-deployed-combat-dwell-reform-mq-9-crews-beyond-overdue/  
118 U.S. Government’s Accountability Office - “Air Force Should Take Additional Steps to Improve Aircrew Staffing and Support” (GAO-20-320), June 

2020. 
119 A list can be found on many public websites, such as dronewars.net  

Figure 13 – Number of assigned USAF active duty RPA Pilots compared with requirements and authorised levels, 
FY 2016-FY2019 (GAO 20-320). 

 

https://warontherocks.com/2018/01/forever-deployed-combat-dwell-reform-mq-9-crews-beyond-overdue/
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endanger or take human life) can be established. This situation dramatically changes when autonomy 

comes into the picture, as deep concern is generally associated with Unmanned Combat Aerial 

Vehicles (UCAV) and the possibility for unmanned platforms to autonomously engage in hard-kill 

action. While “autonomous drones” are no longer a fictional stereotype120, the Law of Armed Conflict 

does not provide a standing legal framework for the use of lethal force by unmanned platforms, and 

the discussion is both legal and ethical.  

 

  On the one hand, any weapon, platform, or weapon system must be subject to the 

general principles and rules of the Law of Armed Conflict, which states that they must be directed at 

lawful targets (such as military objectives and combatants), and attacks must not be expected to 

cause “excessive collateral damage.” While many of these legal obligations are written to allow for 

circumstantial interpretation and leave military commanders quite some leeway,121 they all require a 

reasonable Commander in the planning or execution of the attack acting in good faith and taking all 

“feasible precautions” to ensure the attack does not violate any of the principles of the Law of Armed 

Conflict.122 On the other hand, a number of considerations make the use of “attack drones” an 

enticing option, especially for missions which imply a high risk for personnel, like Suppression of 

Enemy Air Defences (SEAD). In modern air warfare, SEAD is considered an indispensable adjunct to 

any strike mission and frequently a precursor to major joint operations. The intrinsic nature of SEAD 

implies flying near or within range of enemy surface-to-air missiles and using high-power transmitters 

to locate them (which in turn make the aircraft highly visible on enemy radars). For this reason, 

several concepts123 have explored the possibility of using UAVs instead of manned jets to carry out 

the dangerous tasks of electronically (jamming) or physically (attack with anti-radiation missiles) 

suppress enemy radars, and perform post-attack evaluations to assess if a restrike is necessary. As 

UAVs in this role would bring the added advantage of operating “stand-in” as opposed to “stand-off” 

without risk to human crews, this might be one of the first operational uses of “combat drones” should 

the legal framework for their operation be defined in the future.   

 

  A short film released in 2017 depicts a near, dystopian future where swarms of small, 

lethal drones capable of identifying and killing specific people are unleashed against the population 

                                                           

120NATO Review (https://www.nato.int/docu/review/articles/2017/07/28/autonomous-military-drones-no-longer-science-fiction/index.html) 
121 For example, on what amounts to a “military advantage” and how important this advantage is for the attack as a whole 
122 Distinction, Proportionality, Military Necessity and Limit, according to the International Committee of The Red Cross 
123 Amongst these, “Autonomous Vehicles in Support of Naval Operations” - National Academies Press (NAP), 2005  

https://www.nato.int/docu/review/articles/2017/07/28/autonomous-military-drones-no-longer-science-fiction/index.html
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by terrorist organisations, with dire consequences124. While analysts are not unanimous in this vision 

of the future, arguing that different alternatives are more plausible on practical grounds (the sheer 

cost of these depicted swarms)125, its impact is undeniable and raises many questions. Machine-

thinking and AI represent the next technological breakthroughs, and they will be key drivers for the 

future of unmanned systems. Nevertheless, it is easy to overlook the simple fact that an 

“autonomous” system (no matter how sophisticated), is a fast-processing machine programmed for a 

massive number of combinations of alternative courses of action, learning in the process and 

developing new solutions to new challenges. As machines possess no human reasoning or 

consciousness, it is extremely difficult to imagine a validation system that could scrutinize their 

decisions and ensure they act like a human would when taking critical, life-and-death decisions126. It 

can be argued that machines are capable of processing higher volumes of data per given timeframe 

(thus could make more well-informed decisions), and are not influenced by bias and emotions (which 

makes them immune to some of the crimes humans historically have committed while fighting). 

Nevertheless, the objection remains that allowing a machine to autonomously commit to using lethal 

force undermines the very value of human life, as does the “outsourcing” of the responsibility for 

taking human lives to machines. Both these ideas are largely perceived as “immoral”127, making it so 

that despite the technological evolution already in place, they must remain tools in the hands of 

humans, either “in” or “on” the loop128.  

 

10. CONCLUSIONS 

 

  Unmanned Aircraft Systems have endured extensive experimentation and enjoyed 

dramatic progress over their decades-long evolution, granting them a substantial advantage (in terms 

of maturity) over their maritime (MUS) and land (UGS) siblings. Although this gap is likely to be filled 

in the future due to the growing demand and ongoing experimentation in other domains, there is no 

denying the fact that UAS will increasingly provide unique, cross-domain capabilities to the Allied 

Forces for decades to come. Autonomy is already driving a leap in mentality, and introducing new 

                                                           

124 “Slaughterbots”, available at www.autonomousweapons.org or https://www.youtube.com/watch?v=9CO6M2HsoIA 
125 “If you think about the logistics of having a lot of sophisticated drones that can pick out individuals, process the data, communicate with each other, 

navigate a city there’s a lot of moving parts to that and it’s very expensive” Jack Watling, senior fellow at the Royal United Services Institute  
126 Unmanned, autonomous systems capable of carrying out lethal attacks are sometimes called Lethal Autonomous Weapons Systems (LAWS) 
127 “The prospect of machines with the discretion and power to take human life is morally repugnant” - UN Secretary-General António Guterres 

addressing the General Assembly, 2018 
128 When referencing Human-Machine Interface (HMI) control levels, various options can be defined according to the role assigned to the human 

operator: “human off-the-loop” means the machine operates autonomously, without any form of human control over it; “human in-the-loop” means the 

machine responds to direct inputs from a human operator for guidance or payload operation; “human on-the-loop” means the machine navigates and 

operates autonomously, but a human operator supervises the mission and can interact with it or intervene, if needed. (Source: US DoD’s Unmanned 

Systems Integrated Roadmap FY2017-2042, 2017) 

http://www.autonomousweapons.org/
https://www.youtube.com/watch?v=9CO6M2HsoIA
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modes of operation where numbers of unmanned platforms will be able to operate in groups 

(swarming) or in close conjunction with manned control stations on land, ships or aircraft and 

helicopters (Manned-Unmanned Teaming, MUMT) to carry out increasingly complex tasks, often in 

the stead of manned platforms, while dramatically reducing the workload and risk for human crews. 

 

  Experimentation in the Air domain will likely continue to go high and low, pushing the 

technology limits both with small, low-flying close-range platforms and with large aircraft (or airships) 

pushing the boundaries of the Earth’s atmosphere. As space becomes increasingly militarised, so too 

possibly will the stratosphere, if (or rather, when) we see the militarisation of High-Altitude Pseudo 

Satellites (HAPS) for communication, navigation or surveillance, and current propulsion and payload 

limitations are overcome. Technological advance does not seem to be the limiting factor in the case 

of Unmanned Combat Aerial Vehicles (UCAV), a concept which has already seen a fair level of 

experimentation in recent years but was abandoned for budget considerations and the fierce 

opposition of public opinion. Several programs are being developed to this day in its wake (the 

USAF’s Skyborg, the RAAF’s Loyal Wingman, and the USN’s “unmanned Growler” to name a few) 

and, as history shows, it is unlikely that a practically viable option be categorically abandoned. That is 

why a resurgence of the UCAV is a possibility, especially for particularly dangerous missions like 

SEAD,129 provided academia, industry and the military succeed in defining convincing legal 

frameworks and validation systems for their operation, such as to  ensure (and reassure) they can act 

like humans would when taking critical, life-and-death decisions.  It seems unlikely that the general 

public’s opinion will ever shift from the current assumption that allowing a machine to autonomously 

“decide” to use lethal force is “immoral” and undermines the very value of human life, hence the use 

of Lethal Autonomous Weapons Systems (LAWS) is likely to remain controversial for the foreseeable 

future and, when approved, limited to strictly supervised mission environments (human “in-the-loop” 

or “on-the-loop”).  

 

  Interoperability is being recognised at all levels and in every operational environment as 

a crucial requirement for NATO, because the increased flexibility and efficiency to meet mission 

objectives it conveys directly results in enhanced warfighting capability of the forces. With the single 

notable exception of NATO AGS, UAS have never been developed as an allied effort. The result is a 

game of catch-up between what is available (a plethora of dissimilar platforms utilising dissimilar 

proprietary telemetry and sensor data streams, with very little to non-existent cross-compatibility) and 

                                                           

129  SEAD: Suppression of Enemy Air Defences 
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what is desirable (the ability to quickly task any available asset, to deploy allocated unmanned 

aircrafts and their payloads swiftly and in a coordinated manner, and to rapidly disseminate the 

resultant information at different command echelons). NATO has laid down an important milestone 

with STANAG 4586, defining which elements of UAS design need to comply to specific requirements 

(standards) in order to communicate with different UAVs, their payloads and different C4I systems. 

Albeit a solid and necessary effort in the right direction, though, further efforts need to be made in 

addressing platform and operators’ training and proficiency levels, and in defining allied CONOPs.  

 

  Lastly, it is far too easy to address the challenges NATO faces from a merely 

technological standpoint; the future of warfighting will invariably be multi-domain and “blended” 

between manned and unmanned systems, but to merely concentrate on the “hardware” aspects of 

the problem would be a grave lack of foresight. As paradoxical as it may sound, the human element 

will be crucial to the next evolution of unmanned systems, and sensible policies to recruit, train and 

retain unmanned systems personnel need to be consolidated. Nations must realise that not only 

technology needs to improve and evolve, but so do mentality and methodology. As efforts like 

REP(MUS)130 are already under way to foster the collaboration between academia, industry and the 

military, NATO should acknowledge the central role of the younger generations (who naturally 

possess a deeper understanding of advancing new technologies) and harness junior officers’ and 

researchers’ energies by multiplying initiatives like Dynamic Messenger131.   

                                                           

130 The Robotic Experimentation Prototyping augmented by Maritime Unmanned Systems – REP (MUS) is one of the major European experimentation 

exercises for Maritime Unmanned Systems (MUS), jointly organized by the Portuguese Navy, the University of Porto and the NATO STO Centre for 

Maritime Research and Experimentation (CMRE). 
131 Dynamic Messenger is a NATO exercise designed to further the excellent results achieved by REP (MUS), while bringing the effort under the 

Alliance’s direct patronage. It is set to take place in 2022 and bi-yearly thereafter. 
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11. GLOSSARY OF TERMS 

AAR: Air-to-Air Refuelling 

AOO: Area Of Operations 

C4I: Command, Control, Communications, Computers, Intelligence 

CAP: Combat Air Patrol 

COTS: Commercial Off-The-Shelf 

DARPA: Defense Advanced Research Projects Agency 

HALE: High Altitude, Long Endurance 

ISRTA: Intelligence, Surveillance, Reconnaissance and Target acquisition  

J-UCAS: Joint Unmanned Combat Air System 

LAWS: Lethal Autonomous Weapons Systems  

MALE: Medium Altitude, Long Endurance 

MDO: Multi-Domain Operations 

RPA: Remote Piloted Aircraft 

PNT: Position, Navigation, and Timing 

NAVSOP: Navigation via Signals of Opportunity 

SEAD: Suppression of Enemy Air Defences  

TCPED: Tasking, Collection, Processing, Exploitation, and Dissemination 

UAS: Unmanned Aircraft (Aerial) System 

UAV: Unmanned Aircraft (Aerial) Vehicle 

UGV: Unmanned Ground Vehicle 

UCAS: Unmanned Combat Air System  

UCAV: Unmanned Combat Air Vehicle 

UCLASS: Unmanned Carrier-Launched Airborne Surveillance and Strike  
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