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1. EXECUTIVE SUMMARY 

 

The purpose of this paper is to provide food for thought regarding the development of a NATO 

Big Data capstone strategy. The mission of this proposed NATO Data Strategy would be to leverage 

the value of NATO’s data for mission, service, and innovation by guiding the Alliance in practicing 

ethical governance, conscious design, and a learning culture to increase access, mobilize data, and 

increase data literacy.  If one thinks of big data as a sophisticated capability to collect, organize, 

control and operationalize the vast amounts of data that already exist within the Alliance, we can then 

visualize that once created, it endures and has effects and influences on individuals, businesses, 

governments and societies as a whole. 

The strategic requirement to set the stage for the proper exploitation of this data has already 

been well documented. The goal for NATO should be to get data to key decision-makers at the speed 

of relevance in order to compete and win at both a level below armed conflict and armed conflict if it is 

the only response option available. The NATO Data Strategy then should be addressed through the 

aperture of who, what, where, when, why, and how. It must have clearly defined goals while 

balancing “need to know” versus “dare to share”.  

Education and training to strengthen the foundation of data collection and use supported by 

open data, flanked by improved data capture and storage infrastructure with an overarching umbrella 

of access and security, leads to a strong strategy to push NATO forward in the data battle. While a 

national big data strategy would incorporate economic and non-economic realms, what this Food for 

Thought paper presents is a qualified suggestion on what the NATO military structure needs with a 

focus on building a culture that embraces data at all levels. 

Appendix A offers a chart with guiding and supporting principles, along with suggested action 

steps to assist NATO in making big data work for the Alliance. 
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2. INTRODUCTION 

 
Many have come to see the value of the data revolution in the economic domain; however, it is 

not just major corporations that are taking advantage of big data.  The world economy, political 

parties and activists, governments, even criminal organizations are exploiting data for gain, either 

economically or otherwise. The Alliance has come to this realization in the military domain; however, 

the focus thus far has been on artificial intelligence1 (AI). While AI with its allure and excitement has 

caught the eye of militaries and governments around the world, it is merely a product that prospers off 

the stores of collected data and still requires the principles of big data management and machine 

learning2 (ML) to be utilized.  The requirement to set the stage for the proper exploitation of this 

collected data has been well documented.  This Food for Thought paper provides a recommended 

response to the “call for a Big Data strategy”3 by building on foundational knowledge and best 

practices regarding data management and lays out a proposed initial starting point for the 

development of a strategy for NATO. The need for this has been clearly identified in Alliance warfare 

developments in the maritime domain, but has applicability across all domains." 

The goal for NATO should be to get data to key decision-makers at the speed of relevance in 

order to compete and demonstrate deterrence at a level below armed conflict, and to fight and win, if 

armed conflict is the only option. To do this, NATO needs to integrate sensors and distribute data to 

and from the forward edge of the battle space in a resilient system of systems, especially in 

distributed, low power, challenged environments for tactical level mobile units.  There is a 

considerable amount that NATO must take into consideration in advance. For example, data strategy 

architects must ensure command and control systems are survivable, mobile, decentralized, 

tailorable, dispersed, lower cost, have resilient communications paths, and greater bandwidth. 

The global COVID-19 pandemic has forced major restrictions and challenges in how we 

execute daily work, school, and domestic functions.  However, in challenges, there is opportunity.  

Several big-name organizations have launched projects like Amazon Web Services and Google 

ICloud as well as others, that have offered researchers free access to open datasets and analytics 

tools to help them develop COVID-19 solutions faster, demonstrating the power of machine learning 

and AI. COVID-19 and the requisite distributed work environments and research capabilities have 

demonstrated that NATO now can take greater risk to solve the big data flow problem, borrowing an 

                                                           
1 Artificial Intelligence (AI): refers to the simulation of human intelligence in machines that are programmed to think like humans and mimic their actions. 
The term may also be applied to any machine that exhibits traits associated with a human mind such as learning and problem-solving. The ideal 
characteristic of artificial intelligence is its ability to rationalize and take actions that have the best chance of achieving a specific goal. 
2 Machine Learning (ML):  is an application of artificial intelligence (AI) that provides systems the ability to automatically learn and improve from 
experience without being explicitly programmed. Machine learning focuses on the development of computer programs that can access data and use it 
learn for themselves. 
3 Huls, Jeremy. “Call for Big Data Strategy”, Combined Joint Operations from the Sea Centre of Excellence, Norfolk, VA, August 2020. 
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old adage, to strike while the iron is hot. In nautical terms, operating on your limiting danger lines in 

restricted maneuver with limited back haul, is what NATO must do while concurrently having the 

capability to analyze and share large amounts of data securely in real-time, all the while conducting 

maneuver and fires. It is not always comfortable, but sometimes operational risks must be taken. 

Risks require management and management starts with having a plan. 

 

3. STRENGTHENING THE FOUNDATION 

 

In order to perform data analysis and exploit these large amounts of data files collected by 

NATO’s sensors, the data must be useable and the management of this usable data must be 

inculcated into NATO’s military culture.  To build this “culture of data awareness” within the Alliance’s 

operational battle rhythm, requires a data strategy that will fully leverage the value of Alliance data for 

mission, service, and innovation by guiding the Alliance in practicing ethical governance, conscious 

design, and a learning culture.  

While a national big data strategy would incorporate economic and non-economic realms, this 

paper presents a suggestion regarding what the NATO military structure needs with a focus on 

building a culture that embraces data awareness at all levels. If we think of big data as a 

sophisticated capability, we quickly realize we have the ability to collect, organize, control and 

operationalize the vast amounts of data that already exists within the Alliance. Once data is created, it 

endures and has effects and influences on individuals, businesses, society, and governments.  It has 

the ability to shape interactions at these various social levels.  Data manipulation has been used for 

positive and nefarious ways from business to social media to the political world. A quick overview of 

open data, data capture and storage, access and sharing, and security and balance sets the stage for 

the strategy.  Appendix A gives a chart with the guiding and supporting principles, along with action 

steps to help NATO make big data work in support of its three essential core tasks of collective 

defence, crisis management and cooperative security.   

The NATO Data Strategy should be addressed through the lens of who, what, where, when, 

why, and how.  It must have clearly defined goals while balancing the old stand-by of “need to know” 

versus “dare to share”. The following are some prerequisite questions a NATO data strategy will be 

required to answer: 

 

 Who collects, maintains, stores, accesses, and uses the data? 

 What data is being gathered and stored? What is its intended use and purpose? 
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 Where is the data stored? Where is it going to be accessed from? 

 When does the strategy go into effect? When will it be reviewed and updated? When will data be 

accessed? 

 Why is the strategy needed? Why is the data needed? 

 How is it gathered, stored, accessed, controlled? 

 Strategy and Data Goals, with a balanced sharing of information, classification level, privacy, 

security, benefits, detriments, identity, etc. 

 
4. OPEN DATA: THINK OPEN AND INTEROPERABLE 

 
In order for big data to be plausible, the idea of open data must be discussed. The two are not 

only interrelated, they are interlocked. Without open, usable data, big data just becomes benign data.  

Biases and thus omissions will start to negative inform and shape algorithms and neural networks 

required for  AI and ML. The human element will filter the data that data managers (or groups thereof) 

feel is necessary for the algorithm to operate.  This has the adverse effect of omitting potentially 

useful data that could improve the algorithm and thus improve the outcome.  

The most widely adopted definition of open data is perhaps the International Open Data 

Charter, which gives the six principles of open data4 as: 

 

 Open by default; 

 Timely and comprehensive access to data; 

 Accessible and usable data; 

 Comparable and interoperable; 

 Data for improved governance and citizen engagement; and 

 Data for inclusive development and innovation. 

 

Open data answers some of the who, what, where, and how, and additionally aids in the 

balance piece: sharing the right data in the right way with the right groups. There are particular 

challenges to developing open data within the Alliance. Developing and enforcing standards to 

facilitate interoperability is however, an imperative. With thirty nations, it is plain to see NATO could 

potentially have thirty opinions on standards of data and how to share it.  

                                                           
4“Open Data Charter,” https://opendatacharter.net, accessed July 1, 2020. 
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Real-time data presents new and different challenges and will require a carefully designed 

open-architecture technology strategy to supplement its Big Data strategy. NATO is more 

interconnected than it has ever been and must leverage existing telecommunications infrastructure 

with the knowledge that advances are being made in all areas. Every process, touchpoint and piece 

of infrastructure will require and undergo upgrades in the coming years. NATO can thus plan on how 

it should begin to drive its military productivity and efficiency if an open architecture technology 

strategy is used to successfully integrate real-time workflows alongside big data. The existing base of 

sensors and instruments in all of NATO’s key sectors can provide the bridge to getting the data 

needed to start building the “self-driving” data which leads to machine-learning opportunities while the 

standards for new devices and methods are being deliberately determined. This should include the 

hundreds, perhaps thousands, of places where there is an existing data source; the most promising 

must be identified, and collecting and cataloging efforts must commence.  

Ultimately, the goal is a transformational impact at all levels. The democratization of 

knowledge through open data flattens any latent hierarchical nature by disseminating information 

more evenly, allowing those at the bottom to have the same information as higher-tier decision 

makers and thus, allowing for higher fidelity decision making at the tactical edge.  

Unless a commitment to building infrastructure with open technology is made, NATO will 

struggle to fulfill the vision for a smart combat environment. Open technology will empower NATO to 

plan, grow and innovate on its own terms, and without being beholden to a small number of vendors. 

Embracing open technology may result in: 

 More sustainable and stable infrastructure investments;  

 More efficient procurement; 

 More options for development by avoiding “vendor lock-in”; 

 Greater cross-departmental collaboration; 

 Greater civic transparency; and 

 Conducive conditions for a vibrant innovation ecosystem5.  

The elements of open technology that NATO should seek in its data infrastructure investments 

are:  

 Standards-based design (no use of proprietary protocols); 

 Programmatic access to all data; 

 Technical disclosure of all systems (i.e., no “black box mystery technology”); 

                                                           
5 “A National Data Strategy for Canada Key Elements and Policy Considerations”, Centre for International Governance Innovation Papers No. 160 — 
February 2018 
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 Use of a certification system for compliance with privacy and security best practices; and, 

 Data portability to allow export/import to other systems.6 

 As long as NATO has control of its own technology stack, it retains the ability to fully integrate 

it into all other systems. It also retains the ability to innovate infrastructure upgrade solutions while 

maintaining the legacy systems in a helpful way until they can be retired, all the while ensuring data 

is shared appropriately and with the correct audience.  

 
5. DATA CAPTURE AND STORAGE 

 
 Data Capture and Storage addresses the who, what, how and where of data collection and 

storage. Decision makers need to recognize and account for the potential use and exchange value of 

NATO’s data: the data strategy must facilitate free flows of information. No single nation can or 

should have a monopoly on the collection and control of this information. The information’s value can 

only be maximized for NATO through Alliance ownership. NATO has a distributed network of 

connected sensors that enables the collection of the large amounts of data needed to power ML and 

AI.  Not every nation in the Alliance can (or will) dump their current systems and upgrade to a “one-

size-fits-most" NATO system. This means that the use of open standards is required for data access, 

storage, security, and devices, and that legacy systems will be used. Secure cloud-based systems 

with storage available to front line, tactical end-users provide the best solution for capture, storage, 

and access of NATO data, especially in a mobile distributed, low power environment.  

 

     6.  ACCESS AND SHARE 

 
Data exchange will require authenticated access for security and privacy regulations. 

Communal access and opportunities for collaboration within the Alliance is paramount. One challenge 

that must be overcome is the development of a robust academic and scientific expertise within the 

Alliance with sufficient freedom to identify the best opportunities for data collection and to develop 

machine-learning applications. A deep, broad, open-source data library of all types of data is thus an 

essential requirement. NATO must build a basic data infrastructure and make it a common resource 

for all. The benefits of more data interchange include:  

 

 Increasing operational efficiency;  

 Better monitoring of emerging trends; 

                                                           
6 Ibid 
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 Improved decision making and risk management; 

 Enabling the application of AI and machine learning for continuous improvement of algorithms and 

standards; and 

 Accelerating military research. Investments that facilitate access, manipulation and analysis of 

data assets will also generate large amounts of military intellectual property.78  

 
    7.   SECURITY AND BALANCE 

 
The more access there is to data, the more vulnerable data is to being manipulated in ways 

that alter its usability, forcing algorithms to function differently.  Cyber security helps with the where, 

who and how data can be accessed and protected. The approach to cyber security needs to move 

beyond old concepts based on prevention and protecting the perimeter. While both should be secure, 

the strategic focus needs to shift from the network being the unit of protection to data being the unit of 

protection. Since sharing, interoperability and securing privacy when required are at the core of 

designing a data strategy, technical standards matter. NATO should develop a cohesive strategy that 

sees international standards-setting as part and parcel of its innovation and growth policy in all 

sectors and regions. The involvement of all Alliance members and national technologies in 

international technology standards, standard governance and standard setting should be maximized.  

 

     8.  THE PROPOSAL  

 
Data is not consistently managed as a strategic asset and lacks a proper strategy. Nations are 

procuring and holding the same (or similar) data sets, meaning each government may be paying for 

the same asset multiple times, and efforts to make data truly open and accessible are not coordinated 

and are, therefore, unable to maximize their ability to achieve outcomes, seek efficiencies and ensure 

that they are not simply getting data rich and, at the same time, knowledge poor.  Complementary 

and coordinated initiatives woven together will provide the necessary framework to propel the vision 

and strategy. Therefore the following is proposed as a commitment statement for the Alliance’s 

member nations:  

 
All nations will commit to a NATO Data Strategy that will fully leverage the value of Alliance 

data for mission, service, and innovation by guiding the Alliance in practicing ethical 

                                                           
7 Intellectual Property (IP): is a category of property that includes intangible creations of the human intellect. There are many types of IP, and some 
countries recognize more than others. The most well-known types are copyrights, patents, trademarks, and trade secrets. 
8 “A National Data Strategy for Canada Key Elements and Policy Considerations”, Centre for International Governance Innovation Papers No. 160 — 
February 2018 
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governance, conscious design, and a learning culture to increase access, mobilize data, and 

increase data literacy. 

 
The goal of a comprehensive Big Data strategy for NATO should be comprised of three 

elements: 

 
a)  Increasing Access to Data to Drive Innovation and Inclusion.  The Alliance should continue to 

harvest real-time data through the myriad of sources and channels available today. Increased 

investments in disseminating online anonymized micro-data and provisioning big data with the 

appropriate analytical and visualization tools are essential. NATO needs to play a far more prominent 

role in providing unbiased and well-documented data and information through multiple channels. This 

could be achieved via significant improvements to NATO websites, enhanced web portals and the 

development of leading-edge data visualization to promote uptake across the spectrum of data 

expertise.  

 

b)  Mobilizing Data: Investments in robust, scalable, and modern technical, statistical and legal 

infrastructure are essential for NATO to deliver on its role as an effective data steward. There is a 

need to break down the policy, legislative, cultural, and technological barriers built by outdated laws 

and regulations between nations, departments/levels of government, and between organizations 

within the Alliance to open up data holdings. These include regulations related to Personal Identifiable 

Information (PII), privacy, electronic information management and storage, etc.  Key investments 

would enable multiplying the value of data holdings, while safeguarding privacy and confidentiality.  

 

c)  Increasing Data Literacy and Statistical Capacity Building.  Initiatives are required to coordinate 

and build data literacy and numeracy across all organization s within the Alliance. These could seek 

to increase the data usability, relevance, knowledge and products for all members. These elements 

are supported by the guiding principles: ethical governance, conscious design, and learning culture. 

Each has a system of supporting principles and practices to support the principles. Each year, action 

steps should be updated to meet these principles and strengthen the strategy pillars. Unfortunately, 

these areas do not have clearly defined boundaries and will overlap into each other. Capture and 

store have pieces of access and security built in. Access and share have pieces of security and 

balance mixed in.  
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9.  CONCLUSION 

 
Given that the role of data in everyday life is rapidly evolving, policy flexibility is critical as it is 

not known what may be needed five to ten years from now. Data is growing and moving so quickly 

that all of this must be addressed in a single document with the flexibility and resilience that only 

NATO can provide. Focusing on the short-term action steps listed in Annex A will ensure the Alliance 

meets the guiding and supporting principles to push data forward as new technology emerges that 

will increase data speed, information flow, and accessibility not only in the maritime domain, but 

across all Alliance warfare development.  It is the recommendation of CJOS COE that NATO 

considers adopting the framework of the attached strategy in principle, and commence appropriate 

staffing action to tailor it into a comprehensive bespoke policy for all NATO organizations.  
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10.      NATO DATA STRATEGY9 

 

Mission 
 

The mission of the NATO Data Strategy is to fully leverage the value 
of Alliance data for mission, service, and innovation by guiding the 
Alliance in practicing ethical governance, conscious design, and a 
learning culture to increase access, mobilize data, and increase data 
literacy.  

 
Guiding Principles 

 
Ethical Governance Conscious Design Learning Culture 

Supporting 
Principles 

 

-Uphold Ethics  
-Exercise Responsibility 
-Promote Transparency 

-Ensure Relevance 
-Harness Existing Data 
-Anticipate Future Uses 

-Invest in Learning 
-Develop Data Leaders 
-Practice Accountability 

Practices to 
Support: 

Govern, Manage, and 
Protect Data 

Promote Efficient, 
Appropriate Data Use 

Build a Culture that 
Values Data and 

Promotes Use 
 -Prioritize Data 

Governance 
-Protect Confidentiality 
and Privacy 
-Protect Data Integrity 
-Convey Data 
Authenticity 
-Inventory Data Assets 
-Recognize the Value of 
Data Assets 
-Maintain Data 
Documentation 
-Leverage Data Standards 
-Align Agreements with 
Data Management 
Requirements 
-Identify Opportunities to 
Overcome Resource 
Obstacles 
-Allow Amendment 
-Enhance Data 
Preservation 
-Coordinate Data Assets 
-Share Data at All Levels 
and Between All Parts of 
NATO 
-Manage with a Long 
View 

-Increase Capacity for 
Data Management and 
Analysis 
-Design Data for Use and 
Re-Use 
-Communicate Planned 
and Potential Uses of 
Data 
-Explicitly Communicate 
Allowable Use 
-Harness Safe Data 
Linkage 
-Promote Wide Access 
-Diversify Data Access 
Methods 
-Review Data Releases 
for Disclosure Risk 
-Leverage Partnerships 
-Mobile 
-Resilient 
 
 

-Identify Data Needs  
-Assess/Balance Needs  
-Champion Data Use 
-Use Data to Guide 
Decision-Making 
-Prepare to Share 
-Convey Insights from 
Data 
-Connect Data Functions 
Across the Alliance 
-Provide Resources 
Explicitly to Leverage 
Data Asset 

                                                           
9 United States Federal Data Strategy, https://strategy.data.gov/overview/. This document was used as the framework with changes made to fit NATO 
and to include portions of Canada’s Data Strategy.  
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202X Action Steps 
to: 

Govern, Manage, and 
Protect Data  

Promote Efficient, 
Appropriate Data Use  

Build a Culture that 
Values Data and 
Promotes Use  

Action 1: Identify Data 
Needs to Answer Priority 
NATO Questions 

X X X 

Action 2: Constitute a 
Diverse Data Governance 
Body  

X X  

Action 3: Assess Data and 
Related Infrastructure 
Maturity  

X   

Action 4: Identify 
Opportunities to Increase 
Personnel Data Skills  

X X X 

Action 5: Identify Priority 
Datasets for NATO 

X X  

Action 6: Publish and 
Update Data Inventories  

X X  

Action 7: Launch NATO 
Chief Data Officer 
Council  

X  X 

Action 8: Improve 
Resources for AI R&D 

 X  

Action 9: Develop a 
Repository of NATO 
Data Resources  

X X X 

Action 10: Create a 
NATO Data Policy 
Committee  

X  X 

Action 11: Develop a 
Curated Data Skills 
Catalog  

 X  

Action 12: Develop a 
Data Ethics Framework 

X X X 

Action 13: Develop a 
Data Protection Toolkit  

X X  

Action 14: Pilot a One-
stop Standard Research 
Application 

 X  

Action 15: Pilot an 
Automated Tool for 
Information Collection 
Reviews That Supports 
Data Inventory Creation 
and Updates  

X   

Action 16: Pilot Enhanced 
Data Management Tool 
for NATO 

X   

Action 17: Develop Data 
Quality Measuring and 
Reporting Guidance  

X X  

Action 18: Develop a 
Data Standards 
Repository 

X   
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