Combined Joint Operations from the Sea
Centre of Excellence

NAVAL OPERATIONS - CYBER SECURITY AFLOAT

Disclaimer: This document is a product of the Combined Joint Operations from the Sea Centre
of Excellence (CJOS COE). It is produced for specific motives with regard to the CJOS COE
program of work and does not necessarily reflect the notions of NATO or participating nations of
the CJOE COE.

Transforming Allied Maritime Potential Into Reality
1

This document was prepared by: CDR Neculai Grigore, ROU N, Project Leader at the request of
the Romanian Navy.
This document was directed by: CAPT Todd Bonnar, MSC, RCN, Project Director
Enquiries: Please direct enquiries to: Combined Joint Operations from the Sea Centre of
Excellence usff.cjos.coe@navy.mil or Phone: +1-757-836-2440
Copyright: This paper is copyrighted. Portions of the document may be quoted or reproduced
without permission, provided a standard source credit is included. Any comprehensive
reproduction requires written permission of the publisher.

2

Executive Summary
This study supports the cyber security assurance on board contemporary NATO warships.
The purpose of the present study is to identify specific aspects of cyber security on board ships of
NATO’s navies in order to provide support for successful mission accomplishment and ultimately,
to increase the overall effectiveness of day to day maritime operations. It aims to identify
vulnerable systems, types of vulnerabilities, cyber threats, their effects on both information and IT
systems as well as protective measures against these threats.
At the same time, the study aims to identify and adapt available open source information
regarding cyber security in order to support the protection of the warships’ information and
increase the level of effectiveness of specific missions. In addition, considering the fact that a
warship can be both a sensor and a weapon, information support for decision-making
infrastructures at higher decision levels will also be ensured. Due to the interconnection amongst
them, a warship can become a "backdoor" or the victim of multiple cyber threats that can exist at
the same time. This study focuses on these vulnerabilities and their operational consequences
and explores possibilities for managing the associated risks.
This study follows previous work developed by CJOS COE that aimed to provide a formal
response to a Request for Support (RFS) from Allied Maritime Command (MARCOM) and the
Romanian Naval Headquarters (RNH) on general maritime cyber security in the maritime supply
chain.
This current work has looked at cyber threats specific to a warship’s various operational
environments and is characterized by the following aspects:
1)
2)

The need for rapid reactions to existing threats;
The integration of sensors, systems and information processing capabilities to
provide adequate support to decision process;
3) The arrangement and functioning of systems in different security domains with
different levels of security classification;
4) The existing systems and equipment specific to the military field: sensors, tactical
data link systems, combat management systems, military messaging systems and
data encryption equipment;
5) The use of cryptographic coverage of sensitive information transmitted between
military entities;
6) The need to integrate and exchange information between on-board systems
regardless of their classification level;
7) The shared use of the communications infrastructure for the exchange of classified
and unclassified information;
8) The exchange of information at the Task Group level and with shore-based
commands;
9) Low intensity activities executed outside the ship that permits the use of portable
terminals and access to their own and public Wi-Fi networks;
10) No deepening of specific aspects of clouding concepts; and
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11) Communications in the naval environment organized in accordance with the
concept of federated mission networking.
Shipboard operational environments can be considered as a model for a high level of
complex integration and the easiest way for cyber threats to occur. Information from internal
sensors that exchange with other information systems of shore-based commands (strategic and
operational) are the main sources of information for warships. Because a warship’s sensors and
information infrastructures are interconnected, there is an increased level of vulnerability of
exposure to cyber threats. This is often referred to as the ‘attack surface’ and it grows with every
new connection.
In available cyber literature, one can easily identify information on the full range of
vulnerabilities, cyber threats, cyber threat agents, attack vectors for digital infrastructures,
possible measures to mitigate their effects and ways to train the personnel working in this area.
Not all of this information can be used for the naval environment and not all the information
concerns equipment and systems afloat. In most cases, people’s attention is fixed on IT
infrastructure, the infrastructure used to support all processes running in different areas of human
life.
As mentioned above, there are several digital systems, integrated and processing
information with different levels of classification, from different security domains on board
warships. Increasing the pace of the decision-making process on board warships and
synchronizing its actions with those performed by other military units in the area of operations
determines the exchange of information between systems by integrating them. Given that these
systems are virtually (and physically) arranged in different security domains, the exchange of
information must be done through certified separation mechanisms for each situation on board.
In this context, CJOS COE analyzed vulnerabilities, cyber threats, their effects and protective
measures for the main systems on board that, if compromised, would have significant effects on
the command and control process. Specifically, these systems are:
1) Combat Management System (CMS);
2) Integrated Platform Management System (IPMS);
3) Integrated Communications System (ICS); and
4) Integrated Bridge System (IBS) including both Global Positioning System (GPS) and
Automatic Identification System (AIS).
A compromise of these systems can be realized by different threat actors who have different
reasons such as access to different digital infrastructures (e.g. account credentials), sensitive
information about the entire military structure, reducing the integrity / availability / technical
capacity of systems, altering / decreasing the accuracy of information in systems, and diminishing
the fighting potential of personnel on board (disinformation and informational operations).
The main findings of this study regarding cyber security on board warships are the following:
1) Interconnection with uncontrolled infrastructure (e.g. Internet, uncontrolled networks of
logistics structures or software and system developers) for various reasons (e.g.
remote system maintenance, software application updating) offers the possibility for
attacks on these systems;
2) The interconnection between those systems on board supporting the command and
control process and the integrated management of the ship opens the possibility of
mutual infection by pivoting the existing cyber threats in one of the systems;
4

3) The use of an unsatisfactory level of cryptographic coverage can give potential threat
actors access to information and networks, and enable subsequent alterations to
vital information by decrypting them and interposing between correspondents (MITM);
4) Exchanged information in networks can be altered by exploiting the limitations of the
protocols and their operating modes (e.g. message injection, retransmission of
messages within TDL networks);
5) The lack of implementation of known protective measures for sensors (e.g. GPS, AIS)
and on- board systems can lead to altered information (e.g. spoofing), disruption of
normal operations and even a diminished safety of the ship (e.g. jamming);
6) The lack of security policies or their implementation, especially for systems directly
connected to the Internet, increases the possibility of attacks on this infrastructure by
using different vectors or exploiting known vulnerabilities. Without proper
management of information exchange with these systems, the likelihood of infestation
of all on-board systems increases, whether connected or air-gapped;
7) The lack of implementation of mechanisms to monitor access to information and the
extraction of information from systems can encourage insiders and information
leakage; and
8) Excessive reliance on controlled digital infrastructures and in the strength of encryption
algorithms that secure information exchange without implementing interconnection
mechanisms (e.g. Information Exchange Gateway - IEG) responsible for deep
analysis of information and controlling access to it can permit an easy dissemination
of malicious products within a protected domain.
This study on cyber vulnerabilities of military systems supporting C2 process could provide useful
information to national and NATO structures on the following aspects:
1) Improvement of a warships’ evaluation documents; and
2) Enhancement of cyber security aboard warships.
Over the longer term, the results of this project may offer further information concerning current
and future capabilities, the effectiveness of utilizing available assets, design and acquisition
processes, and interoperability during maritime operations.
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INTRODUCTION

Continuous technological evolution and the changing operational environment prompted
the need to identify mechanisms to optimize decision-making processes and the conduct of
warfighting. As such, the need for digital systems with high processing power of data and
information and their integration are a priority for commanders who want to stay inside the
decision loop of an adversary. These integrated digital systems reduce processing times of
information received from the sensors and other information sources and eliminate the human
element in the information transfer process.
Integration has provided significant advantages and has increased the pace of the
decision-making cycle. However, integration has not only brought benefits. Any vulnerability and
threat created by the operation of a single system can present a threat to all systems with which it
is connected. Cyber threats have emerged in all areas of human existence that depend on digital
systems, including the military.
In the maritime domain more specifically, adopting increased degrees of automation,
modern systems and technologies has led to an increase in the pace of decision-making
processes but at the same time, these systems have increased vulnerability to cyber-attacks, and
crews are less well equipped to deal with the after effects. These vulnerabilities come from the
dependency on systems on board warships that are vulnerable to cyber threats. Currently, the
activities to address cyber vulnerabilities are largely focused on the resilience of information
technology systems. Mitigating actions aimed to decrease the hostile effects over military
systems afloat could be a challenge.
Shipboard operational environments are a model for a high level of integration and are the
easiest vector for cyber threats. Information from a ship’s own sensors and that exchanged with
other information systems of shore commands (strategic and operational) are the main sources
of information for warships. This combination of a warship’s sensors and their information
infrastructure, with their interconnected systems, is vulnerable and may be exposed to cyber
threats.
In cyber literature, one can easily find information on the full range of vulnerabilities, cyber
threats, cyber threat agents, attack vectors for digital infrastructures, possible measures to
mitigate their effects and ways to train personnel working in this area. However, not all of this
information can be used for the naval environment. Not all the information specifically addresses
equipment and systems on board warships. In simple terms, most people’s attention is focused
on the IT infrastructure used to support all processes running in different areas of day-to-day life.
In this study, the aim is to define the operational environment in order to be able to detail
cyber security on board.
1.1

Who are the Typical Cyber Threat Agents or Actors?

A definition of threat agents is necessary in order to be able to identify their goals,
motivation, resources, modes of operation and importance to the military environment, for each of
the categories. Understanding how to protect our own information infrastructures and digital
systems against threats can be assisted by understanding motivations, means used and acting
procedures.
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Information systems have changed our lives drastically. In our cyberspace of today,
characterized by technological advances, including communications based on increasing use of
interconnected networks, and the development and use of “unsecured” operating systems and
software, most threat agents have knowledge without the responsibility and/or the maturity, for
using it.
Cyber threat actors/threat agents are states, groups, or individuals who, with malicious
intent, aim to take advantage of vulnerabilities, low cyber security awareness, and technological
developments to gain unauthorized access to information systems in order to access or
otherwise affect victims’ data, devices, systems, and networks.1 Cyber threat agents may be
labelled as nation-states, corporations, hacktivists, cyber terrorists, cyber criminals, cyber-fighters
and script kiddies. Although there is no common definition of a cyber-threat actor, regardless of
the source, most consistently refer to the same entities.
1.2

For Which Reasons do Threat Agents Attack Information Systems Onboard the
Warships?

Threat actors value access to information systems on board warships for different
reasons. In general, each type of cyber threat actor has a primary motivation. Given that
warships are at the tactical level, motivations are related more to actions against onboard
systems and, where possible, to obtaining information useful for penetrating other information
infrastructures. In essence threat agents are using the warship as a “backdoor” to another
information system.
Accordingly, one can consider the following motivations for threat actors:
1) Obtaining information to facilitate access to information infrastructure (e.g. account
credentials);
2) Obtaining sensitive information about a military structure;
3) Reducing the integrity/availability/technical capacity of systems;
4) Altering/decreasing the accuracy of information in systems; and
5) Diminishing the capabilities of the personnel on board (disinformation and
informational operations).
1.3

Which Systems Could be Affected by Cyber Threats?

In general, cyber threats could affect all digital systems on board warships. The interconnection of systems to the Internet, the availability of information about equipment and
systems on board, the existence of various scanning tools of existing vulnerabilities, the
existence of technical details about the vulnerability and how to exploit them, as well as the low
costs of these tools, facilitate the growth of the number and types of threats itself. All systems
represent a target for a cyber-attack in the absence of a comprehensive and well-implemented
security policy.
These exposed systems are classified as follows:
1) The whole array of sensors that collect information in order to provide commanders a
sense of battle space;
1

https://cyber.gc.ca/en/guidance/cyber-threat-and-cyber-threat-actors
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2) Combat management systems where information is integrated, orders are given, and
the progress of action is monitored;
3) The navigation system that aids in navigation with simultaneous localization and
mapping;2
4) Communications systems that interconnect critical systems and structures together.
These systems provide the exchange of information between systems and crew members
on board warships and between warships and military and non-military structures into area
of operations;
5) Integrated management platform systems that are a distributed system used on board
warships and submarines for the real-time monitoring and control of the vessel's hull,
mechanical, electrical and damage control machinery and systems;3 and
6) Systems that provide other critical information to commanders and operators (e.g.,
Global Positioning Systems - GPS, Automatic Identification Systems - AIS, Tactical Data
Link systems - TDLs).
In a previous study developed by CJOS COE, the vulnerability of systems within port
infrastructures and on board different types of commercial vessels was analyzed. This current
study will offer specific information to cyber security on board warships that, in addition to the
onboard commercial systems, provide a wider range of systems with very different characteristics
and modes of operation than those found on board commercial vessels.
1.4

What is the Informational Environment of a Warship?

Individual warships operating in in a naval operation have different responsibilities and
roles depending on the capability and the class of warship (i.e. Destroyer, Frigate, CVN). At the
same time, Maritime Situational Awareness (MSA) support, through local Recognized Maritime
Picture (RMP) building, is a shared responsibility. Force duties are dependent on a
communications infrastructure that ensures the exchange of information on board individual
warships within Task Groups (TGs) and shore commands. This information infrastructure must
provide the following minimum communications services:
1) Integration of its own tactical picture with that of the TG’s and ashore commands;
2) The exchange of information necessary for command and control processes;
3) Access to information required to keep on-board systems functioning;
4) Exchange of positioning, navigation and timing (PNT) information between on-board
systems; and
5) Integrated management of on-board systems (e.g. Navigation, Combat Management
System - CMS, Integrated Platform Management System - IPMS).
All of the communications services, systems and procedures that ensure the exchange of
information and facilitate the fulfillment of a warship's responsibilities can be targets for cyberattacks. In order to determine the most appropriate measures for the protection of on-board
digital infrastructures, the operational environment in which they operate must be also detailed.
The main features are the following:
1) The information has different levels of classification;
2

https://en.wikipedia.org/wiki/Navigation_system
https://www.logimatic.com/Admin/Public/Download.aspx?file=Files%2FFiler%2FPdf_til_download%2FLogimatic_IPMS_we
b.pdf
3
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2) The systems on board may be either air gapped or interconnected depending upon the
level of classification of the information in each system;
3) Only non-classified systems can be connected to the Internet;
4) The exchange of information with external structures and organizations is done using
an on- board communications system (civil satellite, military satellite, radio communications
system - HF and VHF / UHF);
5) The exchange of information between systems belonging to different security domains
is done first using an approved inter-connection mechanism (e.g. the IEG-information
exchange gateway) or mobile transfer devices (e.g. USB device);
6) Digital systems on board warships have a high degree of integration; and
7) Non classified or encrypted communication channels (especially satellite) can use the
same devices and systems (black routers, satellite modem) as classified ones.
1.5

What are the Attack Vectors, Cyber Threats and Cyber Instruments Used by Threat
Agents?

Until the time of delivery of a malicious payload to exploit the vulnerabilities of technology,
people and processes on board, threat agents follow a long process of planning, researching,
recognizing and developing capabilities that will support the success of their destructive intent.
Throughout this process, they could obtain sensitive information that may facilitate access to
information infrastructures, data related to limitations of systems on board, their characteristics
(e.g. mode of operation, protocols, manufacturers, maintenance mode), and data about the
morale of personnel on board (e.g. disappointed, dissatisfied, insulted). All of this is necessary for
the threat actor to identify the optimal path for achieving their desired effects.
Following classifications carried out by several organizations and agencies,4 several
categories of attack vectors and cyber threats were determined. The range of attack vectors on
board warships considered the configuration and modes of operation of systems on board
(classification of information, separation / interconnection of networks according to the
classification level, the security procedures implemented), specific procedures for personnel and
access to information. The following attack vectors are of major importance for warships:
1)
2)
3)
4)
5)
6)
7)
8)

Human element;
Internet exposed assets;
Cryptographic / network / protocol security limitations;
Network propagation / lateral movement;
File-less or memory-based attacks;
Malicious USB devices;
Supply-chain attacks; and
Misinformation / disinformation.

Threat agents are not equal in terms of capability and sophistication and have a range of
resources, training, and support for their activities. Threat agents may operate on their own or as
part of a larger organization (e.g., a nation-state intelligence program or organized crime group).
Their tools and techniques could range from the most sophisticated ones (nation-states agencies
4

ENISA Threat Landscape Report 2017/2018, page 99
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or sponsored groups, Advanced Persistent Threats - APTs) to less sophisticated and readily
available ones (used by script kiddies). In any event, developing a cyber-attack nowadays, is
very easy (there are many sources on the cyber black market) and it is very cheap.5
1.6

Which Mitigation Measures Could be Involved?

Keeping the secrecy of classified information and details regarding access and
configuration of digital infrastructures that support the conduct and execution of military actions
can be considered as a main priority of each military structure, including warships. This is
achieved by using encryption for all information stored or transmitted by warships, using the most
recommended network protection mechanisms, access controls and information flows. At each
level of a military structure, there must be security policies regarding all digital devices and
systems in operation that describe how to handle the exchange of information between systems /
networks, access to networks and information, protocols used, authorized applications, and the
type of content of the information transmitted.
Measures to mitigate and eliminate the effects of cyber threats will be related to the
specific environment on board warships. This involves the exchange of information between
Allied warships and shore commands using a generic configuration of the systems on board,
specific actions carried out by the personnel but no deepening of the specific aspects of clouding
concepts. The concept of federative mission networking is one that characterizes the way of
organizing communications in the naval environment.
The naval environment is one of the areas where transferring the risks of cyber threats to
an insurance mechanism does not represent a measure of diminishing consequences. The loss
of information security that can cause harm to naval operations and even to greater national and
alliance security, cannot be easily estimated. A compromise on board cannot be mitigated by
insurance, at least not during high-intensity military activity. The enduring loss of this capability
remains a breach in the overall defensive cyber security system. As a result, the only way to
diminish the effects of this breach is to implement technical and procedural measures.
1.7

What are the Effects and Impacts of Cyber Threats on Information Systems Onboard
Warships?

Cyber warfare will not replace classical warfare but can be a force multiplier, significantly
increasing the fighting ability of a potential adversary. An adversary could maximize crippling
effects through the use of pre-positioned advanced products such as Zero-day threats (e.g.
“Logic Bombs”) that had not been previously detected, by the pre-positioning of malicious
products within third parties’ products or even by the control of insiders.
All these actions are based on the desire to create harmful effects on our military
capabilities; more specifically in this case study, on board warships. Depending on threat agents
and their goals and motivation as well as the cyber threats created by them, the effects are
diverse and consist mainly of denial of access to data and services, control of systems, infiltration
and modification of data, the modification data and run-state of system processes, and the
hijacking of active credentials.

5

https://www.welivesecurity.com/2019/01/31/cybercrime-black-markets-dark-web-services-and-prices/
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1.8

Methodology of Study

Technological development has had beneficial effects. These same technological
breakthroughs have also facilitated the development of weapon systems, combat management
systems and war fighting capabilities that could affect security, peace, shared values, and
freedom. A threats-based world paradigm has also prompted the tandem development of
capabilities to counteract them. Improving offensive weapons systems by increasing the power of
destruction, diversifying options for launching weapons, and their usage, increasing the range of
action and especially, the speed of movement has forced the counter-balance of an improvement
of defensive capabilities. It has driven the requirement to shorten decision cycles based on the
improvement of sensor features, increased processing power, automation of actions and
activities, data and information fusion, and the interconnection and integration of systems.
One potential problem is that the new information-related technologies or netcentric
warfare capabilities could also introduce potential cyber vulnerabilities an enemy could exploit.
These vulnerabilities could allow cyber adversaries to render friendly weapons systems impotent
or at the very least, seriously degrade their operational effectiveness. This is true in the maritime
domain as well where all capabilities have emerged along with vulnerabilities specific to modern
naval warfare equipment and component systems.
The accurate positioning and transmission of information regarding its own platforms as
well as the potential synchronization functionality provided by the Global Navigation Satellite
System (GPS) also offers a potential way of compromising their information. The improvement of
navigation safety by the introduction of Automatic Identification System (AIS) has also prompted
an interest into the capability to alter specific information. The shortening of decision-making time
and implicitly, the decision-making loop at all levels of military operations management, facilitated
by increased processing power, implementation of automated information processing tools and
system integration, can cause the extension of cyber threats’ effects beyond the level of warships
and Task Groups. Finally, the safety of vessels provided by the integration of navigation systems
and supervision, monitoring and control of platform systems has brought with it vulnerabilities that
can cause the reverse effect - disaster.
Many technologies acquired to support command and control process are heavily
dependent on systems that are rather vulnerable to cyber warfare. The systems onboard
warships that are particularly vulnerable include GPS, AIS, Satellite Communications (SATCOM)
terminals, electronic navigation systems as Electronic Chart Display and Information System
(ECDIS), integrated platform management systems, and combat systems that are essential for
routine to complex military operations.
Cyber security in the maritime domain is a topic of growing concern and is now being
considered and discussed by an increasing number of organizations. The maritime domain
presents some unique and challenging cyber vulnerabilities that require unique approaches to
reduce associated risks. Cyber risks within the maritime domain need to be analyzed and
evaluated to create cultural awareness, to reexamine priorities and identify methods to improve
cyber resilience.
The study aims to identify and adapt available open source information regarding cyber
security in order to support the protection of the warships’ information and increase the level of
effectiveness of specific missions. In addition, considering the fact that a warship can be both a
sensor and a weapon, information support for decision-making infrastructures at higher decision
levels will also be ensured. Due to the interconnection amongst them, a warship can become a
14

"backdoor" or the victim of multiple cyber threats that can exist at the same time. This study
therefore focuses on these vulnerabilities and their operational consequences and explores
possibilities for managing the associated risks.
This analysis has been primarily focused on what NATO defines as maximum level of
engagement (MLE) operations and support operations as opposed to baseline activities and
current operations (BACO). The analysis did not address casual or even malicious computer
hacking attacks on afloat computers involved in routine, day-to-day support activities, even
though these are by far the most prevalent kind of “cyber-attacks”. It is not that the Project
Officer considered such information vulnerabilities unimportant,6 but believes that protecting
information-related systems that support a warship’s operational actions should be the first
priority.
2
2.1

CYBER THREAT ACTORS
Introduction

Cyber threat actors are states, groups, or individuals who, with malicious intent, aim to
take advantage of vulnerabilities, low cyber security awareness, and technological developments
to gain unauthorized access to information systems in order to access or otherwise affect their
victims’ data, devices, systems, and networks.7 Cyber threat actors are categorized by their
motivations and, to a degree, by their sophistication. Threat actors value access to devices,
processing power, computing resources, and information for different reasons. In general, each
type of cyber threat actor has a primary motivation.
Threat agents have characteristics and attributes such as hostility/intent, access,
objective, skills/capability, resources, preferred targets, motivation etc. However, because threat
agents and their characteristics evolve or change, the adoption of a continuous threat agent
identification process is needed. Cyber threat actors are not equal in terms of capability and
sophistication and have a varying range of resources, training, and support for their activities.
Cyber threat actors may operate on their own or as part of a larger organization (i.e. a nationstate intelligence program or organized crime group). Sometimes even sophisticated actors use
less sophisticated and readily available tools and techniques as these can still be effective for a
given task and / or make it difficult for defenders to attribute their activity.
In identifying the actors and the vulnerabilities from cyberspace, cyber threats and
mitigation measures, one must consider the specificity of the military environment existing on
board warships. At the same time, cyber security practitioners also need to consider the specifics
of activities in an escalation from BACO to MLE. At each stage, a category or at least a part of a
category will be dominant. In BACO there are parties who are more interested in gaining
financial, strategic (espionage and technology theft) advantages and ultimately, personal or
organization prestige. During MLE, preventing an adversary from fighting effectively becomes
predominant. Cyber threat actors, such as nation-states, will exploit all information obtained in
BACO to dismantle critical infrastructure, including any means of fighting, and the supporting C2
operations.

6
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There are different classifications of cyber threat actors. This classification permits
different motives for organizations and individuals to exploit cyber vulnerabilities. This study
focuses only on those that are relevant to maritime military operations, outlined below.
2.2

Types of Cyber Threat Actors

Threat

Description

Nation-states

Nation-states are frequently the most sophisticated threat actors, with
dedicated resources and personnel, and extensive planning and coordination.
8

Corporations

This kind of threat refers to corporations/organizations/enterprises that adopt
and/or are engaged in offensive tactics. Corporations can be considered as
hostile threat agents if their motivation is to build competitive advantage over
competitors, who also make up their main target. Depending on their size and
sector, corporations usually possess significant capabilities, ranging from
technology up to human engineering intelligence, especially in their area of
expertise.9

Hacktivists

Hacktivists are politically and socially motivated individuals that use computer
systems in order to protest and promote their cause. Moreover, they are
usually targeting high profile websites, corporations, intelligence agencies
and military institutions.

Cyber
Terrorists

Sub-national groups or clandestine [hidden, illegal] agents responsible for any
“premeditated, politically motivated attack against computer systems,
computer programs, and data which results in violence against noncombatant targets”10

Cyber
Criminals

Cyber criminals are individuals or teams of people who use technology to
commit malicious activities on digital systems or networks with the intention of
stealing sensitive company information or personal data, and generating
profit.11

Cyber
Fighters

Cyber fighters are groups of nationally motivated citizens who possess
significant striking power. Their attacks are politically motivated and, in a
similar manner to hacktivists, are concentrating mainly to sabotage, by often
publishing of breached data and video messages to maximize public
attention. Such groups might have strong feelings when their political,

8
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11
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national or religious values seem to be threatened by another group and are
capable of launching cyber-attacks. To certain extent, such groups may be
supporters of totalitarian regimes and, rightly or wrongly, act on behalf of their
supporting parties (i.e. governments) by contributing to national activities in
the cyber-space.12
Script Kiddies

This target group consists of young individuals who might be thrilled about
achievements and skills of tech savvy individuals who assumedly gave a
lesson to persons, organizations or brands considered outrageous.13
They try “to illegally gain access to a computer system using programs
(scripts) that others have written. Although they may have some programming
skill, script kiddies do not have the experience to write their own programs
that exploit vulnerabilities. Script kiddies also tend to be indiscriminate and
may try to compromise any computer on the Internet they can reach”. 14

Online Social
Hackers

Online social hackers have an important role of phishing and stalking in
targeting cyber-attacks. They are skilled with social engineering knowledge,
are in the position to analyse and understand behavior and psychology of
social targets, thus evading privacy of potential victims. Main tools used are
analysis of social engineering information, profiling of user (e.g. by using
loggers, social media accounts, breached data). Even when not using hightech methodologies and tools, activities of this threat agent group may cause
significant privacy impact especially in areas of identity theft, collection of
confidential personal data, user credentials, cyber bullying, etc. The
capabilities of this group can be characterised as low to medium as regards
the use of technology. However, their social engineering skills are high.

Insiders

Insider threats are individuals working within their organization who are
particularly dangerous because of their access to internal networks that are
protected by security perimeters. Access is a key component for malicious
threat actors and having privileged access eliminates the need to employ other
remote means. Insider threats may be associated with any of the other listed
types of threat actors, but can also include disgruntled employees with motive.

12
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Figure 1. Motivation of Cyber Threat Actors15
The motivation and specific objectives of cyber threat agents will determine the effects
they have on a warship’s system and data. An attacker may explore systems, expand access
and/or ensure that they are able to return to the system in order to:
1) Access military sensitive or confidential data about systems setup, structures,
procedures and crew;
2) Cause complete denial of service on warfighting systems; and
3) Disrupt the normal operations of a warship’s systems, for example by deleting critical
information or overloading the ship’s systems.
3

SYSTEMS ONBOARD WARSHIPS

The need to have a proper response to maritime threats has led to technological
development and an increased integration of shipboard systems and forces, as well as the level
of integration between forces at sea and command structures ashore.
In the maritime domain, characterized by a high degree of dislocation, the integration of
forces at sea as well as the integration between forces and commands ashore is made by using
communications provided by various radio communication systems such as satellite
communication systems (SATCOM), tactical data link systems, and radio-communications
systems. The need for an appropriate reaction to a wide range of threats has led to a tendency
for warships to integrate all systems that can support increased response levels including
sensors (navigation sensors and systems, combat sensors), combat management systems,
15
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weapons, integrated control systems and communications systems. This integration is achieved
by using different media based on the electromagnetic environment that has the most exploited
vulnerabilities: cyber vulnerabilities. However, it does not follow that integration should be limited
or reduced, but safe integration is necessary. The transfer of information between different
systems and networks requires the use of transfer media, which in turn creates a cyber threat
vector. This study identifies cyber threats for systems on board warships with differing levels of
integration and supporting roles within naval warfare.
3.1

Vulnerable Systems, Equipment and Technologies Onboard Merchant Ships

The previous study completed by CJOS COE on cyber security in the maritime domain
concluded that the following types of digital systems on board commercial vessels are most
exposed to cyber threats: wireless LAN, internal LAN, satellite connection (INMARSAT or VSAT),
ECDIS, GPS and ICS systems.
The conclusions drawn for each system are as follows:
Information Technology (IT) Systems: The wireless LAN tops the list and the concern is
information compromise. Mobile devices create cyber security risk through eavesdropping,
software updates, remote spying and theft leading to information compromise. Eavesdropping
while in port is easily accomplished as phone calls home with information about the next port stop
can easily be overheard from sailors ashore. Mobile software updates impose risk as the user
may delay the upgrade simply due to a geographic or time constraint. Cyber security risks are
created when personnel go ashore, connect to an open wireless network and then return to
reconnect into the ship’s LAN. Obtaining data from untrustworthy sources, for example, a new
mobile application downloaded while ashore, poses a cyber security risk. Remote spying and
mobile device theft can also pose additional security risks. The ships wireless LAN is the most
susceptible to cyber-attack with the caveat that if compromised, it may not interfere with the safe
operation of the vessel. Some commercial companies have recognized this vulnerability and
have incorporated mitigation measures.
The ships Internal LAN can be impacted by a compromise of information and technical
failures. Access is controlled with one connection outside the ship to the internet via satellite and
the remaining workstations inside the ship connected via network cables and network devices.
User access is granted with either a user-name and password combination or a security access
card. Obtaining data from untrustworthy sources ranks as the highest risk to shipboard internal
LAN cyber security. Attacks could come from users on the network accessing malicious websites,
clicking on links in emails containing malware or downloading applications obtained from
untrusted sources. Outside maintenance on shipboard systems poses additional risk when
allowed access to ship systems. Having no or very few IT personnel on board forces the use of
remote access to shipboard systems. The practice of using auto updates introduces additional
risk. Obtaining data from untrustworthy sources, external maintenance access and remote IT
system updates expose the internal LAN to compromise.
The Satellite Connection (INMARSAT or VSAT) is the lifeline of any ship at sea or while in
port. Merchant ships stay connected to satellites and do not connect to a shore infrastructure.
Wireless and internal LANs use this lifeline to access the internet and provide vital services.
Compromises due to satellite maintenance actions or configuration changes that are handled
outside ships pose the biggest risk to ensuring a secure connection between the ship and shore.
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The Electronic Chart Display Information System (ECDIS) displays navigational data using
electronic charts and imposes the ships position on an electronic chart using a position feed from
Global Positioning System (GPS). The main security concern to ECDIS is the software update
process. Features on navigation charts change frequently and require regular updates. ECDIS
chart updates are completed in two different ways. First, updates may be sent to the ship via
external storage media such as an external USB drive or CD and manually loaded into ECDIS.
Secondly, updates may be done via a trusted website. Either method introduces a cyber-risk able
to compromise information used to update ECDIS by obtaining data from an untrustworthy
source, corruption of the data or worse, an ECDIS denial of service.
The Global Positioning System (GPS) is used to provide accurate shipboard position using
at least three satellites to triangulate the ship’s position. GPS has become a heavily relied upon
navigation tool used to conduct navigation, leaving dead reckoning or celestial navigation an
ancient art. Information compromise and unauthorized actions can decrease the reliability of
GPS. The biggest concern for shipboard GPS is receiving incorrect or fraudulent data. If GPS
data has been corrupted, comes from an untrusted source, or has been spoofed, the safe
navigation of the vessel is threatened. Additionally, a compromised GPS system may report
inaccurate ship’s position to external sources.
Integrated Control Systems (ICS): The Management of Operational Systems (MOS) and
Kongsberg-Chief System (LNG) collect data from shipboard mechanical systems (engine,
generator, etc.) and distribute the information to the bridge and engineering control centres. The
status of operating systems alerts watch standers of abnormal conditions. In some instances,
these systems transmit data to shore-based headquarters to track future maintenance actions.
The outbound connection increases risk to the MOS system. Tampering with physical hardware
and the software monitoring shipboard systems is a big risk to shipboard cyber security.
The Kongsberg-Safe (LNG) and Safety Center (LCL) are a family of computerized
systems designed to safely monitor and automatically take corrective actions on unacceptable
hazardous situations. Both systems are segregated from the control systems on board to reduce
risks to other systems. Both systems have access to almost all onboard systems to safely
conduct an emergency shutdown, detect a fire and set off the fire extinguishing system, detect
hazardous gas with the ability to provide protection and execute a process shutdown for
designated systems, if required. The biggest cyber concern for stand-alone systems is physical
damage to the system, a technical failure of the system or a loss of essential services.
The Integrated Bridge System (IBS) and the Navigation Automation Control System
(NACOS) connect all subsystems on the bridge by using centrally located interfaces with system
message alerts keeping the Officer of the Deck (OOD) focused on safely driving the ship. This
provides a distraction free bridge environment with the OOD located in one location vice moving
to multiple separate instruments to piece together the mental situational awareness picture. Both
systems are reminiscent of the Star Trek vessel “Voyager” bridge captain’s chair where all
systems are viewable from one central seat. This is the second most important ICS system
needing cyber hardening. Technical failures, compromise of information and compromise of
functions are the areas where cyber vulnerabilities exist.
The last system is the Power Control System (PCS) that manages all the control devices,
displays, indicators and modules to provide for all possible propulsion configurations of the vessel
from the bridge. The PCS consists of two independent systems, normal and back-up, each with
its own network. The PCS improves the safe operation of the LCL vessel by providing critical
propulsion information to the relevant user, in either the bridge or the engine room. From a
20

cyber-perspective, physical damage to the system and loss of essential services have the
greatest risk of affecting the PCS.
3.2

Vulnerable Systems, Equipment and Technologies Onboard Warships

The complexity of warships is generally much higher than that of commercial vessels. This
study will not talk about all the specific aspects of each type of ship simply to emphasize this fact.
It will not mention the differences between destinations, standard of construction, shape plan,
nautical characteristics, types of systems on board and their destination. On the other hand, it will
mention that even in the case of digital systems, there are important differences. In addition to
the systems similar to those mentioned above, there are other systems on board warships that
are very different and are operated according to specific procedures, determined by missions and
specifically designed to ensure the protection of coveted information.
All systems on board warships are designed to support an operational environment. While
some systems support operations, digital systems provide support to the decision-making
process, which is indispensable to the accomplishment of the given mission. Noting that
cybersecurity refers to "prevention of damage to, protection of, and restoration of computers,
electronic communications systems, electronic communications services, wire communication,
and electronic communication, including information contained therein"16, this study will only
address this type of system.
The systems, equipment and technologies on board warships that may be subject to cyber
threats are the following:

Figure 2. Main Digital Systems Onboard Warships
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1)
2)
3)
4)
5)

Combat Management System (CMS)
Integrated Platform Management System (IPMS)
Integrated Bridge Systems (IBS)
Integrated Communication Systems (ICS)
IT Networks

Despite the level of integration, all digital systems are vulnerable to cyber threats. Vulnerabilities
are specific to every digital systems category. In order to develop a study specific to warships,
one has to consider the interaction of platforms with the external environment, the way the on
board systems are interconnected with one another and to uncontrolled networks, the operating
mode, including the security procedures, systems providers (supply chain), the software and
hardware configurations, and the existence of different security domains. Stand-alone systems
will be less vulnerable to external cyber-attacks compared to those attached to uncontrolled
networks or directly to the internet. Based on these considerations, the features and
vulnerabilities of systems can be defined.
In accordance with some studies17, the following are common cyber vulnerabilities, which
may be found on board ships:
1) Obsolete and unsupported operating systems;
2) Outdated or missing antivirus software and protection from malware;
3) Inadequate security configurations and best practices, including ineffective network
management and the use of default administrator accounts and passwords;
4) Shipboard computer networks that lack boundary protection measures and
segmentation of networks;
5) Safety critical equipment or systems always connected with the shore side; and
6) Inadequate access controls for third parties including contractors and service providers.
Implementation of basic security best practices could be enough to stop (or at least make
it more difficult for) cyber-attacks on digital systems. The implications are vast because
specialized malware or actors targeting infrastructure would likely look for these flaws first to
exploit throughout the targeted attack lifecycle.18
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3.3

Combat Management System

Figure 3. Generic Architecture of CMS19
The Combat Management System plays the most important role in supporting the
decision-making process. All systems on board warships have some degree of integration with
the CMS as the core of the Combat System, integrating information, weapons, and sensors. The
ship’s Command Team receives, collates, interprets and disseminates information and enables
command and control of the ship by the primary means.20
All available CMSs have a similarly optimized configuration. It consists of the following:
1) A suite of software components supported by a platform, which provides the required
services;
2) A client-server or common bus network that interconnects all systems (e.g. Sensors,
weapons) and networks (e.g. Navigation network, platform management network) on
board warships; and
3) Distributed subsystems interfaces (SIU – subsystem interface units) that interfaces
external subsystems. Usually, the SIU communicates with the CMS adaption routines via
TCP/IP and with the external systems using the common object request brokerage
architecture (CORBA).
Similar technical characteristics offer the same vulnerabilities. Many of the existing CMSs have
many common features that should be considered during the assessment process:
19
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1) These systems are using COTS products.21,22 There is a lot of available information
regarding supply chain risks. At the same time, interested actors could have the right
information about all existing COTS devices and systems and this could ease their
effort to penetrate the systems;
2) Standard fiber distributed data interface or common bus to transmit data on the local
area network23that connects the ship’s sensors, control system, and weapons24,25–
access to all resources. This configuration could affect at least some security attributes
(e.g. SCADA MODBUS/TCP – lack of confidentiality, integrity and authentication26);
3) Based on client-server or common bus network that interconnects networks (e.g.
navigation network, platform management network) on board warships;
4) The system software runs under standardized COTS computer operating system,27
same as operating systems as on our PCs (e.g. Microsoft Windows, Unix, Red Hat
Linux);
5) Known protocols;
6) Known object-oriented programming language (ADA);28
7) Subsystem interface units (SIU) for all interconnected sensors and weapons;
8) The systems “maximize the use of commercially available hardware and software to
produce a combat system suitable for installation in different classes of warships;
9) Some of them have electromagnetic shielding to prevent access to the information
using special receiving devices;
10) Some platforms have the subsystems interconnected as a shipboard Internet “running
multiple partitioned networks over a mix of fiber and copper which connects all of the
ship's systems, internal and external communications, weapons, engineering, and
sensors over Internet protocols, including TCP and UDP”;29
11) Almost all of the ship's internal communications are based on Voice over IP;
12) Some warships also have wireless networking capability on board that allows for
roving crewmembers to connect to data from the network while performing
maintenance and other tasks;30
13) The ship may be piloted by computer and not a helmsman;
14) All tasks are performed from the same type of console. They can sit at any Common
Display System (CDS) terminal and bring up their station;
15) The workstations can connect to various networks partitioned by security level and
purpose. “Each Common Display System (CDS) system can run multiple Linux virtual
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machines atop LynuxWorx's LynxSecure, a separation kernel that has been
implemented in CDS as a hypervisor”;31 and
16) The use of the Common Object Request Broker Architecture (CORBA), the military's
favorite mission-critical middleware model. This favorite middleware used for other
systems that need to be more tightly coupled (like, for example, missile launch
commands) have had many vulnerabilities that could be exploit.32
3.4

Integrated Platform Management System (IPMS)

Figure 4. Generic Architecture of IPMS33
Integrated Platform Management System (IPMS) may be used for control and monitoring
of virtually all equipment onboard a warship, excluding the combat related weapons/sensors and
the communication and navigation equipment. This system is a distributed system used on board
surface platforms and submarines for the real-time monitoring and control of the vessel's hull,
mechanical, electrical and damage control machinery and systems.
Most modern warships tend to integrate all systems and use them from the same place.
Thus, all systems, regardless of their role: intelligence, sonar, electronic warfare, navigation or
platform management are seen as part of the whole. This redundancy allows the ship’s
functionality to be run from the various spaces, from guns and missiles to engines.34 The
operations center manages and operates all communications. This also explains how more
platform management systems are integrated with the other main systems: CMS and Bridge.
31
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3.4.1 IPMS Cyber Vulnerabilities
In order to protect the system and the warship, we have to identify the vulnerabilities. The
objective of this study is not to identify the recommended features of this type of systems and to
make a comparison between the existing ones but rather trying to find possible vulnerabilities of
different configurations and systems. The main features of these systems with respect to the
study of cyber threats are:
1) The systems are interfaces with CMS.35,36 Every threat that could penetrate into one of
these systems could affect the security and the safety of a warship;
2) Direct linkage to shore based maintenance management system;37
3) Some platforms have this system integrated with a bridge system;38
4) Integration with different other systems or networks that could be considered
uncontrolled: (i.e. planned maintenance system and ship's LAN). This situation permits
a threat to infiltrate different systems that could affect the security and the safety of the
warship;
5) Many of these systems are based on programmable logic controller (PLC) and COTS
databases;39,40
6) The approved type of integrated platform management system (IPMS) on ships of
military design is based on commercial off-the-shelf (COTS) products;41
7) All outstations are connected through a redundant fiber network that enables
communication with all other system mentioned above;
8) IPMS may be used for control and monitoring of virtually all equipment on board a
warship, excluding the combat related weapons/sensors and the ship's communication
and navigation equipment;42 and
9) Optional connections to the ship-wide data network enables connection of portable
PCs for diagnostic purposes and manning of local damage control stations.
The use of digital systems to monitor and control onboard machinery, propulsion and
steering makes such systems vulnerable to cyber-attacks. The vulnerability of these systems can
increase when used in conjunction with remote condition-based monitoring and/or are integrated
with navigation and communications equipment on ships using integrated bridge systems.43 Lack
of segregation from the ship’s IT networks and within the IPMS network allows threat actors
opportunities to launch remote attacks against key infrastructure by moving laterally from IT
services to IPMS environments. Furthermore, it increases the risk of commodity malware
spreading to IPMS networks where the malware could interact with operational assets.
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3.4.2 IPMS Cyber Effects
When looking at the hardware and software configuration of this type of system
(interconnection with other digital systems on board, interconnection with terminals and systems
for maintenance and known software vulnerabilities) and its specific vulnerabilities (transfer of
malicious products in other systems that interconnect with, supply chain), it can be deduced that
successful exploitation of these vulnerabilities causes the following effects:
1) Decreased safety by denial of access to data, destruction of information in the system
and the system control by the attacker; and
2) Infestation of the other onboard systems by pivoting the threat.
3.5

Integrated Bridge Systems (IBS)

Figure 5. Generic IBS Configuration44
Existing integrated bridge systems (IBS) have similar configurations and same
performance standards (adopted by IMO in 1996- Resolution MSC.64 (67)). An IBS is defined as
a combination of systems, which are interconnected in order to allow centralized access to
sensor information or command/control from workstations, with the aim of increasing safe and
efficient ship's management by suitably qualified personnel.45
3.5.1 IBS Cyber Vulnerabilities
System similarities determine the common vulnerabilities. Main characteristics that cause
cyber- risks are:
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1) The systems are interfaces with CMS.46 Every threat that could penetrate into one of
these systems could affect the security and the safety of the warship;
2) Direct linkage to shore based Maintenance Management system (option);
3) Some platforms have this system integrated with Integrated Platform Management
System.47 Integration with IPMS and CMS provides a “Combat Bridge” concept for
special vessels;
4) Integration with different other systems or networks that could be a little more
uncontrolled: (i.e. Planned Maintenance System and Ship's LAN). This situation could
permit a threat to infiltrate to different other systems that could affect the security and
the safety of the warship;
5) The possibility to be interconnected with portable workstations in order to undergo
maintenance activities; and
6) One high-speed network for all purposes.
3.5.2 IBS Cyber Effects
Considering the hardware and software configuration of this type of system (interconnection
with other digital systems on board, interconnection with terminals and systems for maintenance,
known software vulnerabilities) and specific components of the system vulnerabilities (transfer of
malicious products in other systems that interconnect with, supply chain), it can be stated that
successful exploitation of these vulnerabilities results in the following effects:
1) Decreased safety of navigation by using the erroneous data from subsystems / sensors
(GPS and AIS);
2) Denial of access to data and/or destruction of information in the system and the system
control by the attacker; and
3) Infestation of the other on-board systems by pivoting the threat.
Both safety and resilience to cyber threats requires segregation. In accordance with Safety
of Life at Sea (SOLAS) Convention “the integrated bridge systems shall be so arranged that failure
in one part of an integrated navigational system, it shall be possible to operate each other individual
item of equipment or part of the system separately”.48 The increasing use of digital, network
navigation systems, with interfaces to shore side networks for update and provision of services,
make such systems vulnerable to cyber-attacks. A cyber incident can extend to a service denial or
manipulation and, therefore, may affect all systems associated with navigation (including ECDIS,
GPS, AIS, VDR and Radar/ARPA) and the system(s) that is interconnected with it.
Systems that are air gapped or run standalone are equally vulnerable. Bridge systems that
are not connected to other networks may be equally vulnerable, as removable media are often
used to update such systems from other controlled or uncontrolled networks. Relying on
information received from different sensors, which are also susceptible to cyber threats, causes
additional vulnerability. Safe navigation is mainly done by using the data from GPS, radar and the
AIS. The vulnerabilities of the radar subsystem are studied specifically in Electronic Warfare (EW
and as such, we will consider only those of GPS and AIS systems.
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3.5.3 GPS System
3.5.3.1 GPS Cyber Vulnerabilities
Most GPS systems on board ships, including warships, are Commercial-Off-The-Shelf
(COTS) standard. Signals available for this type of system are available to all users and do not
ensure availability, confidentiality and integrity. This fact increases the number of possibilities to
block, disrupt, manipulate and tamper with. All these possible threats may be simplified with the
following vulnerabilities:
1)
2)
3)
4)
5)

Use of radio signals;
Operation on limited number of radio frequencies;
No encryption of information;
No cryptographic techniques; and
No advanced antenna designs.

Figure 6. The GPS Vulnerabilities49
All these vulnerabilities may facilitate the appearance of cyber threats using different attack
vectors.
3.5.3.2 GPS Cyber Threats
GPS cyber threats can be classified into two main categories taking into account the
intentions of the disruptive sources, as follows:50
1) Unintentional interference: system malfunction (poor installation, user error), frequency
signal channel propagation (solar storms, scintillation, obscuration, multipath
propagation), and external sources coming from other legal radio systems (RF
interference); and
2) Intentional interference: spoofing, meaconing, jamming, hijacking and hacking.
49
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In the context of military operations, all types of interference are important and require a
specific approach to mitigate the effects on equipment performance. Unintentional interference
can alter or even cancel GPS signals that can cause disruptions of vessel(s) information and
even those that support the accuracy of the RMP or Common Operational Picture (COP) at the
operational level. They depend largely on natural conditions existing in the operating area and
the level of training of operators and specialists operating or installing systems on board
warships. This type of disturbance can be taken into account during the operational planning
process and during the training of personnel involved in the exploitation of GPS systems.
Intentional interference represents a special interest in military operations. Knowing this in
advance offers the ability to identify specific measures to mitigate the effects on information
support and the resultant impact on operations.
The ability to manipulate GPS systems’ signals and the hostile actions of the various
nefarious actors have been demonstrated numerous times during various military and civilian
activities. Some of the more well-known events so far include:
1) The capture of a RQ-170 Sentinel type UAV by the Iranian military using a GPS
spoofer;
2) Jamming incident at Newark, New York, US;
3) Spoofing attacks on a drone and on a yacht executed by US scientists from the
University of Austin, Texas, in 2013 and 2014;
4) Heavy GPS jamming from North Korea that caused South Korea to consider the
possibility to return to the e-Loran system;
5) Multiple instances of significant GPS interference reported by vessels and aircraft
operating in the Eastern Mediterranean Sea, near Port Said, Egypt, the Suez Canal,
and in the vicinity of the Republic of Cyprus,51 and
6) GPS interference in the eastern part of the Black Sea52.
In the case of warships, intentional interferences that can be used with an increased
probability of success are jamming and spoofing. Both threats have the effect of altering the
positioning and timing information. Jamming is an interference method that involves transmitting
an electromagnetic signal in the direction of a GPS antenna installed on board warships in order
to block out all satellite signals or to range errors affecting the accuracy of the location and timing
information. Spoofing consists of transmitting fake GPS signals to receivers in order to cause
them to lock onto the attacker’s signals instead of the authentic satellite signals. The result is the
ability to falsify location and time readings.
3.5.3.3 GPS Cyber Effects
For most warships, the GPS system is one of the most important and widely used systems
for positioning and time reference. This system is interconnected with various other systems that
offer and process information in support of operational applications (combat system, TDL system,
navigation system, AIS, SATCOM and other communication systems). Altering GPS information
could have severe impacts on systems that rely on this data. Information on the position of its
own ship as well as on the tracks transmitted to other Allied warships or commands ashore is
erroneous, impeding an accurate maritime picture and degrading the effectiveness of the
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decision-making process. In addition, erroneous information may lead to incorrect decisions
about correlating RMP data and implication of vessels in different operational contexts.
Besides altering positioning information, intentional interference may also affect time
references. Alterations of this type can affect the synchronization of communications between
different military systems that use time references. In the military, this type of attack can be
fatal.53
3.5.3.4 GPS Cyber Threat Mitigation Measures
Knowing the different options of interaction with GPS systems has facilitated the
development of several measures to counteract their effects. Among the most popular are the
following:54

Figure 7. Mitigation Measures for the Threats to GPS-Dependent Systems
1) Multi-frequency receivers: It is much harder to jam or spoof a GNSS receiver that has
the capability of receiving signals on multiple frequencies;
2) Multi-constellation Global Navigation Satellite Systems (GNSS) receivers: Receivers
that can process signals from multiple satellite constellations (e.g. GPS, GLONASS,
BeiDou) are more resistant to all types of interference, from obscuration to jamming
and spoofing;
3) Improved antenna: There are many advanced antenna designs available to counteract
the effects of jamming and spoofing – with a range of form factors and prices.
Advanced military users rely on multi-element antennas that use beamforming
techniques to modify the radiation pattern of the antenna to maximize the strength of
GNSS signals, while reducing the effect of interference using such as typical
applications: beamforming and null steering;
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4) Alternative or backup sources of position, navigation and timing data: There are many
options to explore here, including dead reckoning sensors, Wi-Fi/cellular-based
positioning, assisted GPS (using inertial measurement system-INS), and industryspecific, ground based backup/augmentation systems (e.g. e-Loran for UK maritime
use, WAAS or EGNOS for aviation);
5) Comparing received signals with a ground-based reference source to identify any
anomalies. Reference data technologies include differential GPS and Real-Time
Kinematic (RTK);
6) Using Receiver Autonomous Integrity Monitoring (RAIM) techniques in the receiver to
identify and reject spurious signals or interference;
7) Using innovative Digital Signal Processing technology in the receiver to intelligently
monitor signal parameters and excise interfering signals;
8) Advanced multipath mitigation techniques that can make it harder for a spoofer to
successfully take control of the receiver using a fake signal;
9) Use of encrypted GNSS signals (if authorized): Encrypted signals are available for
military use in the US with the GPS Precise Positioning Service (PPS) and for critical
infrastructure in Europe using the Galileo Public Regulated Service (PRS). There are
no reported spoofing weaknesses with military signals which rely on cryptographically
generated codes and encrypted messages; and
10) Use of cryptographic techniques: The downside of processing of very well protected
signals is represented by the necessity of special security modules and the certain key
infrastructure. The alternative is to add additional elements to the GPS signals and/or
their messages, like public key infrastructure (PKI) authentication elements or digital
signatures.
When planning naval operations, consider that none of the above-mentioned measures
would be sufficient without lead time. These must be considered and implemented as far in
advance as possible, depending on the onboard integration capability and limitations. In the
meantime, mitigation techniques have to keep pace with developments in GPS threats in order to
be prepared to counteract new threats as they emerge.
3.5.4 AIS System
3.5.4.1 AIS Cyber Vulnerabilities
AIS is a very important technology and solution in traffic monitoring, collision avoidance,
search-and-rescue (SAR) operations, accident investigation, and navigation.55 This system
allows the automatic exchange of specific information (static and dynamic information) with other
ships and shore-based facilities with similar systems, thus enabling the identification and
monitoring of ships, as well as the improvement of situational awareness. AIS became a useful
supplement to traditional navigational systems in addition to complementary systems for visual
observation, audio exchange, and long-range identification and tracking (LRIT).
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Figure 8. Possible Threats to AIS Systems56
Considering the requirement to connect with other systems that are susceptible to cyberattacks, GPS, own mode of operation, and protocol specifications, AIS systems present more
vulnerabilities that can be exploited, as follows:
1) Using radio signals. All threats agents could use this media easily;
2) Using of the Internet. The threat agents exploiting the vulnerabilities of the Internet
could alter the information either sent to maritime service providers or stored in their
databases;
3) Protocol specifications. Any AIS terminal could become a user of AIS local radio
network without any authentication or checking of identity data; and
4) Mode of operation. Building their own AIS terminal with the ability to generate the
whole range of messages, the threats agents could alter the entire reality. The
capability of generating and transmitting AIS control messages using current
technologies, digital signal processing (DSP) and software-defined radio (SDR), in
combination with open source code easily be developed nowadays could generate
many threats the AIS systems. Anyone who has obscure purposes or interest in
disrupting the safe navigation, hampering the execution of platform activities using AIS
information, generating erroneous decisions, and altering the information that supports
the achievement of RMP, can cause them very simply.
3.5.4.2 AIS Cyber Threats
Threats to these systems are categorized into three major categories: spoofing, hijacking,
and availability disruption.57 These threats may occur in two distinct environments:
electromagnetic (radio communications in the VHF band) and terrestrial (Internet infrastructure).
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AIS threats that may affect navigation safety, ship security, and the local maritime picture based
on this type of sensor, are as follows:
1) CPA spoofing: faking a possible collision with a target ship could force a bad decision
and altering the course to a dangerous area (e.g. rocks, shallow waters, etc.);
2) AIS-SART spoofing: generating false signals for distress beacons in specially chosen
coordinates by attackers;
3) Faking weather forecast: the altered information regarding the weather could determine
wrong decisions for navigation and ship. Sailing in dangerous weather conditions could
affect the safety of ships;
4) Slot starvation (Availability disruption): impersonating maritime authorities, the attacker
could reserve the entire AIS transmission “address space” in order to prevent all stations
within coverage from communicating with one another. As a result, ships lose AIS
information on a large scale;
5) Frequency hopping: impersonating maritime authorities, attackers could ask the AIS
terminals to switch the frequency. As a result, ships lose AIS information;
6) Timing attack: the attackers, impersonating maritime authorities, could instruct AIS
transponders to change the transmission;
7) Ship spoofing: building a fake ship, containing all static and dynamic information,
attackers could create a dangerous situation (adversarial nation ships, dangerous loads
carried by ships, collision, crowded area, etc.) asking for unnecessary decisions
(interception of ships, changing the courses, navigation to disaster, etc.);
8) Aids to Navigation (AtoN) spoofing: building a fake AtoN could force wrong decisions
and maneuvers. As a result, ships could move to a dangerous situation;
9) AIS hijacking: altering any information (static and dynamic data) about existing AIS
stations. This procedure can be achieved in two modes: software alternative
(eavesdropping, man-in-the-middle - MITM) or radio alternative (using a strong signal
that will override the original one). Attackers could create a dangerous situation
(adversarial nation ships, collision, crowded area, etc.) asking for unnecessary decisions
(interception of ships, changing the courses, navigation to disaster, etc.); and
10) AIS data provider’s sites attack: spoofing a real AIS message using the internet
infrastructure or radio communications (MITM).
3.5.4.3 AIS Cyber Effects
The manifestation of these cyberthreats are disabling AIS communications, deviating from
the course by creating different navigation events, and tampering with existing AIS data. The
capability to generate and transmit AIS control messages using current technologies, digital
signal processing (DSP) and software-defined radio (SDR), in combination with easily developed
open source code, generates many threats to AIS systems. Anyone who has nefarious purposes
or interest in disrupting the safe navigation, hampering the execution of platform activities using
AIS information, generating erroneous decisions, and altering the information that supports
achieving a local RMP, can cause them without problem.
The AIS system is the main capability that enables the building of the White Picture (WP),
a major component of the RMP, and represents "the collection of civilian maritime Tracks and
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Vessels with classification of non-combatants (merchant, fishing, pleasure, research, government
etc.) and relevant Reference Objects ".58

Figure 9. Example of AIS Threat (Ship Spoofing). All ships in those two areas are next to
each other without any radar echoes.59
The effects of threats to AIS systems that principally impact the RMP are as follows:
1) Lack of static and dynamic information regarding the ship on which the system is
installed. This information is not transmitted to other ships or even to seaside stations.
This is due to slot starvation, frequency hopping, and timing attacks;
2) Altering any information (static and dynamic data) about existing AIS station. Distorted
ship information is transmitted to other ships, to coastal stations, to AIS data provider's
sites and finally integrated in WP. This is due to AIS hijacking and AIS data provider’s
sites attack; and
3) Transmitting messages containing distorted information that can confuse the personnel
responsible for RMP management. This can be triggered not by direct intervention on
the AIS system but by the GPS system that provides the positioning data. The result
consists in positioning of own ship and all the reported targets in another area (spoofed
position) different from the real one.
3.5.4.4 AIS Cyber Threat Mitigation Measures
Knowing the different possible interactions with AIS equipment can help the development of several
mitigation measures to counteract their effects. Among the most popular are the following:
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1) Correlation of own AIS information with AIS data received from satellite. This measure
could help against threats that determined the appearance of other ships and obstacles
in the area of action (Ship Spoofing, AIS Hijacking, AIS data provider’s sites attack);
2) Comparing navigation data with data received from other sensors. This measure could
assist against threats that determined the appearance of unexpected situation in the area
of action (CPA spoofing, AIS-SART Spoofing, Ship Spoofing, AToN Spoofing); and
3) Adopting a cryptographic technique for AIS RF communications protocol.
3.6

Integrated Communications System

Figure 10. Generic Configuration for Integrated Communication System60
The identification of vulnerabilities must be done in terms of understanding the context in
which a limitation turns into a possible vulnerability. Not all limitations can be considered
vulnerabilities. An undiscovered limitation of potential adversaries cannot yet be considered a
vulnerability. The opponent will pursue anything that provides an advantage on the battlefield. To
that end, all of the system assets will be targeted. The information carried by the network will be
the primary target. Another system asset is the network functionality itself. Reliable and secure
communications is more important to mission success than offensive capability. A disruption of
the system will provide a significant advantage to the adversary on the battlefield and will
certainly be a primary objective.61
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In order to prevent the success of possible threats, one must determine the possibilities by
which it can be affected. Knowing the effects desired by the adversary, the access to information
and the altered functioning of the network or systems, in case of the communications system,
induces the following directions of study:
1) Satellite communications, civilian and military (VSAT and SATCOM);
2) Radio Communications (HF and VHF/UHF bands); and
3) Tactical Data Links (TDL).
3.6.1 Satellite Communications
3.6.1.1 SATCOM Cyber Vulnerabilities
This system is responsible for transferring of information between deployed ships in Task
Groups, and between ships and shore-based commands. The exchange of information is
facilitated by different protocols and satellite maritime interconnected systems. With SATCOM,
where the information fluxes are encrypted, the most important effect could be considered on the
availability of information caused by exploitation of the following vulnerabilities:
1)
2)
3)
4)
5)

Use of radio signals;
Operation on a limited number of radio frequencies;
Use of, mainly, civilian satellite constellations;
“Back-doors” in encryption;62
The ability to analyze the encryption mechanism using static powerful processing
infrastructures; and
6) Supply-chain security of satellites.63
3.6.1.2 SATCOM Cyber Threats
According to the latest information presented during various specialized conferences as
well as some studies on spatial systems, satellite communications systems are threatened by the
following:64
1) Tracking – tracking over web data and software;
2) Listening – illegal reception of satellite communications using the right equipment,
frequencies, and locations;
3) Interacting – unauthorized authentication and using of protocols;
4) Using – take over a satellite or a Tracking, Telemetry, and Control (TT&C) system (use
payloads, make pictures, transmit something);
5) Scanning / Attacking – access to satellite Internet connections and exploit them;
6) Breaking – attacking old technologies (X.25, GRE);
7) Jamming – jamming well-known frequencies for satellites;
8) Mispositioning / Control – transponder spoofing, direct commanding, command reply,
insertion after confirmation but prior to execution;
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9) Grilling – activating all solar panels when exposed to sun, overcharging energy system;
and
10) Collisioning – intentional collision of two satellites.
In this study, cyber threats to SATCOM systems, commercial and military, on board
warships are significant. Not all threats are specific to these terminals. Instead, all can be
considered as threats to the availability of information, the exchange of information and the
effectiveness of maritime operations in which warships participate.

Figure 11. Example of SATCOM Threats
All of the above threats are possible by exploiting the vulnerabilities of commercial satellite
communications systems consisting of ground stations, satellites and user terminals installed on
board warships, in our case. The example of this satellite communications system used for this
study was simplified to permit its use in an unclassified environment. However, this does not
mean that lessons learned from the study of this system cannot be considered for military
SATCOM systems or for satellite communications performed in support of maritime operations.
One of the most significant threats that should be considered during a possible conflict,
easily affecting the exchange of information among the ships of a Task Group and commands
ashore, is Jamming. Jamming is an interference method that involves transmitting of an
electromagnetic signal in the direction of satellite dishes installed on satellite, ashore or onboard
the ship. The most damaging jamming attack is the flooding of an uplink that could
saturate/destroy all possible recipients. This type of attack was documented by a study of
commercial SATCOM links during Operation Iraqi Freedom that found 50 documented instances
of interference with military communications over commercial SATCOM. Five of those attacks
were operated by hostile jamming sources and consisted of an unauthorized carrier varying its
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center frequency within a set band - a “sweeper”.65 The effect of this kind of attack is the
disruption of communications or denial of service that could hinder the development of the RMP
and thus situational awareness.
Another threat to SATCOM and satellite communications is eavesdropping, allowing an
attacker to access transmitted data. Despite the fact that almost every satellite communication is
encrypted, it is quite easy to find information on the internet that describe how to use off-the-shelf
products to intercept satellite transmissions whether they carry satellite broadcast media, satellite
telephone conversations, or Internet traffic. Additionally, encrypting satellite signals can cause an
80% drop in performance by adding the specific fields of cryptographic techniques.66
This type of threat has an effect again on the process of building the RMP. Although not
affecting the availability or integrity of information, the access to transmitted information, for
example between ships and their commands, has implications on the confidentiality of
information. It does not affect your own ability to know who it is or where it is; however, the
information is also disclosed to potential adversaries who will eventually know who they are,
where they are and will eliminate one of the principles of warfare, the element of surprise. The
RMP would not be directly affected, but the overall effectiveness of the maritime operational
effect could be compromised.
A threat to the satellite communications system that is more dangerous than
eavesdropping is hijacking. This is the unauthorized use of a satellite for transmission, or seizing
control of a signal, and replacing it with another. The high degree of danger lies in the fact that
the attackers can, in addition to the eavesdropping effects, alter the data transmitted (spoofing).
This means that, more than accessing the information and decreasing the level of confidentiality,
attackers can corrupt the integrity of information, distort the RMP, and build a deception.
Another threat is represented by scanning/attacking. For the most part, this type of threat
manifests in unclassified or open environment, such as the Internet, which is not encrypted.
Typically, an attack of this nature consists of intercepting satellite Internet users' traffic and
substituting it in order to gain access to private networks.67 Taking into account the fact that RMP
represents a fusion of the military picture, built in a classified domain and a white picture,
developed in an unclassified domain, one may conclude that this threat could potentially hamper
the process of RMP development. More importantly is the fact that this procedure enables
confidentiality of the attacker or the use of a different identity that, in addition to accessing
information and altering them, can also cause a dilution of mutual trust between Allies if the
identity of one is spoofed.
3.6.1.3 SATCOM Cyber Effects
Satellite communications is a vital capability for maritime operations and missions
providing communications between a commander and their subordinate units and support for
decision-making processes.
The effects on all segments of the satellite systems (the space segment, ground segment
and space-link communication segment) consists of:
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1) Data corruption/modification;
2) Ground system loss;
3) Interception of data;
4) Jamming;
5) Denial of service;
6) Masquerade (spoofing);
7) Replay;
8) Software threats;
9) Unauthorized access; and
10) Information leakage occurred deliberately or unwittingly by personnel.
The effects of cyber threats on satellite communications systems on board a warship are
as follows:
1) Disruption of communications or denial of service (jamming);
2) Interception of satellite transmissions whether they carry unclassified satellite
telephone conversations or internet traffic (eavesdropping);
3) Alteration of the data transmitted (spoofing); and
4) Permanent damage of the system.
3.6.1.4 SATCOM Cyber Threat Mitigation Measures
Protection against these types of threats can be achieved by adopting measures for
securing the information transmitted through this system. This can be done by encrypting
messages to ensure confidentiality and information integrity. This protective measure however,
cannot be considered completely effective. It is necessary, but it is only a layer of defense in
depth. Given the existing power of processing, in the end, it could only be a matter of time until
access to the information may be achieved.
In the future, the use of emerging technologies, including quantum-based cryptography
and quantum computing, will re-define the nature of warfare. Finding ways to transfer all
necessary civilian capability to the military applications with appropriate security measures could
improve NATO’s capabilities,68 including satellite communications capabilities.
3.6.2 Radio Communications
3.6.2.1 Radio Communications Cyber Vulnerabilities
Radio communications should be increasingly considered as a possible alternative to
satellite communications (SATCOM) despite their limitations in terms of low data rate, high error
rates, and limited covered range, as the various threats to satellite systems and satellite
communications can be mitigated through the use of non-satellite radio communication.
Adversaries may look for a threat vector through information received, processed and
transmitted by communications systems. This can be accomplished by accessing the system via
electromagnetic field / radio waves, unauthorized physical access to on-board systems,
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penetration through other interconnected devices, systems or networks, and the illicit use of
personnel authorized to obtain information of interest.
With respect to external radio communications’ ability to act on information and network,
this study identifies the following vulnerabilities:
1)
2)
3)
4)

Operation on limited radio bandwidth;
Adversary’s ability to detect countermeasures;
The ability to receive an adversary’s transmission from a remote ashore site;
The ability to analyze the encryption mechanism using static powerful processing
infrastructures;
5) The ability to analyze the traffic (networks topology, communications procedures,
communication protocols) even if the networks are fully encrypted;
6) Synchronization based on GPS timing (ALE and 3G protocols);
7) Lack of anti-jamming standards implementation;
8) Lack of specialized waveforms implementation (e.g. LPI. LPD);
9) Key management protocol (disclosure of cryptographic key at local host or during the
key distribution procedure); and
10) Limited system resources.
3.6.2.2 Radio Communications Cyber Threats
Security is the combination of processes, procedures, and systems used to ensure
confidentiality, authentication, integrity, availability, access control, and non-repudiation. Most
military radio and satellite communications are encrypted. Cryptography provides most security
attributes: confidentiality, authentication, integrity, access control, and non-repudiation. The use
of a radio spectrum accessible to all potential cyber-threat agents and susceptible to the most
commonly used physical cyber-attack, jamming, does not ensure the availability of transmitted
information.
In military communications, the possibility of creating or capturing (and then successfully
using) a compatible platform (masquerade), impersonation of participants to radio networks
(man-in-the-middle), alteration of the content of an intercepted message (modification) has a low
probability. However, in this context, the following should be considered cyber threats:
1) Message Injection/Spoofing. Inserting messages into the network without responding
back, used for routing manipulation. This attack can occur in any network;69
2) Eavesdropping. This threat consists of the examination of the content of messages to
gather the information transmitted. It has a low risk due to the low likelihood of gaining
access to the application layer. The use of authentication and encryption at the higher
protocol layers ensures information integrity while at lower layers can reduce or
eliminate external attacker-based vulnerabilities;
3) Traffic Analysis. This involves an adversary who collects transmitted energy, traffic
flows (protocol headers), sizes, and/or timings to gather insight into the network
topology and traffic patterns. This is a serious threat in tactical networks due to their
small size, wireless bandwidth and long range;
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4) Denial of Service. This involves an adversary who uses the transmission of packets or
raw energy to deny or delay service to authorized participants. All networks are
vulnerable to and affected by jamming or interference, which causes the message to
be corrupted or lost. Due to encryption, other types of attacks are difficult due to the
multiple layers of security services;
5) Application Layer Attacks. Application layer attacks can be mobile viruses, worm
attacks, and repudiation attacks. Malicious code, which includes viruses and worms, is
applicable across operating systems and applications. It can be embedded into the
macros of most common document formats. Macros are a series of commands that
can be run automatically to perform a task. Macro code is embedded in Office
documents written in a programming language known as Visual Basic for Applications
(VBA). Macros could be used maliciously to drop malware, download malware, etc.;
and
6) Disclosure of Cryptographic Key. Attackers could launch attacks to disclose the
cryptographic key at the local host or during the key distribution procedure. For key
management protocols that rely on a trusted key distribution center or certificate
authority, the trusted central entity becomes the focus of attacks.
3.6.2.3 Radio Communications Cyber Effects
Radio networks without appropriate protection measures are particularly susceptible to
different cyber threats. Despite the fact that military radio communications are encrypted,
providing a high protection of information, the propagation of radio waves accessed by potential
adversaries could give them different opportunities to attack the planned networks and
information. The most likely effects of malicious actions are as follows:
1) Altering the exchanged information between the participants of radio networks using
message injection and retransmitting the recorded radio signals;
2) The potential to receive information from a distance and continuous analysis of the
encryption algorithms together with the development of powerful processing
capabilities of super-computers forces a reconsideration of total invulnerability. One
should imagine that potential adversaries are already doing everything possible to gain
possession of information and especially the details to protect it, during the various
training activities carried out by our forces;
3) Loss of confidentiality (e.g. of network topology). Although message contents cannot
be read, the relative importance of nodes and the tempo of operations can be
determined. Tactical networks are quite vulnerable to this threat as it is straightforward
to accomplish with limited knowledge of the network being observed;
4) Diminishing the level of information availability by jamming of radio networks.
Selectively jamming routing messages used to build and maintain the network can
easily and efficiently prevent communication. Jamming a central node can
systematically break down a network;
5) Infection of data terminals connected to radio network by malicious applications. An
example is a virus that could spread out between networks without a protection
mechanism (the macro virus). Malicious macro files usually are received in Word
documents, Excel spreadsheets, PowerPoint presentations, and Visio documents.
Once a malicious document is opened, only a single click is next required for the macro
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code to run. Usually, the activation of a macro virus is triggered by pressing “Enable
content” button; and
6) Information leakage using the disclosure of a cryptographic key.
3.6.2.4 Radio Communications Cyber Threat Mitigation Measures
In order to identify protection measures for communications systems, the boundaries of
security domains between the systems must be identified. The communications system
interfaces with the systems outside the board, by using radio communications equipment and
with MMHS and CMS. Although the other on-board systems considered by this study, in
particular IBS and IPMS, can be interconnected with networks ashore, they usually do not use
radio communications but rather, satellite-based systems.
In light of the above, we will analyze the measures necessary for the protection of the
radio interface of this system. The similarity between the protective measures specific to the
networks of the system, MMHS and the monitoring and management ones requires them to be
discussed in the same chapter with those of the other networks supporting the following systems:
1) Combat Management System (CMS);
2) Integrated Bridge System (IBS); and
3) Integrated Platform Management System (IPMS).
The protective measures for the interconnection between these systems will be addressed
separately. It will consider that protective measures are applied in layers across all vulnerable
and integrated systems. This is “defence in breadth” and it is used to prevent any vulnerability in
one system being used to circumvent protective measures of another system.
With specific military communications, we look at only certain elements of invented
security techniques, security protocols and security mechanisms. In order to achieve desired
security goals, the following tools, techniques and procedures should be considered:
1) Firewalls. Firewall protection is one element in an overall cyber security “Defense-inDepth” strategy. Firewalls are enclave boundary protection devices located between
wireless communications systems and other upper and lower echelon networks. Their
primary purpose is to control access to communications systems, enforce policies
(Restricted addresses, white listing, etc.) and prevent abnormal network behavior.
Firewalls provide filtering of incoming or outgoing information. They must be uniquely
configured to ensure that the correct information is allowed to proceed without
negatively affecting system performance;
2) Intrusion Prevention System/Intrusion Detection System (IPS/IDS). IPS/IDS allow
a combination of vulnerability and anomaly-based inspection methods to analyze
network traffic and prevent threats from damaging the network by alerting system
administrators of suspicious network behavior. These systems compliment or are part
of a larger security system that also contains firewalls, anti-virus software, etc. The
improvement of systems protection could be provided by remote monitoring and
management of the radio components chain. Increased attention has to be offered to
securing of communication channel;
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3) Channel Encryption. Channel encryption allows information traversing the network to
be enciphered and most importantly protects the integrity and confidentiality of the
data. This protects information being sampled over the air, from revealing any
information including IP headers, which can be used to learn about the network
infrastructure. For radio communications systems, encryption levels vary by application
and subsystem. Note also that channels are also protected using specialized
waveforms that reduce signal detectability and increase resistance to disruption;
4) Functional Redundancy. Where possible, key network operations should be
redundant. In the maritime environment, the minimum interoperability requirements are
very well defined. Warships should provide spare capacity so that network traffic can
be maintained at acceptable data rates if the operation of any single circuit is disrupted.
During boarding missions, ad hoc networks used by individual sailors should be able to
reform with the addition or loss of a node;
5) Physical Security Boundaries. Physical security boundaries are key to any security
plan. The system should be capable of maintaining the integrity of these boundaries.
Regardless of the position of a warship, security boundaries have to be monitored and
maintained;
6) Human Error or Malicious Behavior. Unlike their civilian counterparts, the
administrators and users of tactical networks have a low probability of disrupting
network operation due to human error or malicious behavior. They hold security
clearances and have been subject to in-depth background investigations. Training on
the administration of the system is rigorous and users are granted Least Privilege
Access only. They also depend on the system for mission success and perhaps even
their very lives. Lastly, malicious behavior is considered treasonous, a crime with
severe penalties;
7) Security Log Management. Security log management involves collecting, monitoring,
and analyzing of security-related data from computer logs. Log data includes security
information generated from numerous sources, including antivirus software, intrusion
detection systems, file systems, firewalls, routers and switches, and servers;
8) Mission Continuity and Disaster Recovery (BC&DR). Maintaining replacements for
mission critical equipment or even redundant standby system components should be
provided. Backups and snapshot images of radio and interfacing components should
be maintained to restore their functions from as close to point of failure as possible;
9) Specialized Waveforms. Use of Low Probability of Intercept and Low Probability of
Detect (LPI/LPD) and low power/short range waveforms enhance the security of the
network by hiding the system’s operation from the adversary. Anti-jam waveforms,
such as those employing frequency hopping, make it more difficult for the adversary to
disrupt communications even if the system’s operation is detected. The eavesdropper
must know the frequency band, spreading code, and modulation techniques in order to
accurately read the transmitted signals. Despite the capability of spread spectrum
technology, it is only secure when the hopping pattern or spreading code is unknown to
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the eavesdroppers. The existing spectrum analyzers are able to receive all signals into
a very wide frequency band;
10) Directional Antennas can also be deployed because communication techniques can
be designed to spread the signal energy in space; and
11) Defense Against Key Management Attacks. The secrecy of the symmetric key and
private key must be assured locally. The Key Encryption Key (KEK) approach could be
used at local hosts to build a line of defense. Key distribution and key agreement over
an insecure channel are at high risk and suffer from potential attacks. In the traditional
digital approach, a session key is generated at one side and is encrypted by the publickey algorithm.
3.6.3 Tactical Data Links (TDLs)
3.6.3.1 Tactical Data Links Cyber Vulnerabilities
The military “tactical data link” term represents the data link used in support of military
operations. The TDLs provide for the exchange of information processed by each combat system
installed on board naval ships. This processed information results from the correlation and fusion
of data received from sensors (e.g., radar, sonar, Identification Friend or Foe (IFF), Electronic
Warfare), TDLs, those existing in databases, and introduced by operators, based on visual
observation. Each TDL uses a data link standard to provide communications over radio waves or
data cables.
The need for fast information exchange and existing operational requirements has led to the
emergence of several types of TDL systems. Each of them has been developed for specific military
communication requirements. Of these, only few are used in the naval operations: LINK 11A, LINK
16 (including Joint Range Extension Application Protocol - JREAP-A and Satellite Link 16 - STADIL-J) and LINK 22.
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Figure 12. Example of Tactical Data Link (TDL) Usage70
Vulnerabilities of these types of systems come from the following features:
1) Single HF or UHF fixed frequency network (LINK 11 and LINK 22) that could be easily
jammed;
2) The ability to insert recorded messages into the network without modification in order
to manipulate/alter data;
3) The chance to eavesdrop or even spoof the messages based on weaknesses in the
security of the system (LINK11A), whose encryption level is not enough for the
processing power of modern computers; and
4) The opportunity to hinder the TDL network that have a single point of failure (LINK
11A) represented by NCS.
3.6.3.2 Tactical Data Links Cyber Threats
When considering the modes of operation, protocols and media used, the most critical cyber
threats for TDLs are as follows:
1) Jamming. This threat could be very dangerous for TDLs that are based on fixed
frequency network (LINK 11 and LINK 22) and have a single point of failure (LINK
11A);
2) Message injection. Retransmission of recorded messages, without modification, could
at least affect the functioning of the network or alter the information into it. (e.g. LINK
11A); and
3) Eavesdropping/spoofing. The weaknesses in the security of the system (LINK 11A)
could give a potential adversary the ability to eavesdrop or even spoof the messages.
The encryption level is not enough given the processing power of modern computers.71
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3.6.3.3 Tactical Data Links Cyber Effects
Although of vital importance to the conduct of military operations, these systems are
subject to threats that may hamper effectiveness. The alteration of information transmitted within
the LINK networks can be achieved in many ways:
1) Alteration of TDL network data through message injection;
2) Disruption or denial of TDL operation because of jamming;
3) Traffic analysis. TDL networks are quite vulnerable to this threat as it is straightforward
to accomplish with limited knowledge of the network being observed. The impact for
traffic analysis is a loss of confidentiality (e.g. of network topology);
4) Positioning data gained from a ship's sensors is susceptible to cyber threats. If the
information received from the GPS is not correlated with those from other positioning
systems installed on board, an alteration may result in the wrong positioning of ships
and targets under their reporting responsibility (spoofing) or disappearing ships and
targets (jamming) from others ships’ displays. At the same time, misalignment of ships
and targets can further generate an overlapping of targets or fitting into the specific
conditions of correlation algorithms that can negatively impact decisions of operators or
systems and implicitly alter RMP; and
5) Inaccurate positioning operator entry. An incorrect operator entry could prevent proper
correlation, which may confuse the tactical picture with numerous uncorrelated tracks.
3.7

IT Networks
1) Classified IT Network (RED Network): MMHS, CMS;
2) Unclassified Communications IT Network (Black Network): IBS, IPMS, Local Area
Network, Management Network; and
3) Internet;

3.7.1 IT Networks Cyber Vulnerabilities
Considering the fact that all main information systems (Integrated Bridge System network,
CMS networks, IPMS network and communications IT networks) are based on IT networks and
have similar vulnerabilities, it is sensible to have a common approach to the differences and
similarities with them.
Following a study of existing open sources containing information related to IT networks
vulnerabilities, it can be seen that there are more than 1500 Common Vulnerabilities and
Exposures (CVE) found monthly (2050 entries found for August 2019)72. Many of them could be
avoided easily (missing the patching and updating of systems is available was the cause for 30%
of them). The implications are vast because specialized malware or actors targeting infrastructure
would likely look for these flaws first to exploit throughout the targeted attack lifecycle.
The most common causes include:73
1) Unclassified networks/connection to the Internet;
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2) Direct, unfiltered or unsegmented interconnection between IBS or IPMS and networks
of shore-based logistics structures;
3) Existence of vulnerabilities/misconfigurations and cryptographic/network/security
protocol flaws;
4) Missing segmentation between networks and into the network;
5) Infrequent procedures for patching and updating control systems;
6) Lack of a comprehensive and enforced password policy: weak passwords with
insufficient length or complexity, passwords not changed frequently, passwords reused
for multiple accounts;
7) No role-based and need to know user privileges;
8) Missing human behaviour-driven data loss prevention (DLP) software;
9) Lack of test environments to analyze patches and updates before implementation;
10) Using of off-the shelf components;
11) Exfiltration of sensitive information from air gapped networks;
12) Lack of Network Security Monitoring, Intrusion Detection, and Intrusion Prevention,
including missing endpoint malware protection, active unused ports, and limited
visibility into networks; and
13) Unsecured and uncontrolled transfer between air gapped networks.
3.7.2 IT Networks Cyber Threats
The diversity of cyber threats is influenced by an increased spectrum of human defects
(e.g. the desire to acquire effortlessly, to possess a high level of influence / power, the desire to
boast, etc.), number of vulnerabilities (hundreds or even thousands every month) and a
developed black market with information and products from the cybersecurity domain. As a
result, any potential list of cyber threats only scratches the surface in that those trying to gain
access to our digital systems for different reasons are developing these threats. The following list
of cyber-threat types focus on the most common and general categories of possible infections on
board warships.
At some point in the future, there will no doubt be new cyber-threats that do not look
anything like the existing ones. This means that those responsible for network security need to be
forever diligent in looking for new types of cyber-threats that do not fit the mould. The good news
is that the vast majority of new cyber-threats one will encounter will fall into one or more of the
classifications as listed below. New cyber-threats are largely a variation on an old theme. A
classification of cyber-threats can help identify ways to mitigate their effects by protecting against
them. The list below is not a comprehensive one but contains threats that could be met in
warships. Many of them exploit the systems directly connected to the Internet but they can
directly or indirectly spread out to the other digital systems on board. Researchers classify the
many types of cyber threats in several different ways, including:74
1)
2)
3)
4)
5)

The delivery method or attack methodology;
The specific types of vulnerability that the cyber threats exploit;
The goal or objective of the cyber threats;
The malware’s approach to stealth, or how it attempts to hide itself; and
Specific behaviors and characteristics.
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3.7.2.1 The Delivery Method Or Attack Methodology
Supply Chain Cyber Attacks. One important threat observed in recent years, which is
highly significant for the military operations, is one transmitted in the supply chain. This requires
“adding the malicious software, hardware, or configurations to the items that are trusted to be
non-malicious while on their way to the target network”75 in order to indirectly damage a specific
target or targets. Malicious products can be developed and transmitted by cyber actors,
especially nation-state entities, within software and hardware products developed by them or by
the manufacturing companies through attacks and compromising their products during the
development process. These strategies and attack vectors have been used in many cases
lately:76
1) ShadowPad was added to five server or network management products sold by
NetSarang, a software developer with offices in South Korea and the US. An advanced
backdoor gave attackers complete control over networks lurked in digitally signed
software used by hundreds of banks, energy companies, and pharmaceutical
manufacturers;
2) NotPetya. A worm that shut down computers around the world used the same tactic
after attackers hijacked the update mechanism for tax software that was widely used in
the Ukraine;
3) Version 5.33 of CCleaner tool was compromised by a threat agent with the aim to
gather information in regards to the infected systems and deliver malware to them;77
4) Chrome Browser Extensions were compromised through phishing attacks targeting
the developers of the extensions.78 The compromised extensions served malicious
advertisements to all systems that had them installed. Furthermore, the malicious
extensions aimed at stealing CloudFlare credentials from victim systems; and
5) Microchips implanted into motherboards made in China and sold by U.S.-based
Supermicro. This allegedly gave Chinese spies clandestine access to servers
belonging to over 30 American companies, including Apple, Amazon, and various
government suppliers.79
Physical Theft/Loss/Damage. This category describes threats relevant to device theft,
device loss, hardware theft as well as loss and damage of data storage media. Theft or loss of
user devices exposes all information stored at the user’s end; this information is highly relevant
for device and application security. Lack of encryption on mobile devices is an issue that should
be addressed.
Insider Threat. Insider threat refers to the threat that an insider will use his/her authorized
access, wittingly or unwittingly, to do harm to the security of a warship. Any current and former
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employees, current and former providers/contractors/consultants, current and former suppliers
that has or used to have access to a warships’ digital assets, may be considered an insider
threat. A common characteristic of all insider threat actors is that they all have physical or remote
access to information assets, including hard copies.
Man-in-the-Middle (MitM) Attack. A man-in-the-middle attack employs the use of
unsecured or poorly secured channels of communications. The cyber threats agents scan the
communications channel looking for certain weaknesses such as protocols, encryption. Once
they have found the vulnerability, they will insert themselves in between the on-board systems
and those ashore and intercept the messages or information being transmitted between the two.
SATCOM is vulnerable to this type of cyber threat.
Man-in-the-Browser (MitB) Attack. This is similar to a man-in-the-middle attack. All an
attacker needs to do is inject malware into the computer, which will then install itself into the
browser without the user’s knowledge. The malware will then record the data that is sent between
the victim and specifically targeted websites. Once the malware has collected the data it was
programmed to collect, it transmits that data back to the attacker.80
Social Engineering and Malware Attacks. Social engineering is a popular malware
delivery method that involves the manipulation of human emotions. Social engineering uses
spam phishing via email, instant messages, social media, telephone and more. The goal is to
trick the user into downloading malware, clicking a link to a compromised website that hosts the
malware81 (lures an individual to click on a malware-infected URL that fools the victim into
thinking they are visiting their bank or another online service), providing sensitive data. The
malicious site then captures the victim’s ID and password, or other personal or organizational
information.
Spear Phishing. It refers to an attack that is targeting a specific individual or set of
individuals in order to gain access to sensitive data. Regular “phishing” is aimed at the masses.
Water holing. It is another similar phishing cyber-attack that is consisting of establishing a
fake website or compromising a genuine website to exploit visitors.
3.7.2.2 The Specific Type of Vulnerability that Cyber Threats Exploit
Exploit Kit. Exploit kits are malicious toolkits that attackers use to search for software
vulnerabilities on a target’s computer or mobile device. The kits come with pre-written code that
will search for vulnerabilities. When a vulnerability is found, the kit can inject malware into the
computer through that security hole. This is a highly effective malware attack variety, and one of
the reasons why it is so important to run software updates as soon as they become available in
order to patch security flaws.82
Malicious Websites and Drive-By-Downloads. A drive-by-download is a download that
occurs when a user visits a malicious website that is hosting an exploit kit for malware attacks.
There is no interaction needed on the user’s part other than visiting the infected webpage. The
exploit kit will look for a vulnerability in the software of the browser and inject malware via the
security hole.
80

https://us.norton.com/internetsecurity-malware-malware-101-how-do-i-get-malware-complex-attacks.html
ibid
82
ibid
81

50

3.7.2.3 The Goal or Objective of Cyber Threats
Targeted Attacks. A targeted attack occurs when attackers target a specific
entity/organization over a long-time span (i.e. Flamer malware developed for more than 10 years
of work). Often the objective of targeted attacks is either data exfiltration or gaining persistent
access and control of the target system. This kind of attack consists of an information-gathering
phase and the use of advanced techniques to fulfil the attacker’s goals. The first phase can
possibly involve specially crafted e-mails (spear phishing), infected media and social engineering
techniques, whereas the second phase involves advanced and sophisticated exploitation
techniques. This cyber threat could be considered the most dangerous one for military
environment. It is developed by very powerful threat agents and could be in our systems already.
Data Breaches. Data Breach is a topic that does not specifically apply to a threat but
reflects a successful malicious attempt, which led to an incident from the compromise or loss of
data. It relates directly to the outcome from other cyber threats: SQL Injections Attack, Phishing
Attacks, Insider threat, Physical theft and loss. According to extensive data breach reports, the
causes of data breaches are weak passwords, vulnerable networks and application, malware,
phishing, incorrect user authentication, insider threat, tampering, database errors. This arrives
the identified need for two factor authentication.
Identity Theft. Often characterized as an attack vector, identity theft is a cyber-threat that
aims at collecting user Personal Identifying Information (PII)83 that could help potential cyber
threat actors to exploit systems and access the information. It is not a real cyber threat but the
effects of it have to be avoided anyway.
Cyber Espionage. This threat typically targets critical and strategic infrastructures
including government entities, railways, telecommunication providers, energy companies,
hospitals and banks. Cyber espionage focuses mainly on stealing state secrets and proprietary
information in strategic fields. In the military domain it especially mobilizes actors from the foreign
intelligence services, as well as actors who work on their behalf. Potential actors can use very
complex tools that can exceed the measures implemented on board ships that could be used as
backdoors for strategic infrastructures.
Adware. While adware is not always dangerous, in some cases adware can cause issues
for systems. Adware can redirect browsers to unsafe sites, and it can even contain Trojan horses
and spyware. Additionally, significant levels of adware can slow down a system noticeably.
Because not all adware is malicious, it is important to have protection that constantly and
intelligently scans these programs.”84 To mitigate the risks posed by this type of malware is
recommended to remove the malicious executable of cyber threat.
Spyware. Spyware is malicious software that runs secretly on a computer and reports
back to a remote user.85 Using these spying capabilities, cyber threat agents can monitor the
activity of the user, steal sensitive information (personal information, account information, logins,
financial data), records keystrokes in order to reveal passwords and personal information, modify
security settings of software, interfere with network connections, grant remote access to remote
users and disrupt the operation of the terminal.86 Spyware spreads by exploiting software
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vulnerabilities, bundling itself with legitimate software, or in Trojans. Spyware, like adware, is
easy to remove.
Keylogger. Keylogger is the malware that records everything the user types on his/her
computer system to obtain usernames, answers to security questions, passwords and other
sensitive information and send them to the source of the keylogging program. The lack of direct
access to the other sensitive digital systems of a warship can significantly diminish the level of
danger represented by this threat.
Bots and Botnets. Also known as robots, bots are malicious programs designed to
infiltrate a computer and automatically respond to and carry out instructions received from a
central command and control server. Bots can be used in botnets (an entire network of
compromised devices controlled by third parties) for distributed denial of service (DDoS) attacks
(attempts to make a machine or an entire domain unavailable), as spambots that render
advertisements on websites, as web spiders that scrape server data, and for distributing malware
disguised as popular search items on download sites. Given the configuration of systems on
board warships, the participation in or being victim of DDoS is less likely. The most dangerous
thing is the possibility to self-replicate (like worms) or replicate via user action (like viruses and
Trojans).
Ransomware. Ransomware is a form of malware that essentially holds a computer
system captive while demanding a ransom. The malware restricts user access to the computer
either by encrypting files on the hard drive or locking down the system and displaying messages
that are intended to force the user to pay the malware creator to remove the restrictions and
regain access to their computer. The attacker proceeds to encrypt specific information that can
only be opened by a mathematical key that they know.
Most ransomware are Trojans and spread through social engineering, commonly part of a
phishing scam. Ransomware typically spreads like a normal computer worm ending up on a
computer via a downloaded file or through some other vulnerability in a network service. By
clicking a disguised link, the user downloads the ransomware. When the attacker receives
payment (usually in cryptocurrency), the data is unlocked. Unfortunately, in some cases, hackers
refuse to decrypt files even after the payment of ransom; if payment is made, the system is
unlocked, but system owner can be locked out again. If the ransom is not paid, the encrypted
files could eventually be destroyed and hence ransomware could be seen as one of the most
devastating forms of malware.
Backdoors. Backdoors are much the same as Trojans or worms, except that they open a
“backdoor” onto a computer that bypasses the usual authentication used to access a system and
grants the cyber criminals future access to the system even if the organization fixes the original
vulnerability used to attack the system. The level of danger of this threat can be considered low in
situations where there is not a direct connection of the systems on board with those ashore.
Denial of Service (DoS). Prevents legitimate and authorised users from accessing
information, usually by flooding a network with data. A distributed denial of service (DDoS) attack
takes control of multiple computers and/or servers to implement a DoS attack. The level of
danger of this threat can be considered low in case of the lack of direct connection of the systems
on board with those ashore.
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3.7.2.4 The Malware’s Approach to Stealth, or how it Attempts to Hide Itself
Bug. In the context of software, a bug is a flaw that produces an undesired outcome.
These flaws are usually the result of human error and typically exist in the source code or
compilers of a program. Minor bugs only slightly affect a program’s behavior and as a result can
go for long periods of time before being discovered. More significant bugs can cause crashing or
freezing. Security bugs are the most severe type of bugs and can allow attackers to bypass user
authentication, override access privileges, or steal data. Bugs can be prevented with developer
education, quality control, and code analysis tools.87
Trojan. A Trojan is a malicious program that disguises itself as a normal file or program to
trick users into downloading and installing. They only work when the victim executes it. A user
may find a pop up that tells him his system was infected. The pop up would instruct him to run a
program to clean his system. At the same time, the Trojan could bind itself to non-executable
files, such as image files, audio files. In this case, the Trojan could be executed at the moment of
opening them. A Trojan, through self-contained backdoor, can give a malicious party remote
access to an infected computer. Once an attacker has access to an infected computer, it is
possible for the attacker to steal data (logins, financial data, and even electronic money), install
more malware, modify files, monitor user activity (screen watching, keylogging, etc), use the
computer in botnets, and anonymize internet activity by the attacker.88 They are often used to
install keyloggers that can easily capture account names and passwords and disclose the data to
the malware actor. Most ransomware attacks are carried out using a Trojan horse, by housing the
harmful code inside an apparently harmless piece of data. This can be one of the dangerous
manifestations of this threat. Trojan viruses are not designed to self-replicate but can be used for
transfer between air-gapped systems.
Rootkit. A rootkit is a type of malicious software designed to remotely access or control a
computer without being detected by users or security programmes. Once a rootkit has been
installed it is possible for the malicious party behind the rootkit to remotely execute files,
access/steal information, modify system configurations, alter software (especially any security
software that could detect the rootkit), install concealed malware, or control the computer as part
of a botnet.89 Rootkit prevention, detection, and removal can be difficult due to their stealthy
operation (in the lower layers of the operating system’s application layer, the operating system
kernel, or in the device basic input/output system (BIOS) with privileged access permissions).
Because a rootkit continually hides its presence, typical security products are not effective in
detecting and removing rootkits. As a result, rootkit detection relies on manual methods such as
monitoring computer behavior for irregular activity, signature scanning, and storage dump
analysis. Organizations and users can protect themselves from rootkits by regularly patching
vulnerabilities in software, applications, and operating systems, updating virus definitions,
avoiding suspicious downloads, and performing static analysis scans.
File-less Malware. File-less malware is a type of memory-resident malware. While
traditional malware travels and infects systems using the file system, file-less malware travels
and infects without directly using files or file systems. Such malware exploits and spread in
memory only; they also spread using ‘non-file’ OS objects, like APIs, registry keys etc. File-less
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malware attacks are mostly initiated with the exploitation of an already existing legitimate
program or by using existing legitimate tools that are built into the OS (for example, Microsoft’s
Powershell).90 Because there are no files to scan, it is harder to detect than traditional malware.
It also makes forensics more difficult because the malware disappears when the victim computer
is rebooted. File-less attacks are typically used for lateral movement, meaning they make their
way from one device to the next with the objective of gaining access rights to valuable data
across a warship’s systems and providing adversaries with access to just about everything and
anything in Windows.
Logic Bombs. A logic bomb is a malicious program that uses a trigger to activate the
malicious code. The logic bomb remains non-functioning until that trigger event happens. Once
triggered, a logic bomb implements a malicious code that causes harm to a computer.
Cybersecurity specialists recently discovered logic bombs that attack and destroy the hardware
components in a workstation or server including the cooling fans, hard drives, and power
supplies. The logic bomb overdrives these devices until they overheat or fail. 91 This threat can be
one of the most dangerous if it is based on Zero-day malware. The undetectable nature of this
second type of threat offers the probability of reaching the intended victim using different kinds of
attack vectors and levels of integration from air-gapped to fully integrated. The spreading
possibility, undetectable nature and harmful effects on digital systems could be considered very
dangerous even for military environment.
Macro Malware. Macro malware (sometimes known as macro viruses) takes advantage of
the VBA (Visual Basic for Applications) programming in Microsoft Office macros to spread
viruses, worms, and other forms of malware. Macro malware is typically transmitted through
phishing emails that contain malicious attachments. The email text may request opening from the
recipient as an attachment and run the macros that it contains to view sensitive information. If the
macros in a Microsoft Office file are not run, then the malware will not be able to infect the device.
When the macros run, malware coded into the VBA will begin to infect all files that are opened
using Microsoft Office. The malware is constructed and then relays the data in a file back to the
hackers or it may render the data useless.92 This malware can pose a real threat to personal and
enterprise data security, a huge modern-day issue.
3.7.2.5 Specific Behaviors and Characteristics (Replicates and Spreads)
Rogue Certificates. Digital certificates are a means of defining trust in the Internet.
Attackers steal, produce and circulate rogue certificates which break the aforementioned chain of
trust, giving them the capability of engaging in attacks that are undetectable for end users. By using
rogue certificates, attackers can successfully run large scale man-in-the-middle attacks. Moreover,
rogue certificates can be used to sign malware that will appear as legitimate and can evade
detection mechanisms. Key findings are:
1) Stuxnet, Duqu and Flamer malware used rogue certificates to evade detection
mechanisms;
2) Certification Authorities need to enforce, permanently review and adapt basic security
best practices in order to prevent attacks against them;
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3) Large-scale man-in-the-middle attacks have been conducted due to stolen certificates;
and
4) Rogue certificates are used in cyber warfare, espionage and cyber-crime operations.
Computer Virus. A virus is a form of malware that is capable of copying itself and
spreading to other computers. Viruses often spread to other computers by attaching themselves
to various programs and executing code when a user launches one of those infected programs.
Viruses can also spread through script files, documents, and cross-site scripting vulnerabilities in
web apps. They can be used to steal or corrupt information, harm host computers and networks
(consume system resources, disrupt system’s ability to operate), create botnets, steal money,
render advertisements, and more.93 They are the only malware that infect other files and hence
it’s really hard to clean them up. Even the best among antivirus programs struggle with this; most
of the time they either delete or quarantine the infected file and don’t get rid of the virus itself.94
Today, with different kinds of malware infecting the cyber world, computer viruses have become
rather uncommon; they comprise less than 10% of all malware.
Worm. Computer worms spread over computer networks by exploiting operating system
vulnerabilities, downloading infected files or sending mass emails with infected attachments to
user’s contacts. Worms spread by exploiting other files and programs to do the spreading work.
A major difference is that computer worms have the ability to self-replicate and spread
independently while viruses rely on human activity to spread (running a program, opening a file,
etc). Worms replicate themselves on the system, attaching themselves to different files and
looking for pathways between computers, such as computer network that shares common file
storage areas. Worms typically cause harm to their host networks by stealing data, deleting files,
creating botnets, consuming bandwidth, overloading web servers or “eating” the system
operating files and data files until the drive is empty.95
The Hybrid Attack. This is particularly dangerous and devastating. There is malware that
could be a combination of more than one stream of traditional malware. For example, some
malware is part virus, part Trojan, and part worm. Such a malware might appear as a Trojan
during the initial stage, after which it would perhaps spread like a worm. There are also bots,
wherein the hackers use one kind of malware to gain access to hundreds of computers. Those
systems are then used (either by the same hackers or by others who purchase them) to carry out
other attacks.96
Spam. Spam is the electronic sending of mass unsolicited messages. The most common
medium for spam is email, but it is not uncommon for spammers to use instant messages,
texting, blogs, web forums, search engines, and social media. While spam is not actually a type
of malware, it is very common for malware to spread through spamming. This happens when
computers that are infected with viruses, worms, or other malware are used to distribute spam
messages containing more malware. Users can prevent being spammed by avoiding unfamiliar
emails and keeping their email addresses as private as possible.97
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3.7.3 Protection of IT Networks
Keeping the secrecy of classified information and details regarding access and
configuration of digital infrastructures that supports the execution of military activities can be
considered as main priorities of each military organization, including warships. This can be
achieved by using encryption for all information stored or transmitted by the ship, using the most
recommended network protection mechanisms, access control and information flows. At each
level, there must be security policies regarding all the digital devices and systems in operation
and that describe how to handle the exchange of information between systems or networks, the
way of access to networks and information, the protocols used, the authorized applications, and
the type of content of the information transmitted.
The ability to mitigate and eliminate the effects of cyber threats will be related to the
specific environment on board and includes:
The exchange of information with Task Group’s warships and shore-based commands;
A generic configuration of the systems on board;
Specific actions carried out by the personnel;
Low intensity of activities executed outside the ship that impose the use of portable
terminals and access to their own and public Wi-Fi networks;
5) No increased usage of cloud-based data storage, and
6) Communications in the naval environment organized in accordance with the concept of
federated mission networking.
1)
2)
3)
4)

The naval environment is one of the areas where an insurance against cyber threat risks
does not always work. The loss of information that can cause harm to naval operations and even
to national and Alliance security cannot easily be estimated. The compromise of information and
systems onboard may not be mitigated by insurance, at least during high-intensity military
operations. As a result, the only way to diminish the effects is to implement technical and
procedural measures. With respects to the naval environment, the following mitigation measures
should be the most appropriate:
3.7.3.1 Protection of Systems Directly Connected to the Internet
During operations at Crisis or MLE, it can be anticipated that the role of the Internet may
be greatly diminished when considering the pace of actions and the time available to access this
information infrastructure for administrative or maintenance purposes of on-board equipment
(update, upgrade or diagnosis). Most warships benefit from communication services provided by
the infrastructure of their own countries, coalitions or Alliances leading the operation.
Denial of Service. The execution of a DoS / DDoS attack on the onboard Internet network
is possible but less likely and with inconsequential effects for a potential opponent. Even so,
selection and implementation of the most appropriate DoS/DDoS protection approach (e.g. The
Firewall-based Access Control Lists-ACLs, the Load-balancer, IPS/WAF, Intelligent DDoS
mitigation systems-IDMS at the network perimeter, Cloud-based-DDoS-mitigation-service) along
with the Internet Service Provider-ISP’s protection procedures against this type of attacks are
highly recommended.
User Credentials. Using strong and unique credentials in every online service limits the
risk of a potential account takeover to the affected service only. The use of a password manager
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software would make the management of the whole set of passwords easier. Re-using the same
password in various services is a serious security issue and should be avoided at all times.
Phishing Attacks. In recent years, many companies have been subjected to phishing
attacks. In these circumstances, it is recommended to implement a security protection solution
type email gateway with regular (possibly automated) maintenance of filters (anti-spam, antimalware, policy-based filtering).
3.7.3.2 Protection of Information Exchanged Between Onboard Systems
With respect to the specific environment onboard warships related to the exchange of
information, two main situations could be identified: the external information exchange and the
exchange of information between on board systems.
Relying exclusively on end point or server malware detection and mitigation is not
sufficient. Malware detection should be implemented for all inbound/outbound channels, including
network, web and application systems in all used platforms (i.e. servers, network infrastructure,
personal computers and mobile devices).98
Protection of Satellite Channels. The IT networks on board warships exchanges
information with other networks ashore or onboard other warships at sea using satellite
communications. All information transmitted must be protected by encryption (IP crypto, VPN,
TLS, SSL, etc.). At the same time, to avoid unauthorized access to information, it is necessary to
use the most recommended network and system protection solution: application-proxy firewall,
unified threat management, web application firewall, host-based firewall or personal firewall. It
should ensure the control of external devices and port-accessibility. All these solutions must be in
accordance with security policies and with subsequent evolutions of technologies and cyber
threats.
Data Loss Prevention Solution. Sensitive information should be protected and
continuously monitored especially in cases of large data transfers and use of USB devices. The
implementation of a Data Loss Prevention solution to protect your information according to their
class (classification of processed/code/stored information) for both in-transit and at rest, it is
highly recommended, but taking into account some on board systems are integrated or less
integrated with each other.
Protection Against Contaminated Updates and Patches. The greatest danger is the
transfer of contaminated information into the onboard digital systems. The update of various
software products by installing patches taken from internet networks as well as the update,
configuration, monitoring and remote diagnosis of systems represents the greatest danger.
To avoid it, the following measures are recommended:99
1) Develop new policies to enforce the adoption of stronger passwords and multi-factor
authentication (MFA) to overcome password hacking or loss and ensure the
authentication process with multiple keys. The adaptive MFA optimizes the
authentication process based on user’s behavior and context. This mitigation measure
is recommended for remote diagnosis and maintenance; and
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2) Reduce spam using email security standards like SPF (Sender Policy Framework),
DMARC (Domain-based Message Authentication, Reporting & Conformance) and
DKIM (Domain Keys Identified Mail). Relevant implementation of the aforementioned
standards should be deployed in the organizations. This mitigation measure is
recommended for updating processes based on information obtain from email.
Air Gapped Systems. Onboard warships, information is classified, exploited and stored in
various digital infrastructures that are air gapped or interconnected through various transfer
control mechanisms. In this controlled environment where obtaining information and credentials
is unlikely without the support of crew members, special attention should be paid to unclassified
information infrastructures interconnected to the Internet (networks and cell phones) through
which a broad range of activities for gathering information can be performed even from air
gapped systems.
The key benefit is that there is no direct network connection but the main issue is that airgaps don’t enable a real time flow of information and need to have good human process to
control them. This solution involves hidden risks. These include a potential for indirect network
connections (connection to Internet for necessary information); poor process/ understanding; a
false sense of security and weak internal controls. It is well documented in research that there
are many possibilities to transfer malicious products in, exfiltrate sensitive information, access,
and control the air-gapped systems.100,101
From an information security standpoint, air gapped systems are a cost-effective means to
ensure confidentiality and integrity of data. While unauthorized access is nearly impossible to
remote adversaries, cases of exploited vulnerabilities have been reported. Electronic
eavesdropping has been achieved by intercepting low order electromagnetic frequency (EMF)
signals generated from computer system monitors. Advanced malware, such as Stuxnet, have
been discovered to jump between network devices by hitching a ride on infected USB flash
drives.
These external threats can largely be mitigated via common security measures such as
physical separation requirements, EMF shielding, ‘scrubbers’ (i.e. standalone workstations with
specialized malware and content inspection located between processing zones) and hardened
network perimeter access. The internal vulnerabilities, however, are much more difficult to
address. A lack of centralized logging and auditing of file transfers leads to practically no
oversight of the user community. Even the best human- enforced security policies and practices
can be defeated internally, as proven by ex-US Army Intelligence Analyst Chelsea Manning’s
contribution to WikiLeaks in 2010.102
Firewall. A firewall can enable a secure information exchange; it constitutes a simple,
technical control to manage ‘compliant’ users and reduces risk of indirect communication
channels. However, a firewall increases risk of cross-contamination, needs careful maintenance
and, as a physical two-way connection exists, it follows that it can be exploited.103
A firewall does not protect against malicious contents coming through the permitted ways
into a local network. It is true that certain effects of some viruses and worms are stopped,
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because communication is blocked via the required ports, but no firewall alone is a
comprehensive protection against viruses. Despite using a firewall, any confidential information
should be transmitted only over protected connections, i.e. by using suitable data encryption and
VPN connections.104
At the same time, a firewall cannot protect against:
1)
2)
3)
4)
5)

Malicious insiders;
Connections that circumvent it;
Completely new threats;
Some viruses; or
The administrator that does not correctly set it up.105

Data Diode. The benefits of a data diode are that it enables the controlled exchange of
information and is 100% secure in one direction (in that data cannot be sent back via the data
diode). It also reduces the risk of indirect communication channels; offers physical protection and
is easier to maintain than a firewall. However, it can be more complex to deploy than a firewall
due to the need to proxy data and the technology not being as well understood by mass-market
firewall consultants. In addition, a sophisticated attacker can still do harm. Attackers can still push
information or malicious products from one network to the other, but they cannot get any direct
feedback. Instead, they can obtain confirmation of actions by other indirect methods.
The inability to bi-directionally transfer data limits its application with certain protocols,
such as TCP/IP that requires the three-way handshake. Despite eliminating conventional attack
patterns that require feedback, such as probing and reconnaissance activities, successful attacks
bypassing diodes have been documented, such as Stuxnet in 2010. It is theoretically possible
that an attacker with some knowledge of the high side’s file structure and data labeling could
construct malware capable of modifying or removing data.
Bilateral Data Diode. There are situations when it is requested to monitor an industrial
process or sensor and to control it from a different network.
Guard Technology. A guard can complement a data diode or a firewall to reduce the risk
of hidden content, signaling or malware by enforcing strict conformance at the application level.
Typically, this might include checking whom the information is coming from, whom it is going to,
what type of information is being sent and, perhaps most importantly, whether the information
has an appropriate protective marking security label. Application guards can also perform some
node protection services by ensuring that incoming data does not contain any embedded
malicious or unwanted data. For example, incoming email messages may be scanned for viruses
and malicious code. The downside is that this is protocol specific, often leading to bespoke needs
for specific business processes.
A guard is a single appliance that provides all the functionality of the four common network
devices that describe a transfer Cross Domain Solution (CDS): firewall, diode, content inspector
and diode. They are usually purpose-built for the processing environment with emphasis on
content inspection.
While firewalls examine individual packets at the TCP/IP layer, a guard’s deep content
inspection is capable of completely assembling multiple packets into a message inside a proxy
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environment. The message is then filtered for content (dirty/clean word checks) and embedded
files, such as attachments and macros. Message handling instructions are attached to each filter,
enabling the guard to pass the message on, redirect it, drop it, or even quarantine the packets for
forensic review.106
Although guards can usually handle hundreds of file types, the risk of steganography is
ever-present. Images, video and audio files can all be modified to covertly pass data that would
otherwise be flagged. In practice, guards mitigate this risk by translating media files into a
common uncompressed file type before inspection. While this solution cannot always prevent
data spills, it is successful at removing malicious code and macros.
Using of Information Exchange Gateways (IEG). There are several digital systems,
integrated and processing information with different levels of classification, from different security
domains onboard warships. Increasing the pace of the decision-making process on board and
synchronizing its actions with those performed by the other military entities in the area of
operations demands the exchange of information between systems by integrating them. Given
that these systems are virtually arranged (and physically) in different security domains, the
exchange of information must be done through certified separation mechanisms for each
situation on board.
The information exchange gateways (IEGs) are the most complex interconnection
mechanisms between digital systems operating in different security domains. The main role of
them is exchanging of information (availability) concomitant with their security preservation
(confidentiality and integrity). The implementation of complex mechanisms, which involve a
thorough analysis of information but also a delay in their transmission, can affect the command
and control process of military operations. At the same time, adopting some interconnection
solutions for security domains that do not ensure the security of information can cause significant
limitations for warships. Delaying the implementation of solutions to reduce or eliminate cyber
threats on the systems it interconnects as well as on the components of the connection
mechanism can mainly cause the following effects:
1)
2)
3)
4)

Delaying information or interrupting the exchange of information between systems;
Transfer of malicious products between systems;
Diminishing the level of confidentiality and integrity of information; and
Affecting the optimal functioning of the interconnected systems by: altering the
information in the systems, canceling the access to information, destroying the
information and even activating the different physical systems (weapons or safety
systems).

For extremely sensitive network connections, the implementation of Cross Domain
Solutions (CDS) is recommended. This is a form of controlled interface that provides the ability to
manually and/or automatically access and/or transfer information between different security
domains.107 The table below breaks down the vulnerabilities each interconnection solution
addresses alone as compared to a full transfer CDS. The High Assurance Guard (HAG) is
effectively a proxy server capable of deep content inspection.

106
107

Shedding Light on Cross Domain Solutions, Scott Smith, SANS Institute Information Security Reading Room, 2019
https://csrc.nist.gov/glossary/term/cross-domain-solution

60

Figure 13. Interconnection Solutions Protection Comparison Chart108
The interconnection between systems must take into account the classification level of
each. Since we are referring to ships belonging to NATO countries, there is a requirement to
comply with the minimum level of interoperability and interconnection mentioned in the NATO
specific policy regarding the types of IEGs specific to each interconnection.
NATO has defined the concept of an Information Exchange Gateway (IEG) to facilitate
secure communication between different security domains. It has defined five main IEG
scenarios each with scenario variants. A few standardized IEG solutions can meet the
requirement for many different scenarios. Currently four standard designs have been devised.
The scenarios take account of the security classifications of the domains that they connect, as
well as the security policy, the owners and the administrators of those domains. The considered
scenarios are as follows:
1) Scenario A is defined for connecting two domains that have the same security
classification level and same NATO baseline CIS, but are operated by different
authorities. Typically, this will be a NATO enclave run inside a NATO nation;
2) Scenario B is defined for connecting two domains that have the same security
classification level, but different security policies, for example a NATO nation
connecting to NATO. Scenario B variants also cover connecting multiple/different
security classification levels with the same security policy, for example NATO SECRET
to NATO RESTRICTED;
3) Scenario C is defined for connecting deployed NATO mission systems to other
domains;
4) Scenario D is defined for connecting NATO systems to international organizations or
non-government organizations; and
5) Scenario E is defined for connecting NATO systems to the Internet or NATO systems
to NATO UNCLASSIFIED systems that are connected to the Internet.

108

Shedding Light on Cross Domain Solutions, Scott Smith, SANS Institute Information Security Reading Room, 2015

61

Figure 14. NATO Defined IEG Scenarios109
Onboard, depending on the role of each warship within the Task Group, we can have the entire
above-mentioned scenarios, as follows:
1) Scenario A. Installation TRITON TDK (Tactical Deployable Kit) on board warships;
2) Scenario B. Interconnection between TRITON TDK and CMS on board the warship,
and between communication system on board the warship and NATO communication
systems;
3) Scenario C. Interconnection between TRITON TDK and other systems (different
security domains) on board the warship;
4) Scenario D. Interconnection between systems on board warships and systems of
companies and organizations responsible for support at sea; and
5) Scenario E. Interconnection between systems on board warships and Internet or
among systems with different classification levels.
3.7.3.3 Protection of Networks and End-Point Terminals
Defence-In-Depth and Defence-In-Breadth. Prevention and detection against cyber
threats on networks and terminals could be done using of appropriate tools and technologies.
For this, it is recommended to use current products that provide both defence in depth and
defence in breadth. Currently, defence in depth is one of the most used procedures. By using
firewalls, IDS and IPS systems, networks may be considered protected. The qualitative evolution
of cyber threats highlights the limitations of this procedure which, used alone, cannot be effective
for several reasons:110
1) Modern attacks are mostly directed at multiple layers at the same time. Attacks used to
be directed mainly at one layer at a time;
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2) Development of Advanced Penetration Tools (APT) which enables hackers to gain
access to a network and then stay there for a prolonged period of time, undetected,
contributes to the success of hackers;
3) Modern attacks are mostly at the application layer as against traditional attacks that
were mostly directed at the network layer. Most of the attacks directed at the
application layer are more subtle/insidious and cannot be detected by the Firewalls,
IDS, IPS systems;
4) Different layers of security do not always work together as a single cohesive whole.
Some of the layers exists without a knowledge of the other layers and in most cases;
different vendors manufacture the equipment such that they do not always work
smoothly to defend the system; and
5) Many of modern cyber attacks involving social engineering often consist of getting hold
of an account (privileged or unprivileged account) that give the hacker the key to
bypass all the layers of security that may be in place.
This is the reason why Universal Threat Manager (UTM) solutions are the favorite of many
corporations. UTM is a single security solution that provides multiple security functions at a single
point on the network. A UTM will usually have the functions of antivirus, anti-spam, anti-spyware,
network firewalls, intrusion detection systems (IDS) and Intrusion prevention System (IPS),
content filtering and so on. The only drawback here is that it presents a Single Point of Failure
(SPOF) that could be managed in the architectural design.
Modern Technologies. Another very good solution for network protection and anomaly
detection is represented by the use of Artificial Intelligence (AI) and Machine Learning (ML). The
use of AI onboard warships must take into account the configuration of systems and networks.
According to representatives of cyber security companies, the minimum number of terminals and
component equipment must be more than 100. Another possible limitation of this modern
defense solution against cyber-threats is represented by the need to "educate" it on similar
systems in order to establish the normal functioning of the systems. In case of ML, the situation is
different but with similar effect. Cyber-threats always develop before the system is able to react,
learn what the state of normality is and what the state of threat is. In this context, the attacker
always seems to emerge victorious.
However, the use of modern technology brings a great advantage to annul the efforts to
exploit known vulnerabilities but not eliminated by organizations (30% of existing vulnerabilities).
Additionally, the possibility of determining the normal pattern of operation of a network offers a
high degree of protection.
End-Point Terminals Setup. In order to increase the probability of timely detection of
possible threats, a correct configuration of software applications in the system is required by:
1) Block execution of files in Temp folder;
2) Block of executables (and macros) found in mail attachments;
3) Disable the automatic execution of code, macros, rendering of graphics and preloading
mailed links at the email clients and update them frequently;
4) Check the application and web-browser settings to avoid unwanted behaviour based on
default settings (esp. for mobile devices) to provide a more secure environment (i.e.
disabling unused features, extensions and plugins – particularly from
untrusted/unverified sources);
5) Avoid the utilization of unnecessary browser plugins/extensions, in particular, installation
from untrusted sources;
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6) Avoid the installation of malicious programs through potentially unwanted programs
(PUPs); and
7) Removing functions from web browsers that are not necessary for business processes,
like Adobe Flash plugin.111
The protection of networks and terminals is a continuous process determined by
technological revolution (many manufacturers are rushing to offer products adapted to the
continuous demand of users, who do not have time to fully check the entire range of possible
vulnerabilities) and the increasing complexity of cyber threats. As a result, the users must quickly
identify solutions to the challenges that arise. Thus, the optimal operation of the chosen
protection solutions is made by recording applications and services that must run in the network
(determine dormant threat or "logic bomb"), continuous update of threats mitigation controls, and
ensuring good quality of credentials for each role onboard ships.
Network Segregation/Segmentation. Another technical way of protecting information is
by network segmentation that can limit the extension of the threat to other components and at the
same time offer the ability to keep some resources to rectify other threats that are programmed to
act simultaneously. Domains can be isolated by virtualization through physical infrastructure,
although common Virtual Local Area Network (VLAN) attack methods make physical
infrastructure the preferred solution.112 VLAN hopping is an umbrella term representing any
unauthorized VLAN access that uses one VLAN or trunk to access data on another. The two
most common VLAN hopping attack vectors are dynamic port configuration and double
tagging.113
Software Update and Patching. Selecting software applications for various systems
installed onboard must allow enforcement of security policies, sets of rules and software and
firmware updates to the latest version supported by the vendor. Vulnerability assessment and
patching of software should be performed regularly; this is especially true for perimeter systems.
Protection of Information Storage. Although the goals of threat agents involved in cyber
space are different, they all have a common denominator - information. This involves information
access, removal, alteration, destruction and disabling access by encryption (ransomware).
Avoiding the effects of these actions can be achieved by storing information in a reliable back-up
off-line scheme.
3.7.3.4 Protection Against Insiders
In the context of this study, the loss of personally identifiable information, which does not
affect operations, is not considered important, but information gained by different actors in the
cyber environment that affects the performance of actions carried out by a warship, is. In this
respect, information regarding configurations of systems and networks, as well as credentials or
the way of access to them, can represent a real danger. One of the biggest challenges in the
protection of information onboard warships is defending against the compromise of information
due to deliberate actions of personnel (insiders). A breach of confidentiality of information can
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result from an honest mistake or a willful act (with personal motivation, or motivated from the
outside).
Protection against this type of threat can be done by:
Monitoring of Activity. Implement human behaviour-driven data loss prevention (DLP)
software by applying user activity monitoring, behaviour analytics and forensics in order to increase
the effectiveness of a traditional DLP.
Access Management. Implement Single Sign-On (SSO) authentication methods, when
available, allowing a user to access several applications with the same set of digital credentials. It
is highly recommended to minimize the number of user’s accounts and the stored credentials.
Common credentials across multiple domains is considered a poor approach, since if any one
domain is breached, all domains to which the user has access are compromised. For this reason,
most government agencies have moved towards two factor authentication models with a shared
token, such as a common access card with unique passwords per domain. This ensures one
credential is shared across domains proving identity, while the domains maintain unique
authentication measures. Use identity and access management (IAM) by also implementing
segregation of duties (e.g. according to defined roles), and implementation of identity governance,
defining and enforcing role-based access control, could be considered appropriate solutions.
Limitation of Privileges. Access to information must be provided in terms of responsibilities
and roles among the staff onboard. Extension of information accessible to them could make them
targets for different threat agents and vulnerability for warship and military organization. At the
same time, eliminating the possibilities of accessing information through active accounts of staff
that are not still employed onboard should be compulsory.
3.7.3.5 Protection Against Supply Chain Cyber Threats
In order to avoid the effects of supply chain cyber-threats on software, it is necessary to
perform a static and dynamic analysis of application code in order to identify weaknesses in the
programming. This could be achieved by both automated and manually code scans or input and
output behavior. This analysis should be done both for source and object code. This check must
be performed during development and code review phases up to production. Further
implementation of protection mechanisms is as difficult as for each product purchased on the free
market. Avoiding this threat can be done by using the products of reliable manufacturers (not 100%
secure as was shown by “Superfish” adware installed in Lenovo notebooks) or by testing the
products in our own laboratory or by a certified neutral company.
4

TRAINING

The implementation of technical solutions for information protection can ensure a
satisfactory level of assurance. The military environment onboard warships, characterized by low
physical access to the systems and information circulated necessarily requires the involvement or
exploitation of personnel onboard by actors interested in carrying out cyber-attacks.
The impostor email (probably the most important threat) is still the most difficult to identify
and mitigate, as it does not rely on technical means but rather on social engineering, and the abuse
of the inherent trust in a known email partner. Therefore, user awareness and training is the first
step in fighting it. In that respect, there are training services that mimic tactics used by malicious
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actors. Such training aims to identify individuals that might fall for them and essentially educate
them on how to recognize and counter similar attacks.
A high proportion (80%) of attacks are due to simple human errors. Properly trained users
could rectify this. Security controls cannot be effectively emplaced without a plan to ensure that
every user is properly trained to understand the critical role they play in the security process. Many
organizations spend millions of dollars in security appliances and technologies, accounting for only
20% of all breaches, but fail to invest heavily in educating the workforce accounting for about 80%
of all security breaches.114
Raising the level of staff entry training and the implicit reduction of the effects of human
errors that can happen onboard can be achieved through education and training. At the end of the
training programme, all personnel should be aware of at least the following115:
1) Risks related to emails and how to behave in a safe manner. Examples are phishing
attacks where the user clicks on a link to a malicious site;
2) Risks related to internet usage, including social media, chat forums and cloud-based file
storage where data movement is less controlled and monitored;
3) Risks related to the use of own devices. These devices may be missing security patches
and controls, such as anti-virus, and may transfer the risk to the environment to which
they are connected;
4) Risks related to installing and maintaining software on company hardware using infected
hardware (removable media) or software (infected package);
5) Risks related to poor software and data security practices, where no anti-virus checks or
authenticity verifications are performed;
6) Safeguarding user information, passwords and digital certificates;
7) Cyber risks in relation to the physical presence of non-company personnel (i.e. where
third-party technicians are left to work on equipment without supervision);
8) Detecting suspicious activity or devices and how to report a possible cyber incident.
Examples of this are strange connections that are not normally seen or someone
plugging in an unknown device on the warship’s network;
9) Awareness of the consequences or impact of cyber incidents to the safety and operations
of the warship;
10) Understanding how to implement preventative maintenance routines such as anti-virus
and antimalware, patching, backups, and incident-response planning and testing; and
11) Procedures for protection against risks from service providers’ removable media before
connecting to the warship’s systems.
In order to act in a timely manner to shipboard cyber-threats, personnel must be trained to
minimum levels in accordance with the knowledge and skills dictated by their position and
responsibilities. Additionally, the training has to be in accordance with the specifications of
available frameworks116 and studies117 on cyber knowledge, skills and abilities.
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5

RECOMMENDATIONS
1) Develop a common standard for assessing the level of protection against cyber threats
on board warships.
2) Develop a common glossary for terms used in cyberspace.
3) Develop a Cyber Security policy of its own.
4) Develop a procedure for continuous updating of software applications based on the
products issued by the manufacturers.
5) Ensuring the transfer of information and access to the Internet through its own shore
facilities in a continuous monitoring process.
6) Developing an intervention procedure to remedy the effects of cyber events.
7) Establish procedures for the exchange of information regarding cyber threats.
8) Developing a specific procedure for controlling the transfer of information between the
systems on board warships.
9) Establishment of a testing center for hardware and software components used in digital
systems on board warships.
10) Development of an operational structure for intervention in the event of a cybernetic
event
11) Assessment of the level of risk for each system on board and identification of possible
threats already existing in the systems.
12) Evaluation of the security level of the protocols used in radio and satellite
communications.
13) Evaluation of the strength of the encryption algorithms used by different systems.
14) Installation of redundant systems to ensure continuity of positioning, navigation and
timing (PNT) information.
15) Modernization of existing PNT systems on board to ensure their integrity.
16) Elimination of the remote access to the systems on board the warship.
17) Use of hardware and software products that comply with military standards for
information protection.
18) Implementing appropriate solutions for interconnection between systems considering
the level of risk involved.
19) Training operators for early recognition of the effects of cyber attacks.
20) Training of personnel according to the role of each on board the warship (command,
operator, cyber defense specialist).
21) Training of personnel within the operational structure according to the knowledge and
skills required to perform the specific tasks of each position.

6

CONCLUSIONS
1) All digital systems onboard warships are vulnerable. The diversity of situations
presented in this study is not exhaustive and aims to highlight their importance and
impact on maritime operations.
2) Not all cyber threats presented in this study are specific to military equipment. A wide
range of functions already implemented in military equipment and systems provide
satisfactory protection now. At the same time, we must consider that not all warships
and nations have the latest technology. At first glance, one can draw the wrong
conclusion that only these are affected. The need for information, for making the best
67

decisions, the execution of actions in an Allied, combined, joint and integrated
environment forces an interconnection of systems within warships, maritime and joint
forces and command structures. Thus, a threat to the least protected “entity” will
"facilitate" its extension and implicitly affect all infrastructures and decision levels
across the force spectrum.
3) The mitigation measures mentioned for each equipment and system should be
implemented to diminish the effects of these threats. The selection of proper protective
measures is based on the appropriateness of the system features and will not be
limited to these actions.
4) At all times one needs to be prepared to address the latest types of threats developed
for each system. Militaries must accept the fact that the most dangerous threats are
those that are not yet known.
5) Finally, yet most importantly, the training of personnel who exploit systems and the use
of the protected information must be a priority. Many of the effects of these threats can
be eliminated if specialized staff apply the available procedures and recognize, from
the initial signs of manifestation, each type of threat. This enables time to be gained for
assessment, avoids a distortion of information supporting the command and control
process, avoiding erroneous decisions and unintended consequences.
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ANNEX 1. GLOSSARY
No.
1.

Terms
3G Tactical Radio Protocols

2.

Account Credentials

3.

ADA High-Level
Programming Language

4.

Advanced Antenna Designs

5.

Advanced Persistent Threat
(APT)

6.

Automatic Link
Establishment (ALE)
Protocols

Definitions
Automatic Link Establishment (3G ALE ARCS) defines
the protocol for HF communication links supporting an
Internet Protocol (IP) interface for tactical communications
and it is defined by STANAG 4538 and MIL-STD-188141B Appendix C.
Credentials refer to the verification of identity or tools for
authentication. They may be part of a certificate or other
authentication process that helps confirm a user’s identity
in relation to a network address or other system ID.118
A high-level programming language developed in the late
1970s and early 1980s for the United States Defense
Department. Since 1986, Ada has been the mandatory
development language for most U.S. military applications.
Ada is named after Augusta Ada Byron (1815-52),
daughter of Lord Byron, and Countess of Lovelace.119
Ada is seeing significant usage worldwide in high-integrity
/ safety critical / high-security domains including
commercial and military aircraft avionics, air traffic control,
space applications, railroad systems, and medical
devices.120This document presents the possible
vulnerabilities of software applications and handling of
them.
Advanced antenna systems (AAS) enables state-of-theart beamforming and MIMO techniques that are powerful
tools for improving end-user experience, capacity and
coverage. As a result, AAS significantly enhances
network performance in both uplink and downlink. 121
An advanced persistent threat is a stealthy computer
network threat actor, typically a nation state or statesponsored group, which gains unauthorized access to a
computer network and remains undetected for an
extended period.122
ALE is a feature in an HF communications radio
transceiver system that enables the radio station to make
contact, or initiate a circuit, between itself and another HF
radio station or network of stations. The purpose is to
provide a reliable rapid method of calling and connecting
during constantly changing HF ionospheric propagation,
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Terms

7.

Anti-Malware

8.

Anti-Spam

9.

Artificial Intelligence (AI)

10. Backdoor

11. Breached/Leaked
Information

Definitions
reception interference, and shared spectrum use of busy
or congested HF channels.123
Anti-malware is software tools and programs designed to
identify and prevent malicious software, or malware, from
infecting computer systems or electronic devices. Antimalware tools can also include malware removal
capabilities… Types of malware that anti-malware
software typically protect systems from include viruses,
Trojan horses, worms, spyware and keylogger programs,
ransomware, rootkits, bootkits and even adware.124
Any software, hardware or process that is used to combat
the proliferation of spam or to keep spam from entering a
system. Real spam is generally email advertising for
some product sent to a mailing list or newsgroup. In
addition to wasting people's time with unwanted email,
spam also eats up a lot of network bandwidth.125
Artificial intelligence (AI) is an area of computer science
that emphasizes the creation of intelligent machines that
work and react like humans. 126
In the world of cybersecurity, a backdoor refers to any
method by which authorized and unauthorized users are
able to get around normal security measures and gain
high-level user access (aka root access) on a computer
system, network, or software application. Once they are
in, cybercriminals can use a backdoor to steal personal
and financial data, install additional malware, and hijack
devices. Software or hardware makers can also install
backdoors as a deliberate means of gaining access to
their technology after the fact. Backdoors of the noncriminal variety are useful for helping customers who are
hopelessly locked out of their devices or for
troubleshooting and resolving software issues.127
A data breach is an incident where information is stolen or
taken from a system without the knowledge or
authorization of the system’s owner. Stolen data may
involve sensitive, proprietary, or confidential information
such as credit card numbers, customer data, trade
secrets, or matters of national security.128
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https://en.wikipedia.org/wiki/Automatic_link_establishment
https://www.webopedia.com/TERM/A/anti-malware.html
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Terms

Definitions
Data leakage is the unauthorized transmission of data
from within an organization to an external destination or
recipient. The term can be used to describe data that is
transferred electronically or physically. Data leakage
threats usually occur via the web and email, but can also
occur via mobile data storage devices such as optical
media, USB keys, and laptops.129
12. Chart Display and
An Electronic Chart Display and Information System is a
Information System (ECDIS) geographic information system used for nautical
navigation that complies with International Maritime
Organization regulations as an alternative to paper
nautical charts. IMO refers to similar systems not meeting
the regulations as Electronic Chart Systems.130
ECDIS complies with IMO Regulation V/19 & V/27 of
SOLAS convention as amended, by displaying selected
information from a System Electronic Navigational Chart
(SENC). ECDIS equipment complying with SOLAS
requirements can be used as an alternative to paper
charts.131
13. Cloud-Based-DDoSDDoS mitigation refers to the process of successfully
Mitigation-Service
protecting a targeted server or network from a distributed
denial-of-service (DDoS) attack. By utilizing specially
designed network equipment or a cloud-based protection
service, a targeted victim is able to mitigate the incoming
threat.132
14. Clouding
Cloud computing is "a model for enabling ubiquitous,
convenient, on-demand network access to a shared pool
of configurable computing resources (e.g., networks,
servers, storage, applications and services) that can be
rapidly provisioned and released with minimal
management effort or service provider interaction."133
15. Common Display System
The Common Display System (CDS) product family
(CDS)
consists of a series of information-display configurations
based on standardized, interchangeable components that
can be implemented across all classes of U.S. Navy
ships. It allows sailors to access various applications at
different classification levels from any console.134
16. Common Object Request
The Common Object Request Broker Architecture
Broker Architecture
(CORBA) is a standard developed by the Object
(CORBA)
Management Group (OMG) to provide interoperability
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https://www.marineinsight.com/marine-navigation/what-is-electronic-chart-display-and-information-system-ecdis/
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https://www.cloudflare.com/learning/ddos/ddos-mitigation/
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https://www.webopedia.com/TERM/C/cloud_computing.html
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https://gdmissionsystems.com/-/media/General-Dynamics/Maritime-and-Strategic-Systems/PDF/common-display-systemcds-datasheet.ashx?la=en&hash=6F5229794B9EEFAC188A1BEDE268CB1E02B1F3AF
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No.

Terms

17. Common Operational
Picture (COP)

18. ICS Systems
/Communication Systems

19. COTS Products

20. Cryptographic Techniques

Definitions
among distributed objects. CORBA is the world's leading
middleware solution enabling the exchange of
information, independent of hardware platforms,
programming languages, and operating systems. CORBA
is essentially a design specification for an Object Request
Broker (ORB), where an ORB provides the mechanism
required for distributed objects to communicate with one
another, whether locally or on remote devices, written in
different languages, or at different locations on a
network.135
A single identical display of relevant information shared
by more than one command that facilitates collaborative
planning and assists all echelons to achieve situational
awareness.136
A communications system or communication system is a
collection of individual communications networks,
transmission systems, relay stations, tributary stations,
and data terminal equipment (DTE) usually capable of
interconnection and interoperation to form an integrated
whole.137
Short for commercial off-the-shelf, an adjective that
describes software or hardware products that are readymade and available for sale to the general public.138
Cryptography is a method of protecting information and
communications using codes so that only those for whom
the information is intended can read and process it.
In computer science, cryptography refers to secure
information and communication techniques derived from
mathematical concepts and a set of rule-based
calculations called algorithms to transform messages in
ways that are hard to decipher. These deterministic
algorithms are used for cryptographic key generation and
digital signing and verification to protect data privacy, web
browsing on the internet and confidential communications
such as credit card transactions and email.
It includes techniques such as microdots, merging words
with images, and other ways to hide information in
storage or transit. However, in today's computer-centric
world, cryptography is most often associated with
scrambling plaintext (ordinary text, sometimes referred to

135

http://www.ois.com/Products/what-is-corba.html
https://en.wikipedia.org/wiki/Common_operational_picture
137
https://en.wikipedia.org/wiki/Communications_system
138
https://www.webopedia.com/TERM/C/COTS.html
136

72

No.

Terms

21. CVE

22. Cyber Black Market

23. Cyber Security

24. Cyber Threats

25. Cyber-Attack

Definitions
as cleartext) into ciphertext (a process called encryption),
then back again (known as decryption).139
Common Vulnerabilities and Exposures (CVE) is a
dictionary-type list of standardized names for
vulnerabilities and other information related to security
exposures. CVE aims to standardize the names for all
publicly known vulnerabilities and security exposures. The
goal of CVE is to make it easier to share data across
separate vulnerable databases and security tools.140
A darknet market or crypto market is a commercial
website on the web that operates via darknets such as
Tor or I2P. They function primarily as black markets,
selling or brokering transactions involving drugs, cyberarms, weapons, counterfeit currency, stolen credit card
details, forged documents, unlicensed pharmaceuticals,
steroids, and other illicit goods as well as the sale of legal
products.141
Cyber-security is the practice of defending computers,
servers, mobile devices, electronic systems, networks,
and data from malicious attacks. It's also known as
information technology security or electronic information
security. The term applies in a variety of contexts, from
business to mobile computing, and can be divided into a
few common categories: Network security, Application
security, Information security, Operational security, and
Disaster recovery and business continuity, End-user
education.142
A cyber or cybersecurity threat is a malicious act that
seeks to damage data, steal data, or disrupt digital life in
general. Cyber threats include computer viruses, data
breaches, Denial of Service (DoS) attacks and other
attack vectors.
Cyber threats also refer to the possibility of a successful
cyber- attack that aims to gain unauthorized access,
damage, disrupt, or steal an information technology asset,
computer network, intellectual property or any other form
of sensitive data. Cyber threats can come from within an
organization by trusted users or from remote locations by
unknown parties.143
A cyber-attack is an assault launched by cybercriminals
using one or more computers against a single or multiple

139

https://searchsecurity.techtarget.com/definition/cryptography
https://www.webopedia.com/TERM/C/CVE.html
141
https://en.wikipedia.org/wiki/Darknet_market
142
https://usa.kaspersky.com/resource-center/definitions/what-is-cyber-security
143
https://www.upguard.com/blog/cyber-threat
140

73

No.
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26. Cyberspace

27. Data Loss Prevention (DLP)
Software

28. Digital Signal Processing
(DSP)

29. DKIM (Domain Keys
Identified Mail)

Definitions
computers or networks. A cyber-attack can maliciously
disable computers, steal data, or use a breached
computer as a launch point for other attacks.
Cybercriminals use a variety of methods to launch a
cyber-attack, including malware, phishing, ransomware,
denial of service, among other methods.144
A global domain within the information environment
consisting of the interdependent network of information
systems infrastructures including the Internet,
telecommunications networks, computer systems, and
embedded processors and controllers.145
The word "cyberspace" is credited to William Gibson, who
used it in his book, Neuromancer, written in 1984.146
Data loss prevention (DLP) is a set of tools and
processes used to ensure that sensitive data is not lost,
misused, or accessed by unauthorized users. DLP
software classifies regulated, confidential and business
critical data and identifies violations of policies defined by
organizations or within a predefined policy pack. Data
loss prevention software and tools monitor and control
endpoint activities, filter data streams on corporate
networks, and monitor data in the cloud to protect data at
rest, in motion, and in use.147
Digital signal processing is the use of digital processing,
such as by computers or more specialized digital signal
processors, to perform a wide variety of signal processing
operations.148
DKIM provides a method for validating a domain name
identity that is associated with a message through
cryptographic authentication. The first version of DKIM
synthesized and enhanced Yahoo!'s DomanKeys and
Cisco's Identified Internet Mail specifications. It was the
result of a year-long collaboration among numerous
industry players, during 2005, to develop an openstandard e-mail authentication specification. Participants
included Alt-N Technologies, AOL, Brandenburg
InternetWorking, Cisco, EarthLink, IBM, Microsoft, PGP
Corporation, Sendmail, StrongMail Systems,
Tumbleweed, VeriSign and Yahoo!.149
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No.
Terms
30. DMARC (Domain-based
Message Authentication,
Reporting & Conformance)

31. DoS / DDoS Attack

32. EGNOS

33. eLoran System

Definitions
DMARC, which stands for “Domain-based Message
Authentication, Reporting & Conformance”, is an email
authentication, policy, and reporting protocol. It builds on
the widely deployed SPF and DKIM protocols, adding
linkage to the author (“From:”) domain name, published
policies for recipient handling of authentication failures,
and reporting from receivers to senders, to improve and
monitor protection of the domain from fraudulent email.150
A DoS attack tries to make a web resource unavailable to
its users by flooding the target URL with more requests
than the server can handle. That means that during the
attack period, regular traffic on the website will be either
slowed down or completely interrupted.
A Distributed Denial of Service (DDoS) attack is a DoS
attack that comes from more than one source at the same
time. A DDoS attack is typically generated using
thousands (potentially hundreds of thousands) of
unsuspecting zombie machines. The machines used in
such attacks are collectively known as “botnets” and will
have previously been infected with malicious software, so
they can be remotely controlled by the attacker.151
The European Geostationary Navigation Overlay Service
(EGNOS) is Europe's regional satellite-based
augmentation system (SBAS) that is used to improve the
performance of global navigation satellite systems
(GNSSs), such as GPS and Galileo. It has been deployed
to provide safety of life navigation services to aviation,
maritime and land-based users over most of Europe.
EGNOS uses GNSS measurements taken by accurately
located reference stations deployed across Europe. All
measured GNSS errors are transferred to a central
computing centre, where differential corrections and
integrity messages are calculated. These calculations are
then broadcast over the covered area using geostationary
satellites that serve as an augmentation, or overlay, to the
original GNSS message.
As a result, EGNOS improves the accuracy and reliability
of GNSS positioning information, while also providing a
crucial integrity message regarding the continuity and
availability of a signal. In addition, EGNOS also transmits
an extremely accurate universal time signal.152
This Enhanced Loran (eLoran) is an independent,
dissimilar, complement to Global Navigation Satellite
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Terms

34. Encryption of Information

35. Federated Mission
Networking

36. Firewall-Based Access
Control Lists-ACLs

37. Frequency-Hopping
Systems

Definitions
Systems (GNSS). It allows GNSS users to retain the
safety, security, and economic benefits of GNSS, even
when their satellite services are disrupted. eLoran meets
a set of worldwide standards and operates wholly
independently of GPS, GLONASS, Galileo, or any future
GNSS. Each user’s eLoran receiver will be operable in all
regions where an eLoran service is provided. eLoran
receivers shall work automatically, with minimal user
input. The core eLoran system comprises modernized
control centers, transmitting stations and monitoring sites.
eLoran transmissions are synchronized to an identifiable,
publicly certified, source of Coordinated Universal Time
(UTC) by a method wholly independent of GNSS. This
allows the eLoran Service Provider to operate on a time
scale that is synchronized with but operates
independently of GNSS time scales. Synchronizing to a
common time source will also allow receivers to employ a
mixture of eLoran and satellite signals.153
In cryptography, encryption is the process of encoding a
message or information in such a way that only
authorized parties can access it and those who are not
authorized cannot. Encryption does not itself prevent
interference but denies the intelligible content to a wouldbe interceptor.154
Federated Mission Networking is a significant initiative to
help ensure interoperability and operational effectiveness
of the North Atlantic Treaty Organization, it is a key
contribution to the Connected Forces Initiative, helping
Allied and Partner forces to better communicate, train and
operate together.155
Access control lists (ACLs) identify traffic flows by one or
more characteristics, including source and destination IP
address, IP protocol, ports, EtherType, and other
parameters, depending on the type of ACL. ACLs are
used in a variety of features. When applied to interfaces
or globally as access rules, they permit or deny traffic that
flows through the appliance. For other features, the ACL
selects the traffic to which the feature will apply,
performing a matching service rather than a control
service.156
Frequency-Hopping Spread Spectrum (FHSS) is one of
two types of spread spectrum radio, the other being
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38. Galileo Public Regulated
Service (PRS)

39. GPS Precise Positioning
Service (PPS)

40. Generic Routing
Encapsulation (GRE)

41. High Assurance Guard
(HAG)

42. Identification Friend or Foe
(IFF)

Definitions
direct-sequence spread spectrum. FHSS is a
transmission technology used in LAWN (a type of localarea network that uses high-frequency radio waves rather
than wires to communicate between nodes) transmissions
where the data signal is modulated with a narrowband
carrier signal that "hops" in a random but predictable
sequence from frequency to frequency as a function of
time over a wide band of frequencies.157
The Galileo Public Regulated Service (PRS) is an
encrypted navigation service designed to be more
resistant to jamming, involuntary interference and
spoofing. It combines the robust characteristics of a
military GNSS signal with the huge potential of a civiliancontrolled GNSS.158
The Precise Positioning Service (PPS), is a highly
accurate military positioning, velocity and timing service
broadcasted at the GPS L1 and L2 frequencies. Both
frequencies contain a precision (P/Y) code ranging signal
with an encrypted navigation data message that is
reserved for authorized users.159
Generic Routing Encapsulation (GRE) is a protocol that
encapsulates packets in order to route other protocols
over IP networks. GRE is defined by RFC 2784.
In essence, GRE creates a private point-to-point
connection like that of a virtual private network (VPN).
GRE works by encapsulating a payload -- that is, an inner
packet that needs to be delivered to a destination network
inside an outer IP packet.160
An enclave boundary protection device that controls
access between a local area network that an enterprise
system has a requirement to protect, and an external
network that is outside the control of the enterprise
system, with a high degree of assurance.161
Identification Friend or Foe is an identification system
designed for command and control. It enables military and
civilian air traffic control interrogation systems to identify
aircraft, vehicles or forces as friendly and to determine
their bearing and range from the interrogator.162
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43. Identity and Access
Management (IAM)
44. IDS

45. IEG-Information Exchange
Gateway
46. International Maritime
Organization (IMO)

47. Inertial Navigation System
(INS)

48. Information Infrastructure

Definitions
Identity and access management (IAM) is the discipline
that enables the right individuals to access the right
resources at the right times for the right reasons.163
A security service that monitors and analyzes network or
system events for the purpose of finding, and providing
real-time or near real-time warning of, attempts to access
system resources in an unauthorized manner.164
An Information Exchange Gateway (IEG) is a system
designed to facilitate secure communication between
different security and management domains.165
The International Maritime Organization (IMO) is a
specialized agency of the United Nations that is
responsible for measures to improve the safety and
security of international shipping and to prevent marine
pollution from ships. The IMO sets standards for the
safety and security of international shipping. It oversees
every aspect of worldwide shipping regulations including
legal issues and shipping efficiency.166
The Inertial Measurement Unity (IMU) is an integrated
sensor package that combines multiple accelerometers
and gyros to produce a three-dimensional measurement
of both specific force and angular rate, with respect to an
inertial reference frame, as for example the EarthCentered Inertial (ECI) reference frame. Specific force is
a measure of acceleration relative to free-fall. Subtracting
the gravitational acceleration results in a measurement of
actual coordinate acceleration. Angular rate is a measure
of rate of rotation. It only actuates as a sensor, in
opposition to the INS (Inertial Navigation System), which
integrate the measurements of its internal IMU to provide
a navigation solution. For instance, an Inertial Navigation
System (INS) uses an IMU to form a self-contained
navigation system that uses measurements provided by
the IMU to track the position, velocity, and orientation of
an object relative to a starting point, orientation, and
velocity.167
The term information infrastructure (II) refers to the
communications networks and associated software that
support interaction among people and organizations.168
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49. Intelligent DDoS Mitigation
Systems (IDMS)
50. Intrusion Prevention System
(IPS)

51. Web Application Firewall
(WAF)

52. Joint Range Extension
Application Protocol
(JREAP)

Definitions
Intelligent DDoS mitigation system (IDMS) is an ideal
solution by enabling a layered defense strategy to combat
both volumetric and application-layer DDoS attacks.169
An Intrusion Prevention System (IPS) is a network
security/threat prevention technology that examines
network traffic flows to detect and prevent vulnerability
exploits. Vulnerability exploits usually come in the form of
malicious inputs to a target application or service that
attackers use to interrupt and gain control of an
application or machine. The IPS often sits directly behind
the firewall and provides a complementary layer of
analysis that negatively selects for dangerous content.
Unlike its predecessor the Intrusion Detection System
(IDS)—which is a passive system that scans traffic and
reports back on threats—the IPS is placed inline (in the
direct communication path between source and
destination), actively analyzing and taking automated
actions on all traffic flows that enter the network.170
A WAF or Web Application Firewall helps protect web
applications by filtering and monitoring HTTP traffic
between a web application and the Internet. It typically
protects web applications from attacks such as cross-site
forgery, cross-site-scripting (XSS), file inclusion, and SQL
injection, among others. A WAF is a protocol layer 7
defense (in the OSI model), and is not designed to defend
against all types of attacks. This method of attack
mitigation is usually part of a suite of tools, which together
create a holistic defense against a range of attack
vectors.171
Joint Range Extension Applications Protocol (JREAP)
enables tactical data to be transmitted over digital media
and networks not originally designed for tactical data
exchange. Formatted tactical digital messages are
embedded inside of JREAP messages as data fields
within available commercial and Government protocols,
such as those used over satellites and terrestrial links.
Capabilities are provided that include: 1) extending the
range-limited tactical networks to beyond LOS while
reducing their dependence upon relay platforms, 2)
reducing the loading on stressed networks, 3) providing
backup communications in the event of the loss of the
normal link, and 4) providing a connection to a platform
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53. Key Encryption Key (KEK)
Approach
54. Less than Container Load
(LCL)

55. Liquefied Natural Gas
(LNG)

56. Long-Range Identification
and Tracking (LRIT)

57. Machine Learning (ML)

58. Maritime Domain

59. Middleware

Definitions
that may not be equipped with the specialized
communications equipment for that TDL.172
A key that encrypts other key (typically Traffic Encryption
Keys or TEKs) for transmission or storage.173
Under an LCL cargo, where in a shipper does not have
enough goods to accommodate in one full container, he
books cargo with a consolidator to console his goods
along with goods of other shippers. This type of shipment
is called LCL shipment.174
Liquefied natural gas (LNG) is a composition of methane
and some mixture of ethane used to convert natural gas
to liquid form for ease and safety of storage transport. It is
cooled to approximately -256 F so that it can be
transported.175
The Long-Range Identification and Tracking (LRIT)
system is a designated International Maritime
Organization (IMO) system designed to collect and
disseminate vessel position information received from
IMO member States ships that are subject to the
International Convention for the Safety of Life at Sea
(SOLAS). LRIT provides an enhanced level of Maritime
Domain Awareness that is the first of its kind. LRIT is a
satellite-based, real-time reporting mechanism that allows
unique visibility to position reports of vessels that would
otherwise be invisible.176
Machine learning is an application of artificial intelligence
(AI) that provides systems the ability to automatically
learn and improve from experience without being explicitly
programmed.177
The maritime domain is the oceans, seas, bays,
estuaries, islands, coastal areas, and the airspace above
these, including the littorals.178
Middleware is software that lies between an operating
system and the applications running on it. Essentially
functioning as hidden translation layer, middleware
enables communication and data management for
distributed applications. It’s sometimes called plumbing,
as it connects two applications together so data and
databases can be easily passed between the “pipe.”
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60. Military Message Handling
System (MMHS)

61. Multi-Factor Authentication
(MFA)

62. Modbus

Definitions
Using middleware allows users to perform such requests
as submitting forms on a web browser or allowing the web
server to return dynamic web pages based on a user’s
profile.
Common middleware examples include database
middleware, application server middleware, messageoriented middleware, web middleware, and transactionprocessing monitors.179
Military Message Handling System (MMHS) is a profile
and set of extensions to X.400 for messaging in military
environments. It is NATO standard STANAG 4406 and
CCEB standard ACP 123. It adds to standard X.400 email
support for military requirements such as mandatory
access control (i.e. Classified/Secret/Top Secret
messages and users, etc.). MMHS specifications are
implemented by several X.400 vendors, particularly those
located in Europe, such as Raytheon UK, Boldon
James,[1] Deep-Secure, Thales Group, Nexor, Cassidian
and Isode.180
An authentication system that requires more than one
distinct authentication factor for successful authentication.
Multi-factor authentication can be performed using a
multi-factor authenticator or by a combination of
authenticators that provide different factors. The three
authentication factors are something you know (e.g.,
password/PIN), something you have (e.g., cryptographic
identification device, token), and something you are (e.g.,
biometric).181
An application layer messaging protocol at Level 7 of the
OSI Model that provides client/server communication
between devices connected on different types of buses or
networks. The Modbus messaging structure was
developed by Modicon in 1979. Different versions of
Modbus used today include Modbus RTU (based on
serial communication like RS485 and RS232), Modbus
ASCII and Modbus TCP, which is the Modbus RTU
protocol embedded into TCIP packets. It's an open
protocol, meaning the specification is available free of
charge for download, and there are no licensing fees
required for using Modbus or Modbus TCP/IP
protocols.182
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63. Multipath Propagation

64. Network Propagation /
Lateral Movement

65. NMEA-0183

66. Personally Identifiable
Information (PII)

67. Programmable Logic
Controller (PLC)

Definitions
In wireless telecommunications, multipath is the
propagation phenomenon that results in radio signals
reaching the receiving antenna by two or more paths.
Causes of multipath include atmospheric ducting,
ionospheric reflection and refraction, and reflection from
water bodies and terrestrial objects such as mountains
and buildings.183
Network Lateral Movement, or what is more commonly
referred to simply as, "Lateral Movement", refers to the
techniques cyber attackers, or "threat actors", use to
progressively move through a network as they search for
the key data and assets that are ultimately the target of
their attack campaigns.184
This standard is intended to support one-way serial data
transmission from a single talker to one or more listeners.
This data is in printable ASCII form and may include
information such as time, position, speed, water depth,
etc.185
Personally Identifiable Information (PII) consists of any
combination of: Full name, Home address, Email address
(if private from an association/club membership, etc.),
National identification number, Passport number, IP
address (in some cases), Vehicle registration plate
number, Driver's license number, Face, fingerprints, or
handwriting, Credit card numbers, Digital identity, Date of
birth, Birthplace, Genetic information, Telephone number,
Login name. According to NIST186
A Programmable Logic Controller, or PLC for short, is
simply a special computer device used for industrial
control systems. They are used in many industries such
as oil refineries, manufacturing lines, conveyor systems
and so on. Where ever there is a need to control devices
the PLC provides a flexible way to "softwire" the
components together.
The basic units have a CPU (a computer processor) that
is dedicated to run one program that monitors a series of
different inputs and logically manipulates the outputs for
the desired control. They are meant to be very flexible in
how they can be programmed while also providing the
advantages of high reliability (no program crashes or

183

https://www.definitions.net/definition/multipath+propagation
https://en.wikipedia.org/wiki/Network_Lateral_Movement
185
https://www.nmea.org/content/STANDARDS/NMEA_0183_Standard
186
http://csrc.nist.gov/publications/nistpubs/800-122/sp800-122.pdf
184

82

No.

68.

69.

70.

71.

Terms

Definitions
mechanical failures), compact and economical over
traditional control systems.187
Public Key Infrastructure
The Public key infrastructure (PKI) is the set of hardware,
(PKI)
software, policies, processes, and procedures required to
create, manage, distribute, use, store, and revoke digital
certificates and public keys. PKIs are the foundation that
enables the use of technologies, such as digital
signatures and encryption, across large user populations.
PKIs help establish the identity of people, devices, and
services – enabling controlled access to systems and
resources, protection of data, and accountability in
transactions.188
Radar (ARPA)
ARPA is an acronym for Automatic Radar Plotting Aid.
A marine radar with automatic radar plotting aid (ARPA)
capability can create tracks using radar contacts.189
All ARPA models display basic collision avoidance data:
CPA (closest point of approach), TCPA (time to CPA),
range (distance) and bearing (direction) to the target of
interest, and target course and speed. The most
advanced models will allow a nautical chart of the area
being transited to be electronically overlaid upon the radar
display so that by looking at one screen the navigator can
see where he is with respect to the charted channel as
well as view stationary and moving targets that may pose
a threat to his planned navigation.
Real-Time Kinematic (RTK) Real-Time Kinematics (RTK) is a differential GNSS
technique that provides high performance positioning in
the vicinity of a base station, whose location is well
known. From an architectural point of view, RTK consists
of a base station, one or several rover users, and a
communication channel with which the base broadcasts
information (corrections) to the users at real time.190
Satellite Link 16 - S-TADIL-J S-TADIL J, or Satellite TADIL J, is a real-time Beyond
Line-of-Sight (BLOS) Tactical Digital Information Link
(TADIL) supporting the exchange of the same J Series
message set that is implemented on Link-16 . S-TADIL J
is designed to support and significantly improve longrange TADIL connectivity between widely dispersed fleet
operational forces.191
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72. SCADA

Terms

73. Scintillation

74. Security Policy

75. Software-Defined Radio
(SDR)

Definitions
SCADA is an acronym for supervisory control and data
acquisition, a computer system for gathering and
analyzing real time data. SCADA systems are used to
monitor and control a plant or equipment in industries
such as telecommunications, water and waste control,
energy, oil and gas refining and transportation.192
The term scintillation is used to describe time variations in
channel characteristics due to physical changes in the
propagation medium that diffract radio waves.
Ionospheric scintillation is the rapid modification of radio
waves caused by small scale structures in the
ionosphere. Severe scintillation conditions can prevent a
GPS receiver from locking on to the signal and can make
it impossible to calculate a position. Less severe
scintillation conditions can reduce the accuracy and the
confidence of positioning results.
Scintillation of radio waves impacts the power and phase
of the radio signal. Scintillation is caused by small-scale
(tens of meters to tens of km) structure in the ionospheric
electron density along the signal path and is the result of
interference of refracted and/or diffracted (scattered)
waves. Scintillation is a strong function of local time,
season, geomagnetic activity, and solar cycle but it also
influenced by waves propagating from the lower
atmosphere.193
A set of rules that governs all aspects of security-relevant
system and system element behavior. Note 1: System
elements include technology, machine, and human,
elements. Note 2: Rules can be stated at very high levels
(e.g., an organizational policy defines acceptable
behavior of employees in performing their
mission/business functions) or at very low levels (e.g., an
operating system policy that defines acceptable behavior
of executing processes and use of resources by those
processes).194
Software-defined radio (SDR) is a radio communication
system where components that have been typically
implemented in hardware (e.g. mixers, filters, amplifiers,
modulators/demodulators, detectors, etc.) are instead
implemented by means of software on a personal
computer or embedded system.195
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76. SPF (Sender Policy
Framework)

Definitions
The Sender Policy Framework (SPF) is an emailauthentication technique which is used to prevent
spammers from sending messages on behalf of your
domain. With SPF an organization can publish authorized
mail servers. Together with the DMARC related
information, this gives the receiver (or receiving systems)
information on how trustworthy the origin of an email is.
SPF is, just like DMARC, a email authentication technique
that uses DNS (Domain Name Service). This gives you,
as an email sender, the ability to specify which email
servers are permitted to send email on behalf of your
domain.196
77. Secure Sockets Layer (SSL) SSL (Secure Sockets Layer) and its successor, TLS
(Transport Layer Security), are protocols for establishing
authenticated and encrypted links between networked
computers. Although the SSL protocol was deprecated
with the release of TLS 1.0 in 1999, it is still common to
refer to these related technologies as “SSL” or “SSL/TLS.”
The most current version is TLS 1.3, defined in RFC 8446
(August 2018).197
78. Supply-Chain Attacks
Attacks that allow the adversary to utilize implants or
other vulnerabilities inserted prior to installation in order to
infiltrate data, or manipulate information technology
hardware, software, operating systems, peripherals
(information technology products) or services at any point
during the life cycle.198
79. Time-Division Multiple
Time-division multiple access is a channel access method
Access (TDMA)
for shared-medium networks. It allows several users to
share the same frequency channel by dividing the signal
into different time slots. The users transmit in rapid
succession, one after the other, each using its own time
slot.199
80. TLS
See SSL definition.
81. Tracking, Telemetry, and
Means of accessing the control systems in a spacecraft in
Control (TT&C) System
order to position and configure the spacecraft; or the
facility which monitors and controls the health of a
satellite.200
82. VLAN
A VLAN is a group of devices on one or more LANs that
are configured to communicate as if they were attached to
the same wire, when in fact they are located on a number
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83. VLAN Hopping

84. Virtual Private Network
(VPN)

85. VSAT

86. WAAS

87. White Picture (WP)

88. X.25

Definitions
of different LAN segments. Because VLANs are based on
logical instead of physical connections, they are
extremely flexible.201
VLAN hopping is a computer security exploit, a method of
attacking networked resources on a virtual LAN (VLAN).
The basic concept behind all VLAN hopping attacks is for
an attacking host on a VLAN to gain access to traffic on
other VLANs that would normally not be accessible.202
A virtual private network, or VPN, is an encrypted
connection over the Internet from a device to a network.
The encrypted connection helps ensure that sensitive
data is safely transmitted. It prevents unauthorized people
from eavesdropping on the traffic and allows the user to
conduct work remotely. VPN technology is widely used in
corporate environments.203
A very small aperture terminal (VSAT) is a two-way
satellite ground station with a dish antenna that ranges
from 75 cm to 1.2 m. VSATs are used to transmit
narrowband data (e.g., point-of-sale transactions using
credit cards, polling or RFID data, or SCADA), or
broadband data (for the provision of satellite Internet
access to remote locations, VoIP or video). VSATs are
also used for transportable, on-the-move (utilising phased
array antennas) or mobile maritime communications.204
Satellite navigation - WAAS is an extremely accurate
navigation system developed for civil aviation. WAAS
provides service for all classes of aircraft in all phases of
flight - including en route navigation, airport departures,
and airport arrivals. This includes vertically guided landing
approaches in instrument meteorological conditions at all
qualified locations throughout the U.S. National Airspace
System (NAS).205
The collection of civilian maritime Tracks and Vessels
with classification of non-combatants (merchant, fishing,
pleasure, research, government etc.) and relevant
Reference Objects "206
X.25 is an ITU-T standard protocol suite for packetswitched wide area network communication. An X.25
WAN consists of packet-switching exchange nodes as the

201

https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst4500/12-2/25ew/configuration/guide/conf/vlans.html
https://en.wikipedia.org/wiki/VLAN_hopping
203
https://www.cisco.com/c/en/us/products/security/vpn-endpoint-security-clients/what-is-vpn.html
204
https://en.wikipedia.org/wiki/Very-small-aperture_terminal
205
https://www.faa.gov/about/office_org/headquarters_offices/ato/service_units/techops/navservices/gnss/waas/
206
Concept of employment for TRITON, October 2018.
202

86

No.

Terms

89. Zero-Day Threats

207
208

Definitions
networking hardware, and leased lines, plain old
telephone service connections, or ISDN connections as
physical links.207
A zero-day attack happens once that flaw, or
software/hardware vulnerability, is exploited and attackers
release malware before a developer has an opportunity to
create a patch to fix the vulnerability—hence “zeroday.”208

https://en.wikipedia.org/wiki/X.25
https://www.fireeye.com/current-threats/what-is-a-zero-day-exploit.html
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