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Executive Summary 
The Ministry of Defense-France requested this white paper 

regarding the use of big data in the maritime environment and 

naval warfare. Based on research conducted via academic papers 

and articles, NATO documentation, and conferences, the paper 

directs recommendations to the Alliance as a whole, however, 

each Nation should see the recommendations as being directed to 

them. Due to the breadth of information regarding big data and 

analytics, it is my intention that this paper lays the 

foundation for future research that will focus on specific areas 

within NATO operations for big data to be exploited.   

Big data is an extremely broad field that requires us to 

operationalize its use in every domain and area of operations: 

logistics, maintenance, planning, recruiting, operations, ISR, 

etc. We can break these areas down to a joint maritime spectrum 

that covers readiness and operations (see Figure 1).   

 

Figure 1 Basic Spectrum of Military Operations 

Currently, readiness areas (logistics, personnel, training, 

maintenance, etc.) are using big data applications to overcome 

resource shortfalls.   

Big data is a key enabler to future warfare as it feeds machine 

learning and artificial intelligence, which in turn feeds 

autonomous systems. The overlap between big data, autonomy, AI, 

and cybersecurity is very clear (see Figure 2).  
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Several organizations are using big data analytics to sort the 

millions of pieces of maritime information that are produced 

each month through AIS and various land and sea based sensors 

for maritime situational awareness (MSA) and environmental 

knowledge products. Agencies are using big data to search for, 

recruit and train the right people. Using big data analytics for 

predictive maintenance and facility operation based on past 

performance data is saving money and increasing operational time 

and life.  

Further research to determine how big data analytics will affect 

each area of warfare is required. We recommend focusing our 

research to specific tasks within the spectrum of joint 

operations as we build the theory for the integration of big 

data to NATO operations. We will then conduct gaps and overlaps 

analysis to network other organizations working on big data 

solutions to provide greater understanding and recommendations 

for the Alliance.  

Figure 2 Big Data and AI 
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The common challenges, uses, and mitigations provided are just a 

small step for the Alliance to harness big data. The bottom line 

is that the Alliance needs a data vision and strategy to guide 

us to formulate and use analytics to provide the products our 

operational and tactical units need while we analyze and test 

theories on big data solutions, Figure 3 shows a recommended 

road map.  

 

 

Figure 3 Big Data Roadmap 

The paper provides several examples through the DOTMLPFI domains 

that can be adjusted and adopted for any organization. Big data 

has the capability to influence every aspect of an organization 

from human resources to training, logistics to facility 

management, and daily operations to warfighting. Right now, 

situational awareness applications are showing patterns of life 

(PoL) throughout the world, intelligence agencies are using big 

data to find anomalies in paperwork and the PoLs. NATO’s Centre 

for Maritime Research and Experimentation is using big data to 

create environmental knowledge tactical decision aids. Agencies 

are streamlining recruitment and training processes to provide 

greater flexibility to their workforce. Putting all of these 
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applications of big data to use increases efficiency and reduces 

operational costs.  

It is recommended that the Ministry of Defense develop a vision 

and strategy for big data analytics, with a person (or group of 

people) responsible for research and development of analytics 

uses and implementation.  
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Preface 
As maritime and world threats have changed over the last thirty 

years, military and political strategies have as well. 

Governments throughout NATO have restructured and reduced 

military size while increasing capabilities in weaponry. Against 

whom are we building these capabilities? The ultimate goal of 

any military is to become more efficient and lethal in all 

domains, against all threats. How do we get there? What tools 

are available to adapt our forces that are facing various 

threats from state and non-state actors? With the return of peer 

competition with Russia, the rise of China as a peer competitor, 

and the asymmetric threats around the world, NATO must turn 

toward artificial intelligence, autonomy, and robotics, all of 

which incorporate big data analytics, to defend against, deter, 

and ultimately counter any future threat. Utilizing the vast 

seas of data that our collective alliance has stored and 

continues to capture from numerous sources and sensors needs to 

be an advantage as we march forward. By harnessing the power of 

all the data stored in our servers and gathered by our sensors, 

we will enjoy combined success in defending the Alliance and 

partner nations. Dwight D. Eisenhower said “pessimism never won 

any battle,” and “may we never confuse honest dissent with 

disloyal subversion.” I venture to say that an optimistic look 

at the positive potential, with a deep look at the risks and 

negatives of big data analytics, will yield answers that 

otherwise would escape us. As the use of big data becomes more 

common in the private sector and the industry shows us the 

benefits, it becomes inevitable for the armed forces to find 

ways to implement these capabilities and lead us in to the best 

uses of artificial intelligence. 

 

Jeremy J. Huls 

Lieutenant Commander (USA-N) 

Staff Officer, Strategic Plans and Policy, CJOS COE 
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Introduction: What is big data? 

If you search “big data analytics” 

in Google, you will receive 1.8 

BILLION results. The amount of 

information and the number of 

companies selling big data 

solutions is not only eye opening, 

but also overwhelming. If you add 

“in maritime industry”, you 

receive 15.3 million results. 

Search with “in naval warfare” 

instead, and your return goes over 

24 million. So, what is big data? 

In 2014, Thomas Davenport defined 

big data as “data that is too 

large to reside on a single server 

and is most often continually 

flowing.”1 According to RAND, big 

data is defined as “a data set so vast that it stresses the 

limits of traditional databases along four parameters: volume of 

data; variety of data formats; velocity of data searches; and 

lastly the veracity of conclusions based on data.”2  In a 

presentation at Big Data for Intelligence in October 2018, 

Cynthia Barnett-Ryan added a fifth parameter: value (Figure 4).3 

Without value, the data collected is useless, it becomes just 

another set of letters and numbers in the sea of data.  

While big data is an emerging technology in the maritime 

environment, it has been leveraged successfully in government 

agencies and the private sector. “The government, as well as 

private sector organizations, are realizing the strategic value 

of putting an executive in charge of its data and 

analytics...leading organizations are relying on chief data 

                                                           
1 Davenport, Thomas, big data@work (Harvard Business Review Press, 2014), 1. 
2 Porche, Isaac R. III, Bradley Wilson, Erin-Elizabeth Johnson, Shane Tierney, 

and Evan Saltzman, Data Flood: Helping the Navy Address the Rising Tide of 

Sensor Information. Santa Monica, CA: RAND Corporation, 2014. 

https://www.rand.org/pubs/research_reports/RR315.html. Also available in 

print form. 
3 Barnett-Ryan, Cynthia, Improving Access to U.S. Crime Data, presented 16 

October 2018 at Big Data for Intelligence, Washington, D.C. 

Figure 4: Five V's of Data 
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officers for innovation and transformation across their 

organizations.”4 Many private companies are using big data for 

day-to-day operations and have proven to be operating in a more 

safe, effective, and efficient manner, for example, Carnival 

Corporation and PLC, The Port of Virginia, and Airbus. 

Several areas in which big data has maritime applications 

include remote sensing (data collection), voyage planning, 

intelligent traffic management, operational predictability, 

energy management, environmental monitoring, vessel safety and 

security, condition monitoring and predictive maintenance, 

performance monitoring and optimization, intelligence, 

surveillance, reconnaissance, and personnel management. 

Big data needs to be exploited in all areas of the Ministry of 

Defense as the Alliance has begun to examine how big data 

analytics can (and should) be used to increase efficiency and 

lethality in all warfare domains. While not all-inclusive, we 

have sought to provide current and potential uses, issues and 

weaknesses, and mitigation recommendations to take advantage of 

big data analytics and identify those issues regarding big data 

trends in the naval warfare environment (afloat and ashore). A 

common theme amongst all organizations was that we are searching 

for a “needle in a field of haystacks” and big data analytics 

can narrow our search.    

Common Challenges and Concerns 

To avoid repetition, the following discussion covers common 

challenges to all mission areas. NATO Industrial Advisory Group 

(NIAG) 208 conducted a study, stating in the final report that 

“issues associated with data governance, ownership, privacy, 

location of storage infrastructure, data sources and formats, 

and data latency choices have a significant impact on big data 

exploitation.”5 Without proper standardization and labeling, data 

sets are illogical, incomplete, scattered, and could become 

corrupted. 

                                                           
4 Miller, Jason. From CDOs to CIOs: Agencies must find balance between hip, 

cool and timeworn, true, 07JULY2015.  

Link: https://federalnewsnetwork.com/big-data/2015/07/agencies-must-find-

balance-hip-cool-timeworn-true/ 
5 NIAG SG.208, Adopting Big Data in NATO, May 31, 2017, 1-10. 
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To ensure data is properly acquired, shared, organized and 

analyzed, interoperability between the domains of all mission 

partners is required. To mitigate the security risk, an 

interoperable security architecture must exist. Additional 

barriers include language (translation errors for example), 

“need to know”, national security and information sharing 

agreements.  

Big data concepts will need to be applied at the 

headquarter (advantaged) level and unit 

(disadvantaged) level. Applying big data 

concepts to a naval unit will face challenges 

largely due to the limited amount of bandwidth 

available (increased download times, see Figure 

5)6, lack of big data expertise, and the lack of 

ability to process the large amounts of data 

available at the disadvantaged unit level.  The 

maritime industry already faces challenges with 

data being commercially or nationally sensitive 

(may contain personal information, business 

data, etc.), information sharing limited to a 

stated purpose (shipping manifests, crew lists, navigational 

routing), the perceived (or realized) lack of metadata7, the 

variety of data from intelligence sources and sensors, and 

standardization of data. One of the key ideas we must take into 

account is that maritime data is declarative: data may be 

intentionally or unintentionally reported incorrectly: shipping 

manifests and crew lists are examples of data that are known to 

be susceptible to nefarious behavior.  

The challenges expand to security and quality control of data 

and the supporting systems, such as the use of cloud-based 

networks. The known security risks and cyber defense of cloud 

computing will be key to implementing big data. To ensure big 

data analytics are useful to the naval unit will require a 

dependency on shore facilities for storage and access to the 

large data lakes. This will add vulnerabilities through data 

security, cybersecurity, resiliency and redundancy of land-based 

facilities. Adopting common information technology (IT) 

standards and data methods to protect data, label/tag data 

                                                           
6 Large file transfer speed, https://www.speedtest.net/about/knowledge/faq. 
7 Metadata is a set of data that describes and gives information about other 

data. 

Figure 5:  1 Gigabyte 

transfer times 
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correctly, apply appropriate classification, access, and 

permissions are just a few of the processes that will need to be 

perfected for big data analytics to be useful for the 

disadvantaged user.  

Additionally, the large amounts of data require large data 

centers to store it. As an example, if we were to digitize all 

the information in the U.S. Library of Congress, we would need 

to store over 7 petabytes (7,000 terabytes) of data.8  The U.S. 

Department of Defense brings in approximately 22 terabytes of 

data per day just in Intel.9 The U.S. Navy collects more data in 

a day than all of the information in the Library of Congress.10 

As new sensors become available with newer technology, we can 

safely assume the amount of data brought in will exponentially 

increase. 

Other questions that need further study: 

-How long will it take to develop and build big data 

capability? We need data scientists and military subject matter 

experts to adapt the data to a common standard and to develop 

the algorithms to search the data for the information needed for 

a subject. 

-How do we maintain the systems, including updates and 

cyber defense, without compromising the information? Are our 

current systems capable of running the appropriate applications? 

We cannot introduce bugs and blocks to the systems that create 

unnecessary downtime. 

Discussion 

While big data itself is not a direct warfare issue, it is an 

enabler for all levels of operations (BACO/Crisis/MJO+/MLE) and 

warfare domains. There are several examples in the United States 

government of data science and data analytics being used, with 

the U.S. Air Force (USAF) emerging as a leader with the 

Department of Defense. In a white paper from January 2016, it is 

                                                           
8 Dube, Ryan. “Memory Sizes: Gigabytes, Terabytes, and Petabytes Explained”, 
Help Desk Geek, https://helpdeskgeek.com/networking/memory-sizes-gigabytes-

terabytes-and-petabytes-explained/, February 8, 2019. 
9 Mehta, Aaron. “Pentagon Tech Advisers Target How the Military Digests Data”, 

Defense News, April 6, 2017. 
10 Maucione, Scott. “Navy Plan for CDO has Been Stagnant for Almost a Year as 
Potential Benefits Pass By”. Federal News Network, October 27, 2017. 
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stated, “technological advances in live data streaming and 

correlation allow for real-time decision making on a scale never 

before experienced in USAF ISR. We now have the ability to 

ingest disparate data sets, put relevant conditions and rules in 

place, and derive insights and prescriptive intelligence in an 

unprecedented fashion.”11 The ability to properly access, tag, 

and correlate data gives users an advantage that cannot be 

quickly eliminated. There are already open lines of 

communication regarding how the Alliance can “weaponize” data 

and information for future conflict. This does not just mean the 

social media/public domain/political war of words (think 

strategic communications), but the knowledge of the operating 

area, the command and control (C2) of the information and data 

that will be used to fight the battles. The goal will be to 

harness information and data in such a way that the side that 

better understands and can act with that C2 will essentially 

force the surrender of the other side because they do not have 

that understanding of the data. Imagine that your enemy has the 

knowledge that you can predict with high confidence level when, 

where, and why your enemy will move his assets. That kind of 

knowledge could prevent any aggression and provide political and 

economic solutions instead of military solutions. A U.S. Navy 

admiral recently said in a meeting, “We need to use data and 

information so that we get the right [asset] in the right place 

when we need it there.”12 In an August 2014 Signal article, 

Stephen Kreider, Army Program Executive Officer, Intelligence, 

Electronic Warfare and Sensors (PEO-IEWandS) stated: “it’s all 

about big data—how to process it in terms of the fusion and the 

algorithms for continuity and the meshing of different sensors, 

how to transport it to the sites that need it, and how to get it 

down to the lowest level at the tactical edge.”13 This is shown 

through a variety of Maritime Situational Awareness applications 

such as the European Marine Observation and Data Network 

                                                           
11 LtGen Otto, Robert P., USAF, Data Science and the USAF ISR Enterprise, 

January 2016, 6. 
12 Unattributed quote from staff meeting, CJOS COE Office, Norfolk, VA, March 

5, 2019. (should I get the admiral on the record, leave it as is, or drop the 

quote?) 
13 Seffers, George I., “Tackling Big Data With Small Projects”, Signal, 

https://www.afcea.org/content/tackling-big-data-small-projects, August 1, 

2014. 

https://www.afcea.org/content/tackling-big-data-small-projects
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(EMODnet)14 and at NATOs Centre for Maritime Research and 

Experimentation (CMRE).15 The multitude of sensors and the data 

they collect provide Patterns of Life (PoL) for anomaly 

detection, shipping lanes, fishing areas, etc. The U.S. Coast 

Guard16 is utilizing PoLs and shipping information to watch for 

the shipping of illegal goods and human trafficking, and the EU 

is watching for the movement of illegal weapons and tracking 

refugees in the Mediterranean Sea, as well as piracy off the 

African coasts, in projects such as Operation SOPHIA.17   

Doctrine 

We all rely on doctrine in our daily operations, from 

administrative matters to combat operations; it is the lifeblood 

of the military. Yet, NATO does not have a strategic data 

vision. The C3 Board has published several policy papers 

(policy, directives and guidance) on information management (the 

closest topic to big data analytics), information assurance and 

data protection. NATO did publish STANAG 4774 Confidentiality 

Metadata Label Syntax and 4778 Metadata Binding Mechanism that 

standardize data markings. Both documents belong to information 

management but will have an impact on big data. NATO does not 

have a central reference for big data analytics as of yet. A 

vision on data centric security is in development, but it is 

safer to say that existing doctrine is very limited in scope, 

and research-based rather than operationally used. With the C3 

board and working groups, however, doctrine will evolve and 

grow. “Data is a strategic asset [and] without a strategic 

approach to data, it cannot be leveraged as such.”18 All nations 

and the Alliance need a data strategy. The only way to use big 

data is to ensure standardized and quality data that can be 

accesses safely and securely by the right people. With the 

                                                           
14 http://www.emodnet.eu/. EMODnet is used for the public sector, private 

sector, civil society and research communities.  
15 Information regarding CMRE projects April 15-16, 2019. 
16 Mannes, Aaron, Culmen International, LLC., supporting the U.S. Department 

of Homeland Security Science and Technology’s Data Analytics Technology 

Center, Vast and Varied: Big Data at DHS, presented 16 October 2019 at Big 

Data for Intelligence, American Institute of Architects, Washington, D.C. 
17 Captain Engroos, Jorgen, FIN N, ACOS CJ2, EUNAVFOR, (Operation SOPHIA) 

“Leveraging Information to Conduct Maritime Operations in the Mediterranean,” 

presented 27 November 2018 at Maritime Information Warfare, Copthorne Tara 

Hotel, London, UK. 
18 Vidrine, Eileen, “The Power of Data”, presented 16 October 2018 at Big Data 

for Intelligence, Washington, D.C. 

http://www.emodnet.eu/
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growing amount and quality of data available, analysts need to 

be able to “look for gaps and seek to fill them, or asses the 

data to make projections about future events.”19 The U.S. Air 

Force utilizes the following data vision20: 

The Air Force is a data-driven organization-one that 

purposefully collects, creates, shares and acts upon 

trusted data in and across all mission areas and 

domains – empowering airmen and the machines they rely 

upon with timely access to the right data to 

accelerate effective and decisive action at the speed 

and scale of operations.  

Organization 

This topic will needs further study for organizational changes 

that could be applicable within organizations. Several agencies 

in the U.S. started with a working group that was given two 

years to “find a path” in using big data analytics, which led to 

the creation of a Chief Data Officer (CDO) and an analytics 

department or group. The Chief Data Officer and data team most 

likely already exist within the organization. A direct structure 

and strategy will give those people the guidelines necessary to 

create innovative ways to use big data analytics. Organizational 

changes to take advantage of the trained and skilled teams are 

necessary to exploit big data.  

Training 

The need for data scientists and qualified personnel is vital 

for the successful implementation of big data analytics. Forces 

will have to consider training, recruiting, and retaining 

personnel with the abilities and skillset to sustain these 

programs. Training will be required as new technologies are 

introduced and for the analysts to adapt new applications. 

Figure 6 shows a basic set of skills needed to use big data. An 

analyst needs to know how to write code to conduct numerical and 

statistical analysis with large data sets. Some of the coding 

languages that are useful include Python, R, Java, and C++, 

                                                           
19 LtGen Otto, Robert P., USAF, Data Science and the USAF ISR Enterprise, 

January 2016, 2. 
20 Vidrine, Eileen, “The Power of Data”, presented October 16, 2018 at Big 

Data for Intelligence, Washington, D.C. 
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among others.21 The 

expertise in big data 

analytics will not 

reside in our network 

administrators. 

Organizations will need 

to ensure proper 

training for the data 

creators, collectors, 

and analysts and that 

the standardized 

policies and procedures 

to mark and handle data 

utilized.  

 

Materiel 

Big data has already made an impact in logistics across all 

sectors of government, commercial, private and the military. 

Online applications use 

the data collected 

about an individual to recommend purchases, social media uses 

the data collected to display advertisements relevant to the 

user and to shape content. Supply chain management is using big 

data to determine where to establish distribution centers and to 

choose the best delivery routes. 

NIAG SG.208 conducted a Predictive Maintenance Operational 

Scenario, which showed that predictive analysis and big data 

could provide alerts, and warnings, automatic intervention, 

enhanced electronic dashboards, failure predictions, and 

maintenance tasks.22 

The U.S. Submarine Force utilizes Performance Monitoring Team 

(PMT) as an organization that ensures safe, reliable and cost 

effective operating cycles by assessing submarine performance 

using condition-based maintenance techniques. PMT uses a form of 

big data analytics to track and monitor component level health 

in Hull, Mechanical and Electrical systems on submarines. These 

systems focus on the safety and effectiveness of the ship. 

                                                           
21 https://www.springpeople.com/blog/top-big-data-skills-that-are-high-in-

demand/ 
22 NIAG SG.208, Adopting Big Data in NATO, May 31, 2017, 1-28. 

Figure 6: Big Data Skillset 
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Specifically, PMT collects data on 66 monitored systems, 

encompassing nearly 20,000 maintenance actions per year. This 

data is used by the sea systems agency to determine costs 

drivers, cost of aging and health of equipment. This program has 

allowed the Navy to identify equipment issues in their infancy, 

which allows for better maintenance planning, more time to plan 

maintenance periods, avoiding emergent repairs during 

operational periods, reducing maintenance personnel costs, and 

returning operational time to the asset. Data provided by PMT 

administrative teams showed that PMT provides the following 

savings annually approximately 22 million USD in maintenance 

cost avoidance (materials and labor) and 5,000 materiel 

deficiencies that would have become operational impacting 

failures. PMT also provided data on the direct impact to the 

life cycle of all classes of U.S. submarines, and applied 

generally, the cost savings per operating life cycle is 

approximately 25 million USD per submarine, and each class has 

been able to gain about 3.3 years of additional operational time 

from each ship.23  How does PMT do this? They have a staff of 

engineers in a central office that work on specific pieces of 

equipment; usually they are one of the designers of the 

equipment. Based on run-time and design analysis, the engineers 

create a database. PMT field offices collect data from the 

equipment and upload it to a web-based application. In the 

application, users can compare currently installed equipment to 

the lab database. The engineer will provide recommendations for 

repair or replacement, and the timeline to accomplish it. Other 

organizations and private companies are using big data in their 

maintenance programs and logistics chains. 

Leadership and Education  

The technological gap between senior leaders and junior 

personnel is large, but not insurmountable. Training and 

education provided to leadership will give them the ability to 

think of more ways to use data analytics, to see how analytics 

are used, and to see the needed advances in technology. A common 

theme amongst senior leadership is the distrust of information 

systems and potential analytics uses in the development of 

                                                           
23 Data provided by Performance Monitoring Team, 392A, located in Groton, CT, 

USA. Data released for public viewing is ten years old, no mathematical 

operations used to estimate today’s impact by the organization. No additional 

citation information provided.  
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machine learning and artificial intelligence applications. 

Informational forums and discussions could mitigate some of this 

uneasiness. 

Personnel  

Air Force Deputy Chief Information Officer Bill Marion said, 

“We’re combining tried and true recruiting methods with big data 

analytics to find ‘centers of gravity’ for talent, merging 

efforts like Defense Innovation Unit Experimental (DIUx) and Air 

Force Digital Services along with Reserve Officers’ Training 

Corps.”24 They look for talent from schools that do well in the 

National Cyber Collegiate Defense Competition. Jeff Mayo, the 

deputy assistant secretary of the Air Force for force management 

integration, said “There is a huge amount of data out there, and 

some of it can help us make the connections that we need to […] 

the number of recruiters we have is fairly limited so we need to 

use some analytical tools — take advantage of much of the data 

that we have — to minimize that search effort, to hone us in on 

the specific individuals that we’re looking for.”25 One test 

underway in New England brings both military and civilian, 

active and reserve recruiters, seeking both officers and 

enlisted personnel, together on a common contact management 

system to find new areas to recruit in.26  

One of the more interesting uses of big data analytics came from 

the USAF’s need to fix their aircrew shortfall. The USAF was 

facing a large deficit in the number of pilots it had to the 

number it needed. They were competing with the commercial flight 

industry that offered better job security, upward mobility, 

flexible schedules, equal or higher pay, quality training, and a 

quality work environment. The USAF was able to streamline 

recruiting (bringing in more quality candidates to increase 

their number of qualified air crew), training (reducing the 

classroom time by moving training to computer-based learning 

early in the candidate’s initial training process) and building 

                                                           
24 Larson, Lauren, “Air Force Leverages Big Data for Better Face-to-Face 

Recruiting”, https://federalnewsnetwork.com/human-capital-management-

insights/2017/05/air-force-leverages-big-data-for-better-face-to-face-

recruiting/, May 31, 2017. 
25 ibid. 
26 Larson, Lauren, “Air Force Leverages Big Data for Better Face-to-Face 

Recruiting”, https://federalnewsnetwork.com/human-capital-management-

insights/2017/05/air-force-leverages-big-data-for-better-face-to-face-

recruiting/, May 31, 2017. 
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incentive packages (monetary and non-monetary based) to retain 

qualified crew members.27   

Facilities 

The key to utilizing big data is to have data servers with 

properly marked and filed data. Centralized data centers will be 

necessary to ensure there is enough storage for all the data 

collected throughout NATO, however, with cloud computing, data 

centers should be decentralized to provide greater physical 

security and resiliency. There will also be a need for 

redundancy as data centers are targets for opposing forces, and 

due to potential power outages and natural disasters. While new 

facilities may not be required, updated infrastructure is 

necessary to provide proper atmospheric and security controls at 

the data storage facilities.  

As for current facilities, big data affects facility and 

operations management through energy consumption reduction and 

life-cycle management. Energy management is a proven use for big 

data in facilities operations. Combining previous year’s weather 

and energy use allows systems to adjust, minimizing fluctuations 

in energy consumption and atmospheric changes within facilities. 

Several companies have moved their distribution centers and 

warehouses to operating “in the dark”, a system where autonomous 

vehicles receive, store, and retrieve supplies in warehouses 

that do not require lighting and require minimal atmospheric 

controls. 

Interoperability 

In order to ensure data is properly acquired, shared, organized 

and analyzed, interoperability between the domains of all 

mission partners is required. To mitigate the security risks, an 

interoperable security architecture must exist. Additional 

barriers include language (including translation errors), “need 

to know”, national security and information sharing agreements, 

algorithm development and ownership, and cost effectiveness. 

CMRE Projects Gathering and Using Big Data Analytics 

The Centre for Maritime Research and Experimentation (CMRE) is 

NATO's knowledge repository for maritime science and technology, 

offering a trusted platform for NATO Nations and partners to 

                                                           
27 Vidrine, Eileen, “The Power of Data”, presented October 16, 2018 at Big Data 
for Intelligence, Washington, D.C. 
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work together and to share science and technology.28 CMRE is 

utilizing ocean gliders to gather environmental data to further 

knowledge of the waters NATO countries operate in (Environmental 

Knowledge and Operational Effectiveness). The amount of data is 

extremely large and creates PoLs and historical environmental 

information for the Alliance. This creates environmental 

characterizations that lead to tactical predictions and decision 

aids.29 Operators use big data algorithms to aid decision making 

at the operational and tactical level due to amount of data and 

the predictive nature of the deliverable. Some use-cases of the 

systems include gaining knowledge of ocean fronts and 

thermoclines. CMRE also has a data knowledge and operational 

effectiveness (DKOE) project that is in line with ACT’s Vision 

for Maritime SandT objective 5 for NATO to build and share a 

coherent maritime situational awareness.30 

Recommendations 

Military operations depend upon the unimpeded flow of accurate 

and relevant information to support timely decisions related to 

battle planning and execution.31 The first step is to develop a 

data vision and strategy. This allows for further policy and 

guidance development, leading to actual use in all areas. 

Several organizations have adopted a vision for data and a data-

centric structure to focus on ensuring data is acquired, saved, 

and usable. We recommend that NATO adopt a data vision to 

harness the power of data as soon as possible. This will allow 

the military committee to use the vision to build a data 

strategy, which in turn will allow the various commands to build 

their data principles and operationalize big data.   

Utilize Data Centric Security  

Data Centric Security (DCS) represents a new concept for 

information sharing and safeguarding; rather than focusing on 

network perimeter defense, it focuses on securing access to the 

data itself. It proposes configuring a comprehensive set of 

security measures, involving both passive and reactive measures, 

                                                           
28 https://www.cmre.nato.int/about-cmre/history-and-vision 
29 https://www.cmre.nato.int/research/environmental-knowledge-and-operational-

effectiveness 
30 https://www.cmre.nato.int/research/maritime-situational-awareness 
31 “Unified Military Intelligence Picture Helping to Dispel the Fog of War”, 

Defense Advanced Research Projects Agency (DARPA), 

https://www.darpa.mil/news-events/2013-09-05, September 5, 2013. 
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to address various information 

sharing scenarios in both the short 

and long term. DCS has a great effect 

and immediate applicability to cross-

domain information sharing needs, 

providing a clear technical path for 

migration towards a fully data-

centric security architecture in the 

future.  

DCS effectively bridges the divide 

between IT security technology and 

information sharing.32 Companies such 

as Advance Systems Management Group 

(ASM), TITUS, Cord3, and Boldon James 

among others are offering proven 

mechanisms for the safe use of big 

data. Data labelling (metadata and 

confidentiality) is one way to 

safeguard this information and is the 

foundation of a data centric 

approach. One of the key enablers for 

the successful implementation of a 

DCS Strategy is an electronic 

Information Sharing Agreement (eISA).  

 

The Alliance needs to establish use 

of FAIR data principles (Figure 7).33  

Setting and enforcing data standards, 

and utilizing principles that allow 

the exploitation of data are key 

enablers for big data applications. 

Conclusion 

What is the “so what”? There are 

numerous examples of how to use big 

data analytics in our military 

                                                           
32 LCDR Lee Atkinson, Data Centric Security Track Lead Tide Sprint Fall, 2018 
33 Wilkinson, Mark D., The FAIR Guiding Principles for scientific data 

management and stewardship, Scientific Data 016/03/15/online, Vol. 3, Sp. 

160018, URL: https://doi.org/. 

FAIR data principles 

Findable: 

-data assigned globally 

unique and persistent 

identifier 

-data described with rich 

metadata 

-data clearly and explicitly 

include identifier of data it 

describes 

-data registered or indexed 

in searchable resource 

 

Accessible: 

-data retrievable by 

identifier using standardized 

communications protocol 

that is open, free, and 

universally implementable 

-protocol allows 

authentication and 

authorization 

-data accessible, even when 

it is no longer available 

 

Interoperable: 

-data uses formal, 

accessible, shared, and 

broadly applicable language 

for knowledge representation 

-data use vocabularies that 

follow FAIR principles 

-data includes qualified 

references to other data 

 

Reusable: 

-metadata richly described 

with plurality of accurate 

and relevant attributes 

-data released with clear and 

accessible usage license 

-data are associated with 

detailed provenance 

-data meet domain-relevant 

community standards. 

 
Figure 7: FAIR Data 

Principles 
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organizations and structures. We know that big data can save 

money, increase efficiency, and is needed to train algorithms 

for use in machine and deep learning, which are needed for 

artificial intelligence and future autonomous projects. Big data 

can be utilized in all areas from warfare to logistics and 

administrative functions. The things left to consider are the 

need to make data a strategic, shareable/releasable asset, 

provide proper data security and tagging, provide proper 

training and education, recruit and retain the right personnel, 

and ensure that the data analytic expertise and knowledge is not 

resident solely in one directorate. While there is risk due to 

security, and concerns regarding the lack of personnel with the 

requisite skillset, these are mitigated with appropriate 

security measures, training, and recruiting methods. Perhaps the 

biggest concern is to acknowledge that by not implementing the 

available technologies as fast as the private sector, we are 

failing to leverage advantages that would help the Alliance 

improve its ability to fight and win. We can no longer ignore 

the numerous benefits that the use of big data can provide. For 

example, using big data can facilitate our logistics, making it 

easier to maintain inventory, location, and maintenance of 

equipment. It can improve our operations, personnel management, 

and system maintenance while compiling information that can make 

us more efficient and gives us the ability to operate more 

safely, and be more lethal in battle. We do not want to be 

looking back five years from now wondering why we did not adopt 

big data analytics sooner. With the large amount of information 

available to us, this paper could not be all-inclusive, but it 

has opened the topic for further exploration in key areas. The 

Alliance needs to see that big data leads us to machine 

learning, artificial intelligence, and autonomous systems.  

The next steps include analysis and proposal of specific areas 

and applications to exploit big data, focusing on operational 

warfighting in the maritime domain, to help the Alliance take 

advantage of this disruptive technology to enhance its ability 

to fight and win.  
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Annex A Big Data Research Project 
By Mr. Dominique Taylor, Old Dominion University 

 

Introduction 

This is the age of Big Data.  The processing power of computers 

continues to grow.  A common iPhone has more computing power 

than the computers used in the original Apollo space mission.34  

This increase in processing power means that the amount of data 

produced has grown exponentially over the past several decades.  

Meanwhile, the algorithms used to manage and interpret the data 

produced by computers are becoming more sophisticated to take 

advantage of this processing power.  

The organizations that can take advantage of Big Data can 

become smarter, faster, and more flexible than their 

competitors.  Governments can become more organized and leaner 

in their delivery of social services.  Businesses can develop 

more efficient ways of producing goods and marketing them to 

customers.  Militaries can become faster at gathering relevant 

data and producing actionable intelligence. 

In this paper, I will describe the main characteristics of Big 

Data and discuss two case studies that can be applied to 

maritime operations.  First, I describe the concept of Big Data, 

including some of its defining characteristics.  Second, I 

define and discuss “crowdsourced” data and “smart data.” These 

two terms describe important forms of inputs and outputs in the 

overall process of Big Data collection.  I end with three case 

studies: 

 The Ushahidi software application and its use for the 

British Columbia Wildfires of 2017 

 The Organizational, Relationship and Contact Analyzer 

(ORCA) military software and its application to Middle East 

terrorist groups and American street gangs 

 The use of the Exact Earth software to combat illegal 

fishing in international waters   

 

The purpose of these case studies is to illustrate how Big Data 

collection and analysis can be used in maritime operations.      

                                                           
34 “How Do NASA's Apollo Computers Stack Up to an iPhone?”, Accessed 11/19/2018,  
https://www.popularmechanics.com/space/moon-mars/a25655/nasa-computer-iphone-comparison/ 
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Describing Big Data 

References to Big Data became commonplace in the 2010’s.  

However, uses of the term have been documented as early as the 

mid-1990’s (Diebold 2012).  John Mashey, a former employee of 

the technology firm Silicon Graphics first used the term to 

refer to large datasets.  The technology firm used it as an 

advertising hook to demonstrate to potential clients their 

ability to handle large quantities of data.   

 The term Big Data may have its origins as a sales gimmick, 

but the term pointed to a real notion that computers would be 

integrated into almost every aspect of human life and generate 

massive amounts of data.  In 2001, Doug Laney, an analyst at the 

research firm Gartner, described Big Data using three 

characteristics:  volume, velocity, and variety.  These three 

core characteristics amount to a descriptive definition of Big 

Data.  These three characteristics as given by Laney are listed 

below with more in-depth descriptions by me: 

 

 Volume – the sheer amount of information.  Organizations 

are often manipulating data that are many terabytes or 

petabytes in size.  For comparison, many working 

professionals carry a flash drive that stores 10 gigabytes 

(GB) of data.  For most people, this enough storage for all 

their videos, music, and files.  A terabyte (TB) is 

approximately 1000 gigabytes, and mid to large size 

organizations have databases and servers housing several 

terabytes of data.  One petabyte is 1000 terabytes or 

1,000,000 gigabytes, and the largest organizations – 

including the US military – will work with several 

petabytes (PB) of data. 

 Velocity – the speed at which new data is added to a 

database or current data is revised.  Big data has the 

characteristic of constant change – data is produced and 

analyzed in real time. Hardware and software must be 

oriented to interpreting this fast-paced data.  The 

velocity of Big Data is especially relevant for military 

operations as systems need to be designed to account for 

these rapid changes.  As I will discuss below, collecting 

real time data has helped combat illegal fishing.     

 Variety – the number of sources and formats in which data 

is retrieved.  Organizations working with Big Data must 

take data as raw numbers, video, audio, and text, convert 

them into a usable form, and then produce actionable 

outputs.  Big Data may still rely on statistical inference, 
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but words, video, and audio may also be incorporated into 

the analysis.  I will discuss the Ushahidi application and 

the search for Malaysia Airlines Flight 370 below.  Both 

the application and rescue mission require analysis of 

multiple sources of data. 

 

These three characteristics of volume, velocity, and variety are 

the core aspects of Big Data.  However, Laney’s descriptions 

were produced several decades ago, and scholars have identified 

other important characteristics or “V’s.”  For example, some Big 

Data scholars consider “veracity” – or the accuracy of the data 

– to be an important characteristic, as well as “volatility” 

(see Kitchin and McArdle 2016 for more characteristics as well 

as a meta-analysis of Big Data studies).   

Whatever characteristics one uses to describe Big Data, it 

is important that software designers and computer programmers 

take at least the core three into account when designing systems 

and applications.  For it is not Big Data itself that is the 

issue, but the interpretation of that data into actionable 

intelligence that will ultimately allow organizations to 

complete their functions or missions.  For this reason, I now 

discuss algorithms.           

The Use of Algorithms in Big Data 

There are two core components of a user-friendly software 

application.  One is the graphical user interface or GUI.  This 

component is outside of the purview of this paper.  The second 

is the algorithm: the program, formula, or rules of instructions 

used to take inputs and produce useful outputs.  Algorithms can 

be organized into four categories of prioritization, 

classification, association, and filtering (Fry 2018).  These 

are described in Table 1 Types of Algorithms below.  

Table 1 Types of Algorithms  

Prioritization 

The ordering of 

data in terms of 

importance 

Google results are listed by 

prioritization.  Real estate applications 

use prioritization algorithms to list the 

homes for users. 

Classification 

Placing data into 

meaningful 

categories 

Organizations place users in categories 

to make decisions about what content to 

provide or what actions to take. 

Association 
Finding 

relationships 

Association algorithms connect two or 

more pieces of data from past 
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between sets of 

data 

interactions and assumes that similar 

data will be connected in the future. 

Filtering 
Removing 

unimportant data 

Facebook and Twitter use filter 

algorithms to remove unimportant posts, 

creating a more meaningful experience for 

the user. 

 

One advantage of using the above typology is that one can see 

more clearly how algorithms can be used.  Because most of the 

algorithms used are mathematical formulas or statistical 

procedures from the social sciences, once the purpose of the 

algorithm is known, scientists can simply apply the known 

algorithms to the data collected.    

For example, the wealth of data collected by research ships 

in Maritime Operations can be organized into a large database 

that can then be used to determine climate or biological 

outcomes.  Like the databases used in the criminal justice 

system to predict future risk of offending or recidivism, 

historical data collected on abundance, distribution, size and 

age composition of fish, among other variables, can be used to 

predict the future scarcity of ecologically important fish.  A 

“prioritization” algorithm could be applied to the data to rank 

fish populations most likely to drop.  Or, a “classification” 

algorithm could be applied to the data to place a fish 

population in the “at-risk” category.     

On Inputs and Outputs: Crowdsourced Data and Smart Data 

In this section, I discuss two of the more frequently discussed 

concepts associated with Big Data: crowdsourced data and smart 

data.  The former describes a kind of input.  The latter 

describes a type of output.  

 

Crowdsourced Data 

Crowdsourced data refers to obtaining required services by 

soliciting contributions from a large group of volunteers.  

Crowdsourced data can be generated through individual computer 

users providing the data, or through computer, sensors 

collecting data and transmitting this data to a central server 

or database.  However, the data is generated, the individual 

locations where data is produced can be called nodes, and the 

server and application that collects this data can be called a 

hub.   
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Crowdsourced data is a prime illustration of what Big Data 

looks like in the 21st century.  When organizations adopt some 

process of collecting and analyzing data from many individual 

sources, they are expecting data that is high in volume.  If 

hundreds of thousands or millions of units are providing data, 

the size of that data could easily be several terabytes or more.  

They may also be gathering or revising their data by the second 

as new information comes in – high velocity.  If the individual 

units are providing all types of data in the form of images, 

text, and sentiment data, then the data is also high in variety.  

The Navy can leverage data to improve situational awareness 

during a crisis.  A traditional understanding of situational 

awareness is in three levels – identifying the elements of a 

situation in time and space, understanding the relationships 

between them, and projecting their status in the future.  For 

this essay, I take a simpler approach grounded in the type of 

data that can be collected:  

 “who/what” – identifying the important or actors 

 “where” – identifying the location of actors 

 “when” – identifying the time in which something has 

happened 

Provided that individuals or computers in the affected area can 

provide accurate data (or, in Big Data parlance, the data is 

high in veracity), rapid response teams can move quickly to 

deliver aid to individuals.            

The Navy understands the potential of crowdsourced data.  

The company Modus Operandi has been awarded a grant to develop 

“a Multi-Domain Data Management solution.”  According to the 

company’s press release, “the goal of the project is to address 

the Navy’s need to optimize information aggregation of 

structured and unstructured data streams coming from multiple 

security domains, enabling critical and relevant information to 

be rapidly returned to analysts working at different levels of 

classified information access” (Modus Operandi 2018).   

 

Smart Data 

Smart data can be understood as actionable information derived 

from applying algorithms to raw data.  Data becomes “smart” 

after Big Data has been prioritized, classified, associated, 

filtered, or some combination of these four.  

 One readily understandable example of smart data is web 

searching. An effective online search engine will assist the 

user in quickly finding relevant content online. The algorithms 

employed by the search engine – most likely an association 
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algorithm - make suggestions to the current user as soon as 

letters are typed into the search box, and then list a series of 

links in order of relevance – most likely some form of a 

prioritization algorithm.  Similarly, YouTube produces smart 

data for the user by giving the user ideas for what video they 

may wish to listen to next – an association algorithm.   

The purpose of discussing smart data is to highlight the 

fact that Big Data is less important than what an organization 

does with that data.  And so, using the example of situational 

awareness above, one can imagine two different software 

applications or computer systems that collect crowdsourced data.  

However, these two systems may not necessarily be equal, as one 

system may produce more accurate answers to the “who/what,” 

“where,” and “when.”  Thus, there are different degrees of 

“smart.”  The more effective a system is at interpreting 

incoming data and produce intelligible outputs, the “smarter” it 

is.  

Consider the Defense Advanced Research Project Agency’s 

(DARPA) Memex program.  Memex, which is a portmanteau of 

“memory” and “index” is a set of software tools that can be 

considered a “smarter” version of a standard search engine.  The 

tools allow the military and law enforcement to search more 

aspects of the web - including spaces on the dark web like TOR 

sites, advertisements, and server data – and visualize 

relationships between the results.   As an article from 

Scientific American in 2015 states, “This helps investigators 

create data maps used to detect spatial and temporal patterns. 

One example could be a hub-and-spoke visualization depicting 

hundreds of Web sites connected to a single sex services e-mail, 

phone number or worker” (Greenemeier 2015).   

In the following sections, three separate case studies are 

discussed.  The purpose of these case studies is to illustrate 

how Big Data can be used in maritime operations.   

  

Ushahidi: The Use of Crowdsourced Data for Disaster Relief 

Ushahidi is an example of a software platform that leverages 

crowdsourced data to produce actionable outputs.  The company’s 

website describes the platform:  

 

“Ushahidi, which translates to ‘testimony’ in Swahili, was 

developed to map reports of violence in Kenya after the post-

election violence in 2008... We are a social enterprise that 
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provides software and services to numerous sectors and civil 

society to help improve the bottom up flow of information.”35  

 

An individual or organization can request a personalized 

“deployment” of the software – where they have a unique web 

address on the company’s server.  The individual or organization 

can then publicize their deployment, and users can provide data 

via mobile phone, Twitter, email, and SMS.  For example, in 2017 

British Columbia, Canada experienced a record-setting series of 

wildfires, causing over 65,000 people to evacuate.  A deployment 

of Ushahidi was set up for individuals to provide help and 

shelter for animals (see Figures 2a – 2c).  Individuals in the 

area, as well as fire and animal rescue groups, could consult 

the deployment to find the nearest shelter or food source.36 

 

Figure 2a 

A map of responses for the British Columbia Wildfires of 2017.  

Individuals could use the application to report resources 

available for livestock or if help is needed.  For this 

deployment, it appears as if most people listed what help they 

could offer, as opposed to asking for help (left-hand column of 

the image).  

  

 

 

Figure 2b 

An example of data supplied by a user.  This is data in the form 

of text.  If an organization wishes to use this data, it will 

                                                           
35 “Ushahidi Home Page”, Accessed 11/19/2018, www.ushahidi.com.   
36 “BC Wildfire Animal Resource”, Accessed 11/19/2018, https://bcfirerescue.ushahidi.io/views/map     
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need to develop a mechanism such as a text-mining algorithm for 

quickly collecting and organizing this data. 

 

 

 

Figure 2c 

Below are summary statistics for the categories of posts.  Most 

users reported having housing for large livestock.  Summary 

statistics such as these can be used during a crisis and after.  

If a similar situation in the same area arises (as it did in 

2018), response units will know what resources are likely 

available in the area, and what will need to be imported.   
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Security Risks in Ushahidi 

It is important, however, to identify risks in using services 

such as Ushahidi.  First, it is a cloud-based system, and this 

could expose data to security breaches.  By having all your data 

located in one location makes it easier for the information to 

be hacked and obtained by the opposition.  This could jeopardize 

positions and tactics for any military force using a cloud-based 

network. 

There are three types of cloud-based networks. Software as 

a Service (SaaS), Platform as a Service (PaaS), and 

Infrastructure as a Service (IaaS).  The three are similar, but 

shifts the responsibility for management, and security.  Cloud 

Access Security Brokers (CASB) are put in place to mediate types 

of security measures.  CASB sits between the cloud service 

provider and consumer. CASB enforces security, compliance, and 

governance policies for any cloud user.37  

There are multiple security precautions to secure cloud-

based architectures:   

 

1. Use a security measure such as a Common Access Card (CAC). 
This measure gives the correct personal access to certain 

systems.  All of these cards are embedded with an SSL 

certificate that allows a user secure access to systems.  

An SSL certificate contains small data files that digitally 

bind a cryptographic key, which organizes details.   

2. Plan for enterprise environments.  This is done by 
protecting the data with one security service across the 

cloud enterprise.  Using an antivirus software program, 

such as McAfee, applied across the cloud enterprise is a 

good example.   

3. Start with low-risk assets.  This gives room for you to 
recognize certain threats and maybe adjust to where 

important data cannot be lost.   

 

Azure is a good application and example to follow when 

securing an organization's data and services to a cloud 

architecture as it provides many configurable security options 

with the ability to control them allowing customized security to 

meet unique security requirements. 

                                                           
37 “What is a CASB (Cloud Access Security Broker)?”, Accessed 11/19/2018, 
https://www.skyhighnetworks.com/cloud-security-university/what-is-cloud-access-security-broker/ 
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Azure breaks down the security concerns into four areas:  

secure platform, privacy and controls, compliance, and 

transparency.  Each of these areas is broken down further and 

include multiple security mechanisms to defend data and services 

stored in the MS Azure cloud.  Security mechanisms include 

things like a security and audit dashboard, application 

insights, data monitoring, log analytics, security center, web 

application firewalls, layered security architecture, web server 

and application diagnostics, authentication and authorization 

service, role-based access control, encryption in transit, 

encryption at rest, storage analytics, network security groups, 

route control and forced tunneling, VPN gateway, express route, 

virtual network, application gateway, web application firewall, 

internal DNS, load balancer, traffic manager and antimalware and 

antivirus to name a few.38  Cyber threats have hacked military 

systems before, and a change to a cloud-based system may be a 

change that an enemy could not detect as they would not know 

where to start on obtaining information.   

A Cloud Service Provider (CSP) also plays a role in keeping 

data safe.  The CSPs always monitor the cloud infrastructure in 

order to prevent potential security threats.  “What this does, 

is it reinforces the fact that we are a solid cloud platform 

that the federal government can put their trust in,” said Dana 

Barnes, vice president of the Microsoft’s national-security 

group.  “If the intelligence community can trust it, so can the 

Department of Defense”.39  Cyber threats would not only be 

harmful in combat but disaster relief as well.  The Ushahidi 

system would need to be protected as incorrect information could 

lead many in the wrong direction. 

Another issue in using a cloud-based system is the startup 

cost.  There are many pros and cons of moving to the cloud, but 

the benefits far outweigh the cons.  Being able to obtain 

information faster might give the maritime community an 

advantage.  User-generated data could be used and implemented 

into a cloud-based system to help understand a certain pattern.  

Data could be generated about enemy ships by providing detailed 

information about how enemy ships operate which could lead to 

preventing a future attack.  Malaysia Airlines Flight 370 went 

missing on the way to China.  Data obtained from passengers on 

this plane helped to solve the reason the plane crashed.  

                                                           
38 “Introduction to Azure Security”, Accessed 11/19/208, https://docs.microsoft.com/en-us/azure/security/azure-
security 
39 “Microsoft to Provide US Intelligence Agencies with Azure, Windows 10, and Office”, Accessed 11/19/2018, 
https://winbuzzer.com/2018/05/17/microsoft-to-provide-us-intelligence-agencies-with-azure-windows-10-and-
office-xcxwbn/ 
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Finding this plane relied on analysis of data from the satellite 

the plane last communicated.  The search and rescue effort used 

data from radar data, transponder data, flight plan, weather 

patterns, and cooperation from other agencies.  Being able to 

know where the original flight plan started and the weather 

conditions during the time of the incident helped narrow down 

the search area.  The lack of official information following 

this incident was another problem faced.  Ultimately to locate 

flight MH370, it took data from multiple sources to locate this 

plane, which is a form of big data.  

ORCA: Producing Smart Data for Military and Law Enforcement 

Organizational, Relationship and Contact Analyzer (ORCA) is a 

software application that uses social network algorithms to 

visualize relationships between individuals.  The software was 

initially developed to help the military track networks of 

insurgents in the Middle East.  It has since been applied to 

gang networks in the United States.  The algorithms work by 

beginning with individuals who admit they are a part of a given 

group (gang, a terrorist organization, insurgency group), and 

then calculating the probability of group membership for their 

known associates who do not admit membership.     

 A paper written by the ORCA research term at the US 

Military Academy’s Network Science Center listed five problems 

that the software could help local law enforcement with (Paulo 

et al. 2013):  

1. Visualize the social network of street gang organizations 

2. Determine gang membership of “unaffiliated” gang associates 

3. Identify important or influential gang members 

4. Identify tight-knit sub-groups within a given gang 

5. Understand the relationships between different gangs   

The paper presents results from the analysis of three years of 

arrest data from a single police district.  5,418 arrests were 

used as data points, of which some individuals were identified 

or admitted to gang membership.  From this starting point, 

11,421 relationships were mapped among arrests, and a social 

network consisting of 1,468 individuals in 18 different gangs 

was visualized.  The analysis took approximately 35 seconds on a 

standard laptop.   

ORCA is a prime illustration of how the proper algorithms 

applied to Big Data can produce “smart” results.  In this case, 

the use of social network algorithms that identify associations 

are applied to police arrest data, and a map of networks was 

produced in negligible time.  Police departments build these 

networks without the use of computers through street-level 
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observations and combing through arrest records.  However, this 

takes exponentially more time and requires a larger investment 

in man hours.     

Although the inputs for this application of ORCA may not 

fit one’s understanding of “Big Data,” one could imagine this 

software being used to map larger, more extensive groups that 

operate in a range of contexts.  For example, the software could 

be used to track and map the relationships between individuals 

engaging in piracy.  During the years of roughly 2005 through 

2010, piracy was a major threat along the coast of Somalia.  And 

recent reports suggest a resurgence of piracy in Somalia 

(“PIRACY,” 2017).    

Individuals who engage in piracy were working together in 

small groups.  These groups can be mapped as arrests are made.  

Moreover, these clusters of pirates are connected to larger 

organizations working within the country that are likely 

engaging in other illegal or illicit activities.  By beginning 

with a map of pirates, connections to terrorist or criminal 

gangs within the country can be mapped.  An individual who is 

well connected within a mapped network is likely a central 

member of the organization and should be targeted.  As with the 

use of ORCA in law enforcement, the true value of the software 

is the speed at which these relationships can be detected.  

 

Using Exact Earth to Combat Illegal Fishing 

Illegal fishing is a continuing problem (as examples, see Ortiz 

and Levins, 2011; Oyanedel, Keim, Castilla, and Gelcich, 2018).  

Big data can be used to detect illegal fishing threatening 

marine life.  The worlds fishing community was mapped from 

space.  Using Big Data, fishing vessel areas were overlaid with 

fish migration routes to determine the effect on fishing certain 

marine species.  Accurately tracking the human impact of fishing 

has been problematic.  Coastal fisheries in national waters are 

closely monitored in most countries.  Understanding the behavior 

of global fishing is necessary to properly understand the human 

impact, and possibly track places where illegal fishing commonly 

occurs.  Satellite-based Automatic Information Systems (S-AIS) 

are installed on most ocean-going vessels and have been proposed 

as a tool to explore the movements of fishing fleets (de Souza, 

Boerder, Matwin, and Worm, 2016). 

There are many ways to track vessel movements in the 

world’s oceans.  S-AIS data is generated in real-time and is 

very useful in tracking all vessels in a large area.  Other 
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coastal monitoring tools, such as Tower-based AIS (TAIS) is 

limited to in-shore areas and covers a smaller area than S-AIS.  

S-AIS provides a larger area of data collected to monitor 

fishing activities.  There are many other monitoring systems in 

place such as Marine Protected Areas (MPAs), Ecologically and 

Biologically Sensitive Areas (EBSAs), and fisheries closure 

zones to help enforce the efforts to properly and legally fish.  

The Vessel Monitoring System (VMS) was created to provide 

insight into vessel movements and was specifically designed to 

monitor commercial fisheries.  Automatic Identifications System 

(AIS) was intended to be a safety feature to assist vessels to 

avoid collisions under low visibility.  An AIS transponder is 

legally required for all vessels larger than 300 gross tons or 

on vessels carrying passengers (de Souza, Boerder, Matwin, and 

Worm, 2016).  With all these different vessel tracking systems 

there are ways to combine system information using Big Data to 

determine vessel behavior.  

Both VMS and AIS feature on-board transmitters linked to 

the vessels Global Positioning System (GPS) to receive real-time 

data.  This is used to receive and transmit exact position in 

time, and space using long-range radio frequencies to coastal 

ground stations or satellites.  One issue with VMS and AIS is 

that data could get mixed up with another ship carrying the 

proper equipment.  S-AIS can resolve this confusion because 

rather than generating data by the hour, it can generate data by 

the second.  This is a very helpful method for collecting the 

most accurate data while monitoring vessel behavior and movement 

patterns. 

The best way to track small and large vessels, as well as 

ships without AIS, would be using satellites.  Satellites can 

give the tracker a better idea of what a vessel’s activities 

were.  Multiple attempts have been made to use VMS and AIS to 

understand fishing vessel behavior.  This was done by analyzing 

the presence or absence of a vessels speed.  Speed is a useful 

indicator of vessel activity.  Slower speeds normally indicate 

the probability of fishing occurring.  Operational speeds while 

fishing varies for different fishing gear types.  Trawls, 

longlines, and nets are types of fishing that display distinct 

characteristics. Methods for detecting fishing activities versus 

non-fishing activities are needed to properly recognize the 

characteristics of various fishing methods.  Data was obtained 

by a data service company named exactEarth to model these 

fishing characteristics.   
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ExactEarth was founded in 2009 to leverage technology to 

provide vessel monitoring solutions.40  These types of fishing 

activity were tracked over several years (de Souza, Boerder, 

Matwin, and Worm, 2016).  These tracks focused on trawl, long 

liner, and purse seining or nets.  The data was extracted from 

different regions.  The trawler data came from 83 vessels 

operating in the North Pacific, with over 217,860 data points 

collected in July 2013.  This data was used to create an 

algorithm to model ship movement and understand any 

inconsistencies.  The data took longer to collect compared to 

the data collected in the North Pacific.  The trawler data 

consisted of 884,478 data points (de Souza, Boerder, Matwin, and 

Worm, 2016). The analysis for long liners received data from 16 

vessels operating across all major oceans and totaled 573,204 

data points.  Data on seven purse seine (nets) vessels 

compromised 399,545 data points.  The data collected and 

analyzed was used to discover patterns that may suggest illegal 

fishing.  With real-time data collection, identifying ship 

patterns associated with fishing became clearer.  To obtain 

clarity on the type of fishing methods used by tracking one 

factor, speed, was used to examine vessel behavior for trawlers, 

long liners, and purse seiners. 

 Trawling involves dragging one or more nets behind a 

fishing vessel either on the sea floor or midwater.  During this 

type of fishing, the vessel normally slows down and maintains a 

constant slow speed.  The normal time to trawl is between three 

to five hours.  Time begins when the net is deployed and stops 

when the net is retrieved.  Data collected from a vessel speed 

and time characteristics would help pinpoint vessels that are 

trawling (de Souza, Boerder, Matwin, and Worm, 2016). 

Long line fishing consists of several fishing lines up to 

100 km in length that are equipped with several hundred sets of 

hooks.  The fishing lines are deployed at different depths using 

floats.  Longline fishing vessels move at a slower pace than 

trawling.  For this method, the vessel has to reverse course as 

well.  This method is easy to detect if a vessel is fishing and 

can last up to an entire day. 

The last type of fishing is the purse seines or nets, which 

are long nets deployed that hang vertically from floats around 

schooling fish that are visible to the naked eye.  This 

retrieval method needs to be done quickly to successfully keep 

the fish in the netting.  With this type of fishing, the vessel 

is moving very slow at around 2.5 knots or less.  This can be 

                                                           
40 “Exact Earth Home Page”, Accessed 11/19/2018, https://www.exactearth.com/ 
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more difficult to detect as fish location moves so the vessel 

must move to be in a position to catch the fish. 

For the different types of fishing, there are two types of 

Big Data analysis options: HMM and Data Mining.  The Hidden 

Markov Models (HMM) represents a probability distribution over a 

sequence of points.  This is done by using different intervals 

such as time, classes, and states. To distinguish between 

vessels that are fishing versus the vessels that are not, speed 

is a key feature associated with the HMM model.  This model 

would be good to use when dealing with the trawling method. 

The data mining approach for fishing is used for the long 

liner and purse seine fishing methods.  The HMM method could not 

be conducted on this type of fishing as there are no clear 

patterns using speed.  Instead data mining focuses on the fisher 

using predatory instincts to find and capture the amount of fish 

desired.  GPS readings were used to determine how long a vessel 

was stationary.  The average time long liners take to fish is 

about seven hours while purse seine fishing uses extremely slow 

speeds during daylight hours only (de Souza, Boerder, Matwin, 

and Worm, 2016).  

 By using these Big Data technologies, illegal fishing can 

be identified and reported to authorities to act.  Fishing areas 

and fish migration patterns were identified, then using a Big 

Data algorithm; fishing vessels were identified operating in the 

fish occupied waters.  Having the ability to report a vessel 

identified illegally fishing to authorities will deter illegal 

fishing in the future. 

 

Conclusion 

Big Data can be viewed as a challenge and an opportunity.  

Organizations are challenged and must develop social norms, 

organizational level processes, and computer technologies to 

process the large quantities of information available. As Big 

Data, smart data and crowdsourced data were defined, the 

complexity of leveraging Big Data as an indicator of future 

events becomes very clear.  The U.S. Intelligence Community is 

moving to cloud computing by storing lots of data at a server 

farm vice locally was initially met with resistance.  It was not 

until the benefits of using the cloud and security issues were 

resolved that cloud computing began to gain momentum.     

However, the opportunities for Big Data are apparent.  

Being able to analyze real-time data could be a huge step in 

gaining an advantage in catastrophic events or threats, as 
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proven using Ushahidi during the Canadian wildfire epidemic.  

The use of ORCA by the military and then local law enforcement 

provided a means of using Big Data that can be applied to the 

piracy problem in the maritime domain.  Applying a Big Data 

model to an area of the ocean to filter out all other vessels 

except those vessels exhibiting the behaviors of a fishing 

vessel trawling, using longlines or purse seiners proved more 

difficult to model, but not impossible.  Data can be easily 

extracted from multiple sources while being able to collect and 

analyze the data quickly could provide an advantage over those 

unable to.  The Big Data innovation is a huge step in the 

business, law enforcement, and military communities.    
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Annex B Definitions 
 

All definitions, except where noted, are from Merriam-Webster 

and have been cross-checked with other reference sources to 

determine the most acceptable definition as NATO has not defined 

these terms.  

 

Artificial Intelligence - a branch of computer science dealing 

with the simulation of intelligent behavior in computers, or the 

capability of a machine to imitate intelligent human behavior. 

 

Automation - the technology by which a process or procedure is 

performed with minimum human assistance. 

 

Autonomous - having the right or power of self-government, 

undertaken or carried on without outside control, self-

contained; existing or capable of existing independently; 

responding, reacting, or developing independently of the whole; 

controlled by the autonomic nervous system; or of, relating to, 

or marked by autonomy. 

 

Autonomy - the quality or state of being self-governing, 

especially the right of self-government; self-directing freedom 

and especially moral independence; or a self-governing state. 

 

Big Data - an accumulation of data that is too large and complex 

for processing by traditional database management tools. 

(NIAG SG208 - large-scale information management and analysis 

that exceed the capability of traditional data processing 

technologies.) 

 

Deep Learning – a machine learning technique that teaches 

computers to learn by example. 

 

Machine Learning - the process by which a computer is able to 

improve its own performance (as in analyzing image files) by 

continuously incorporating new data into an existing statistical 

model. 

 

Neural Network - a computer architecture in which a number of 

processors are interconnected in a manner suggestive of the 

connections between neurons in a human brain and which is able 

to learn by a process of trial and error. 

 


