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 Is the on-going condition in the maritime

environment where international and national

laws are adhered to, the right of navigation is

preserved, and citizens, vessels, infrastructure,

and resources are safe.

MC 588
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Maritime Security Definition



Maritime Security



WMD proliferation

Embargo, Sanctions

Enforcement of maritime Agreements

Peacekeeping

Smuggling

Trafficking

Piracy & Robbery at Sea

Terrorism

Maritime Cyber Threat

Spectrum of Maritime Security
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A new fact

 Maritime Domain, a new hackers playground
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Emerging Threat

 Computerized maritime systems are highly vulnerable to cyber 

threats.
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Attack Surface

 Threats to the wider sector

1. Harbor / Ports

2. Navigation

3. Rigs

4. Company’s Offices / HQs

5. Threats to maritime vessels
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 Communication Systems

 External Navigation Systems

 GPS

 AIS

 ECDIS

 Tracking and Identification Systems

 Cargo Control and Management Systems

 Ship Control Systems

Maritime Vulnerable Systems
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 Obsolete and unsupported operating systems

 Outdated or missing antivirus software and protection 

from malware

 Inadequate security configurations and best practices, 

including ineffective network management and the use 

of default administrator accounts and passwords

 Shipboard computer networks, which lack boundary 

protection measures and segmentation of networks

 Safety critical equipment or systems always connected 

with the shore side

 Inadequate access controls for third parties including 

contractors and service providers.
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Common Vulnerabilities



 All major systems on ships, aircraft, submarines, and unmanned 

vehicles are “networked” to some degree.

 Combat communications, engineering, and position, navigation, and 

timing (PNT) systems.

 The most concerning of these are Advanced Persistent Threats 

(APTs) posed by state and non-state actors with the capability to 

probe and attack naval networks as part of a larger Anti-

Access/Area Denial (A2/AD) strategy
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Targets & Threats



Maritime Incidents

 A hacker caused a floating oil-platform located off the

coast of Africa to tilt to one side, thus forcing it to

temporarily shut down

 In April 2016, South Korea reported that 280 vessels

suffered problems with their navigational systems.
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Maritime Incidents

 Hackers infiltrated cyber systems in Antwerp port to locate specific 

containers loaded with illegal drugs and remove them from the port 

undetected. 

 Somali pirates employed hackers to infiltrate a shipping company's 

cyber systems to identify vessels passing through the Gulf of Aden 

with valuable cargoes and minimal on-board security which led to 

the hijacking of at least one vessel 
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Maritime Incidents

 On June 27th 2017 Moller –Maersk, amongst many

global companies, were hit by the malware notpetya.

 Major network delays

 Shift to manual processes as systems were down 

 Challenges in getting the right container on the right vessel

 Lost volumes as booking systems were down

 Additional labor cost due to manual operations

 Build up of containers in harbors and especially in bigger ports (hubs)
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Maritime Incidents

 Maersk reported a $250-300 million loss due to the 

disrupted business operations in July and August.

15



Cyber Threat-As a result

 Sensor data

 Spoofed or blocked

 Data display

 Compromised or disabled

 Control systems

 Compromised or disabled

 Communications

 Compromised or disabled

 Bridge crew

 Compromised
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The Human Factor- the weakest link

 All humans make mistakes. 95 percent of all security 

incidents involve human error. 

 These mistakes are costly since they involve insiders 

who often have access to the most sensitive information.
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NMIOTC’s Vision & Mission 

regarding Cyber Security

VISION

A safe, secure and resilient cyber operating environment that allows

for the execution of maritime security operations and maritime

transportation.

MISSION

NMIOTC’s mission regarding cyber security in maritime domain is to

enhance the cyber awareness of all the participating naval HQs, and

naval units conducting Maritime Operations.

18



 NMIOTC with the support of academia, Plymouth University

(Maritime Cyber Threats Research Group) and SHAPE J CYBER

provides a course “Cyber Security Aspects in Maritime Operations”

in order to strengthen the weakest link in cyber security, the human

factor.

Make the Weakest Link Stronger
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Aim & Course Structure 

 Aim of the course is to provide a comprehensive

knowledge to facilitate the understanding of the maritime

cyber aspects as operational domain, designed for

operational planners and staff officers from tactical,

operational level, without sufficient cyber operational

background.
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NMIOTC Cyber Security Course 

Objectives

 Extrapolate the existing Cyber Risk in Maritime Operations.

 Make everyone accountable to the risk. 
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 Identify the cyber vulnerabilities within the maritime 

domain.

 Recognize potential consequences of exploited maritime 

cyber security vulnerabilities.

NMIOTC Cyber Security Course 

Objectives
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NMIOTC Cyber Security Course 

Objectives

 Reform and enhance the 3 core elements:

Change human behavior

Manage Risk

Maintain compliance
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 NATO Maritime Interdiction Operational Training Centre

(NMIOTC) in collaboration with Plymouth University

organised the Cyber Defence eXercise for Navy (CDX-

N) called “Cyber Gordian Knot”

 The purpose of this assessment was to offer

recommendations that would help each Blue Team (BT)

to detect, respond, prevent, and contain threats to their

systems.

 Participant countries :Bulgaria, Poland, Greece, Latvia.
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NMIOTC Cyber Defence Exercise



Cyber Security Conference in 

Maritime Domain

 NMIOTC from 10th to 11th of April 2019 hold the 3rd

Cyber Security Conference, with participation of 147

attendees among 24 countries, representing NATO

entities, Partners, International Organizations,

Academia, Maritime Industry and IT / Defence industries

which aimed to provide those attending with the latest

current trends in cyber security threats and to provide

guidance on how to counter this potentially catastrophic

21st century security phenomenon.
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Cyber Security Conference in 

Maritime Domain Objectives

 Research Innovative Results in Maritime Cyber Security 

and Cyber Defence

 Secure maritime logistics and Protection of Maritime 

Critical Infrastructures

 NATO-EU Cyber Security Collaboration and Initiatives

 The role of cyber security in maritime power, geopolitics-

international cyber security legislation and policies

 Latest Advanced Technology Solutions and Concepts

 Cyber Security in Maritime Operations
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 There is the urgent need to raise awareness on maritime 

cyber risk threats and vulnerabilities.

 Emulation of a cyber attack provides a realistic 

assessment of actual threats against exploitable 

vulnerabilities in company’s environment.

 There is need to enhance Maritime Cyber Situation 

Awareness.

 There is no replacement for in-depth vulnerability 

assessment for critical systems … beyond penetration 

testing.

 Managers and customers need to understand the risks 

and costs of a cyber attack and proactive 

measurements. 
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Cyber Security Conference in 

Maritime Domain Outcomes



 Telecommunications providers have set as a number one

priority to ensure the integrity and security of networks.

 Offer to Maritime Industry platform solutions in order to

monitor 24/7 the onboard communications and provide real

time cyber threat intelligence data.
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Cyber Security Conference in 

Maritime Domain Outcomes



 EC,ESDC and EDA representatives highlighted that:

1. Interoperability is paramount but requires collaboration.

2. The Cyber education, training, exercise and evaluation

(ETEE) platform could potentially act as training related

facilitator between NATO and domains beyond defence on

the EU side.

3. Despite the good progress in the last 10 years,

Cybersecurity is a young domain.
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Cyber Security Conference in 

Maritime Domain Outcomes



 Maritime Industry representatives such as MSC and

Carnival highlighted that:

1. Cyber Security is a never ending job

2. Cyber Security is seen as always excessive until

something happened

3. Cyber Security needs to be mandatory integrated in all

business process.
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Cyber Security Conference in 

Maritime Domain Outcomes



 Symantec highlighted the Attacking of the supply chain ,

there was an Increase of supply chain attack by 78% in

2018.

 Leonardo Defence company stated that towards an

Integrated Approach for Maritime Security, Cyber

Situational Awareness has to be included in military

doctrine.
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Cyber Security Conference in 

Maritime Domain Outcomes



 Ultimately, the weak link in defense against combined 
cyber-physical attacks is still the human being. 

 A successful attacker tries to influence behavior, leading 
to bad decisions.

 Introduce doubt.

 E.g. through false aids to navigation showing up on an 
electronic chart. Spoofing a vessel track that may not 
correlate with radar.

 Creating a chain of things initiated by influencing the 
thinking of the bridge operator. 
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Cyber Security Conference in 

Maritime Domain Outcomes



Conclusion
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