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PREFACE

A brief scan of recent developments in NATO thinking can leave nobody in any doubt as to the
centrality of collective capability. In the maritime domain, we have reached an inflection point
where an increased emphasis on interoperability and integration is only going to continue to

grow. The return to a focus on peer adversary warfare demands the highest practicable levels

of capability, |l everaging alliesbo rel ative

collective readi ness for operations. Opt i
interoperability is both vital and urgent.

Operating as a coalition is invariably more challenging than acting as a national force and this
is exacerbated by the complexity of joint operations across domains. The ad hoc manner in
which nations come together to operate makes the need for standardization very important, but
adapting doctrine, policy or operating procedures takes commitment, effort and investment.
Tackling these issues as far upstream as practicable will yield the best results and probably
deliver the most efficient solutions. We are not however starting from scratch and must find
the most effective way of getting from where we are to where we need to be. Careful planning,
robust training and a conscious effort to combine forces wherever possible is necessary in

order to fight and win as an alliance.

In order to support this effort, Naval Interoperability is one of the core tasks of the Combined
Joint Operations from the Sea Centre of Excellence (CJOS COE) Program of Work (POW).
This Allied Interoperability & Coordination Guide is a key element of that work.

T J Guy

Commodore Royal Navy

Deputy Director

Combined Joint Operations from the Sea Centre of Excellence
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1.0 Introduction

The AAllied I nteroperability & Coordination Gu
document. It is designed as a living document, which will be updated at least annually, with
the observations of allied navies working together. Thus, a concerted effort by all allied forces
participating in U.S. led training, exercises and cooperative deployments to share information
will not only benefit to develop the guide but understanding and overcoming differences in
culture, doctrine, planning, and execution of maritime operations are essential to achieving

effective integration and interoperability in routine operations, activities, and warfighting.

TRAIN TOGETHER T FIGHT TOGETHER T WIN TOGETHER

2.0 Background

NATOG6s i nter oper ahntelopetalility mothei abilty fal Allfies to acs together
coherently, effectively and efficiently to achieve tactical, operational and strategic aims and
objectives. Interoperability enables forces, units and systems to operate together and allows
them to share common doct r i siefrastructdre gnd lmases, dnal toe s €
be able to communicate. Interoperability reduces duplication of effort, enables pooling and
sharing of resources, fostering synergies among the NATO Allies, and whenever possible with

partner countries.



The AAllied I nteroper abink(ll ig noM aupeldsbdedhby the €IJOS$ s t d
COE nAllied | nt er op e Galb id@ledadefprth &&he Guide) 8urveya tando n
interviews from NATO Allied/Coalition ships involved in training exercises and cooperative
deployments taking place off the east coast of the United States and abroad have revealed a

range of interoperability challenges, gaps and concerns. As a result, CJOS COE has
developed this guide as a key support tool, i ncl udi ng an fAlnteroperabi
distills all gathered information and is meant to be a user friendly list that approaches
interoperability from a functional area perspective (planning, operations, communications,

etc.).

3.0 Purpose, Objectives and Goals

The aim of this document is to provide guidance and advice regarding the integration of NATO
and other allied units into the U.S. NAVY sponsored cooperative deployments program. The
Guide gives guidelines to all exercise, capability and operational planners, to prepare the
participants in the initial phase of their involvement. Likewise, the Guide helps prepare U.S.
participants for combined operations. Furthermore, if USFF, CSGs, NATO, Coalition partners
and U.S. units are willing to support, CJOS COE can play a pivotal role in synchronizing the

Lessons Learned (LL) process.

NATO is facing new challenges that necessitate the sharing of information in order to achieve
information superiority and to enhance situational awareness. Hence, it is vital to be able to
share facilities, to interact, connect and communicate, and exchange data and services even
when using different equipment. Through its technical (e.g., hardware, equipment, armaments
and systems), procedural (e.g., concepts, doctrines and procedures) and human (e.g, training
and culture) dimensions, and complemented by information as a critical transversal element,
interoperability supports the implementation of NATO initiatives such as Smart Defense and

Connected Forces.

This Guide is primarily for the stakeholders in the maritime enterprise, and the NATO and
Partner Nation (PN) involved in U.S. exercises. It is to be read by anyone who needs an
introduction to the U.S. NAVY exercise and training environment. This includes supporting
single ship and aircraft operations, Joint Maritime Expeditionary Operations at the Task
Group/Task Force or Strike Group level and augmenting a Combined/Joint Maritime staff
requirement for a Component Commander. The Guide supports the national Fleet planners in
understanding the variety of training offered by the U.S. NAVY.



CJOS COE and USFF maintain a continuous dialogue with national Fleet schedulers about the
various training opportunities planned on the Atlantic coast of the United States. On request,
CJOS COE will provide support to connect national Fleet planning staff with their appropriate
counterparts in the various U.S. Fleet Headquarters. Acceptance and feasibility of Allied

and/or partner integration remains the exclusive purview of USFF or higher U.S. authority.

4.0 Guide Organization

CJOS COE has been tasked by its sponsoring nations to develop a document to enhance
interoperability among Allied maritime stakeholders.

The Guide is split into four distinct parts:

A. COALITION ELEMENT INTEGRATION INTO US NAVY EXERCISES
B. COALITION ELEMENT INTEROPERABILITY

C. COALITION INTEGRATION LOGISTICS

D. INTEROPERABILITYA BEST PRACTI CESO

The Guide is published on the CJOS COE website, http://www.cjoscoe.org

The responsible Staff Officer for editing the Guide is the CJOS COE primary point of contact
(POC) and project leader (POC CJOS COE, CDR Joerg Maier, joerg.maier.ga@navy.mil, 757-
836-2464). Because of the Bi-Lateral agreements between the U.S. NAVY and patrticipating

nations, a national POC from CJOS COE will be assigned to facilitate the coordination and the
gathering of shareable information. Information will be analyzed and evaluated with the
expertise resident in CJOS COE and once agreed upon by the participants, the Lessons
Learned (LL) will be incl uded i n the |l nt eracp e rcalsiol ipusgle.t A Boefs
Participants are highly encouraged to request training assistance and exercise planning
support from the Norfolk-based team to support shaping a plan that best meets deployment
schedules and addresses the set training objectives. The team possesses in-depth knowledge
and experience in helping PN to fully integrate with U.S. forces and achieve training objectives

by participating in combined exercises and operations.
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5.0 Ordering and Distribution

All Stakeholders are invited to submit comments and suggested changes to this publication
directly to the CJOS COE POC.

6.0 Review and Revision

Updates, changes and revisions will be made by the CJOS COE POC after internal review and
evaluation of provided information and only on approval of the Deputy Director of the CJOS
COE.
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PART ONE
COALITION ELEMENT INTEGRATION

INTO U.S. NAVY EXERCISES
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Part One: COALITION ELEMENT INTEGRATION INTO U.S. NAVY
EXERCISES

1.0 Participating Agencies - Roles and Responsibilities

1.1 Commander U.S. Fleet Forces Command

Commander, U.S. Fleet Forces Command (COMUSFLTFORCOM) is responsible for the
manning, training, equipping and certification of Carrier Strike Groups (CSG), Amphibious
Ready Groups (ARG) and independent deploying units and aircraft. As a force provider, USFF
follows a defined training and certification process. This process is designed to ensure each
unit or group will achieve the appropriate level of certification ranging from Major Combat
Operations to tailored training packages based upon specific mission requirements.
COMUSFLTFORCOM serves as the designated Executive Authority (EA) responsible for
coordination of cooperative deployments with PN navies that plan to participate in strike group
pre-deployment work-ups conducted at U.S. east coast training areas prior to a follow-on
cooperative deployment. CTF-80 under USFF publishes a quarterly scheduling message
describing training events for its fleet units and designated command staff to meet U.S.
strategic military objectives. This message is sent to NATO and other Allied Maritime
Headquarters and is intended to represent a formal invitation to forces willing to participate in

those training events.!

1.2 U.S. Second Fleet

In the future Second Fleet will exercise operational and administrative authorities over
assigned ships, aircraft and landing forces on the east coast of the U.S. and northern Atlantic
Ocean. Additionally, it will plan and conduct maritime, joint and combined operations and will
train, certify and provide maritime forces to respond to global contingencies. Commander, 2"
Fleet will report to USFF.

1.3 Combined Joint Operations from the Sea Centre of Excellence

The Director of CJOS COE is also the U.S. Fleet Forces Deputy Commander for Joint and
Fleet Operations. CJOS COE is accredited by NATO and part of its mission is to enhance the

L An overview on CTF- 80 is provided in ANNEX A/PART ONE: USFFC TASK FORCE ORGANIZATION and in
ANNEX B/PART ONE for CSG/ESG composition.
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interoperability of Allied Maritime Forces. The CJOS COE is privileged to have direct access
to U.S. Commands assigned with a specific role in the training of maritime forces. CJOS COE
has an extensive knowledge of the training resources and synergies achieved through an
experienced cadre of NATO fleet experts. Therefore, CJOS COE staff officers can play a
pivotal role, not only as a liaison for their own country but for other countries as well, in
coordinating national training objectives and concerns, prior to, during and even after the end
of a cooperative deployment. The CJOS facilitator can provide support in obtaining training
schedules and ships6 s ¢ h el edordisating meetings between the visiting ship and the

host nation and by sharing valuable Lessons Learned (LL) from previous deployments.

1.4 Commander Carrier Strike Group FOUR (CSG-4) - Fleet Training, Evaluation, and

Certification

Principal among the U.S. NAVY training organizations is CSG-4 (located in Norfolk, VA), the
executive agent for COMFLTFORCOM, responsible for providing integrated training and
deployment certification and readiness recommendation to COMUSFLTFORCOM/CTF 80 and
the Commanding General, Second Marine Expeditionary Force (Il MEF). CSG-4 shapes the
readiness of Atlantic Fleet Carrier Strike Groups (CSG), Expeditionary Strike Groups (ESG),
Amphibious Readiness Groups (ARG) and independent deploying ships through live, at sea
and synthetic training, as well as academic instructions. CSG-4 is the Immediate Supervisor In
Command (ISIC) and has Administrative Control (ADCON) over Tactical Training Group
Atlantic (TTGL) and Expeditionary Warfare Training Group Atlantic (EWTGL). CSG-4 is
responsible for scheduling, preparing, planning and executing classroom, live, virtual and
synthetic training events. They also provide mentorship to the training audience during the
execution of the training events and evaluate the progression toward final deployment
certification requirements through specific Measures of Performance (MOPS).

1.5 Tactical Training Group Atlantic (TTGL) - Classroom & Collective Fleet Synthetic
Training (FST)

TTGL (located at NAS Oceana, Dam Neck Annex in Virginia Beach, VA) conducts classroom
and Fleet Synthetic Training (FST) events. FST events have reached a high level of
technological fidelity and interoperability to the extent that these events are now an integral
step in the overall certification process of U.S. Naval Forces. FST events are open to coalition
forces and in fact rely upon participation to help achieve the U.S. NAVY training objectives.

However, the technical requirements to enable assets to fully communicate and participate in

14



theFSTevents (shipbs combat sys bnyie fufiled afteriaminitialo n s i
capital investment and a lengthy integration process. CSG-4 is charged with assessing
technological issues, including the training of technical and operational support teams.
Establishing a synthetic training interoperability event normally requires one to two years of

planning, especially if this would be the initial training for the nation involved.

1.6 Expeditionary Warfare Training Group Atlantic (EWTGL) - Collective Training
Expeditionary Warfare (Amphibious)

EWTGL (located at Joint Expeditionary Base, Little Creek, VA) supports classroom and FST
events in concert with the TTGL. They specifically provide specialized support to Amphibious
Ready Group (ARG) (Navy) and Marine Expeditionary Unit (MEU) (Marine Corps) training. The
mission of EWTGL is to conduct training and instruction in the doctrine, tactics, and techniques
of naval expeditionary warfare, with a focus on amphibious operations, in order to support
operational commanders in maintaining forces ready to project military power from the sea.
Courses provide instruction on a wide variety of Expeditionary Warfare topics that contribute to
the United States' Global Maritime Engagement Strategy. These courses include Fire Support
Coordination, Information Operations, Joint Fires Observer, LCAC Operations, Maritime
Engagement and Crisis Response, Amphibious Airspace Operations Coordination, Fleet
Synthetic Training, Naval Surface Fire Support Training, Tactical Air Control Party, Amphibious
Warfare Indoctrination, and Amphibious Ready Group Staff Planning. This curriculum reflects
the full spectrum of conflict and supports Navy and Marine Corps doctrine. More information
can be found at the EWGTL website:

https://www.public.navy.mil/fltfor/ewtglant/

2.0 Cooperative Deployment Program

Cooperative Deployments are not exercises but incorporate multiple training opportunities.
The Cooperative Deployment Program as outlined in reference (c) provides a roadmap for
enhancing coordination, interoperability between the USN and PN. Furthermore, it offers
guidelines for integration into USN strike groups, including, but not limited to, Carrier Strike
Groups (CSG), Expeditionary Strike groups (ESG), Amphibious Ready Groups (ARG) and
Surface Action Groups (SAG). Intensifying the scope of training and deployment opportunities
with the USN encourages PN participation in coalition operations and enhances
interoperability. Their training and integration adds complementary warfare capability and
capacity to the mission. The Cooperative Deployment Program consist of four phases (contact,

15



planning, integrated training, deployment) and three tiers. Each tier corresponds to a different

level of PN contribution to, and participation in, a deployment.

Tierl. Requires bilateral agreements (MOU), technical interoperability, and includes pre-
deployment conference, integrated training, operational deployment, and post-
deployment conference. An operational deployment is not an exercise or training

event.

Tier 1. Includes pre-deployment planning conferences, operational deployment, and a post-
deployment conference. Most desirable when PN deploying with forward-deployed

naval forces (FDNF). An operational deployment is not an exercise or training event.

Tier lll. Starting point for PN seeking initial opportunities to deepen cooperation, integration

only in operational deployments (no MOU).

Obviously PN integration maximizes interoperability, provides the greatest amount of
interaction, and generates the most value for all participants if the forces which trained together
also deploy together. For Tier | and Il the Executive Agent (EA) will be COMUSFLTFORCOM.
He is responsible for all subsequent agreements and coordination like transfer of command
authority (TOA), foreign disclosure, communication systems, logistics, synthetic training, Rules
Of Engagements (ROE), Anti-Terrorism and Force Protection (ATFP), and foreign military sales
(FMS). A commitment to participate is not a commitment to perform all missions and tasks. U.S.
and PN navies retain the right to operate within their own national mandates, policies, operating

limits and national will.

3.0 Coalition Participation Process - Exercise Integration

3.1 General

When deciding to participate in U.S. training events, the participating national military HQ must
provide a clear intention of their training objectives and the desired level of readiness
certification. This information will allow U.S. fleet training organizations to facilitate the
scheduling of appropriate resources and establish the required level of interaction with U.S.
forces in order to accomplish the desired objectives. However, experiences show that personal
engagement at unit CO level at the earliest stage possible is the key to success. Broad
guestions for the first contact at different coordinating authority levels are suggested in the
EARLY LIAISON CHECKLIST (ANNEX E).

16



Additionally, strategic level HQs must prepare the required diplomatic clearances well in
advance to help identify the lines of authority to coordinate future staff visits and port/airport
visits. Any training event is an excellent opportunity for nations to validate and/or improve the
interoperability of their forces with their U.S. Naval and/or Joint counterparts. However,
whether deploying a single unit or many units forming up a Task Group, nations must also
consider what their forces can contribute in support of the U.S. training objectives (creating a
win-win situation). This is a critical aspect of Fleet planning and training which if not monitored
diminishes the opportunity for gaining the required higher level approval of the exercise
support request. The overarching goal of every single exercise integration is improved

interoperability on both sides.

3.2 Determining the Right Training Event for Deploying Forces

From the training events described in the next paragraphs and based on the calendar of
events published by USFF in its quarterly message (on request provided by CJOS COE),
invited nations may choose an exercise or series of exercises that best fits their national
training objectives. Once a decision has been made regarding the size/type of military
contingent to be committed to the training, the requesting nation may request program
participation via their respective Geographic Combatant Commands (GCC), Naval Component
Commands (NCC), or directly via their head of Navy. Specified in a letter of understanding or
an equivalent document, t hi s reqguest shoul d -tearu tcommitment to

participate.

See Annex C to PART ONE, Optimized Fleet Response Training Plan (OFRTP)

3.3 Identification of Participating Maritime Forces

Each confirmed unit will be expected to forward an OPSTAT UNIT message IAW APP-11
(attached detailed information on identification friend or foe (IFF) systems IOT achieve the
permission to operate/radiate) as early as possible in the planning process in order to confirm
operational capabilities and readiness status forecasted for the actual period of deployment.
Normally, the Commitment to Participate message, must be received at least six (6) months in
advance of the scheduled exercise. Optimally, this commitment should be conveyed

approximately one (1) year in advance in order to maximize U.S. resources in support of the

A

participating nationds training object esigrte.

and/or allocate the right command element and to balance resources to support and maximize

a mutually beneficial training enterprise.

17
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3.4 Coordinating Authorities

Nations who request training support and participation in U.S. exercises shall seek approval
through USFF as Executive Authority (EA). If the participating Nation desires to deploy
additional forces apart from the naval component (army, air force or marines) the process may
take considerably longer to plan and coordinate due to external requests to other services,
seeking their agreement to participate. If the additional forces entail joint expeditionary
operations covering a wide spectrum of activities, or the deployment is of such unusual nature
that it might require coordination of specialized U.S. resources, the requesting nation will be
asked to forward an official letter at the CNO level indicating the scope of participation and the
desired objectives. Additional time for the CNO staff to provide a response should be
anticipated. Nations who have an accredited military and/or naval attaché in the U.S. are
advised to contact them as soon as possible so that they may help facilitate and expedite the

request.

3.5 Defining Training Objectives

The initial Commitment to Participate message should detail as much information as possible
regarding training requirements and readiness standards to be achieved. Nations are
expected to initiate dialogue with USFF and/or CSG-4 scheduling counterparts in order to
clarify the training objectives and respond to specific questions which will help clarify the
nationds tr aTha UB.gUnivkresat Navad Sask List (reference H.) provides an
expeditious means for foreign planners to articulate national training standards utilizing
terminology that is readily identified by their U.S. counterparts. CJOS COE personnel can also
help facilitate the interpretation of the participating maritime training objectives to ensure their

alignment with U.S. training processes, procedures and terminology.

3.6 Planning Process

It is recommended that at least one senior officer (LtCdr/Cdr) be designated as the
participating nationd grimary single Point of Contact (POC). Preferably, this POC should be
the later designated LNO / Coordination Officer (CoordO) but not necessarily. This officer will
be the main pillar of hisnat i ondés <core planning team altde
planning conferences where her/his expertise is needed. She/he will be the primary single
point of contact for CJOS COE and CSG-4. The POC should be empowered with decision-
making authority regarding force commitments and exercise employment in order to meet

mutual training objectives. The primary single POC can be shifted through the national

18
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command levels of the participating entity but has to be officially announced to all key players

involved.

The following activities delineate the principles (consult, communicate, confirm) of the exercise
planning process and are further detailed in Annex D for in-depth planning preparation:

a. Consult the latest USFF quarterly scheduling message and identify the right training

event for the envisioned forces to be deployed.

b. As soon as possible, inform USFF and CJOS COE of your nat i ondos i
participate.

c. Designate an official POC, assemble a planning team and then make arrangements
to attend the CSG-4 planning events including the Concept Development Conference
(CDC), Initial Planning Conference (IPC), Main Planning Conference (MPC) and Final
Planning Conference (FPC).

d. |If feasible, schedule key personnel engagements/discussions between the single
unit CO, his team and the major planners of the CSG or ARG i COMCSG,
COMDESRON, COMPHIBRON, JAG, N2, N3, N4, N6, JICO and CDS N3.

e. At least two months prior to deployment: ensure an official diplomatic Visit Clearance
Request (VCR) has been sent to your respective Defense Departments and embassy
authorities to coordinate for port visits or airport service for the deployment. Provide your
initial LOGREQ to the naval station, and berthing requirements at least one month in
advance of the U.S. port visit with any updates not less than 72 hours in advance. All
personnel who will be based ashore must receive official approval. Personnel assigned
on a Bi-lateral agreement submit a Foreign Visit Request (FVR = U.S.), if travelling on
NATO orders get approval through a Request for Visit (RFV = NATO).

e. One month prior to arrival, confirm the dates of visit, location and name(s) of
designated Navy LNO(s) / Coordination Officer(s) (CoordO(s)).

f. In the final weeks of preparation and/or at the Pre-Sail Conference, confirm all transit
data, confirm rendezvous points, conduct face-to-face briefings between Operation
Officers and specialized teams (e.g. air crews, boarding teams, well deck personnel,

replenishment at sea deck teams, naval boarding party teams, etc.).

A designated CJOS COE staff officer can assist in gathering all the required exercise
information and support designated personnel at the conferences. Since CJOS COE is co-
located with USFF and is close to CSG-4, TTGL and other USN commands, CJOS COE staff
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officers can investigate and clarify any issues with the relevant desk officer upon request of the
PN. At a mutually agreed point in the planning process, CJOS COE will normally withdraw
from planning support in order to redirect its efforts onto other Allied requirements; however, if
required, CJOS COE can continue to assist during the exercise as a relay ashore.

4.0 Bi-lateral or Multi-lateral Agreements

Any force needs a clear mandate and Terms of Reference (TOR), Memorandum of
Understanding (MOU), Mutual Declaration of Intent (MDI) or equivalent agreement for
training/exercise/operation. A formal letter of understanding establishes parameters and
general guidelines on areas of mutual interest. The EA will determine the PN willingness to
develop a baseline bilateral agreement. It serves as long-term commitment to participate in the
Cooperative Deployment Program. A MOU is required for Tiers | and Il cooperative
deployments. Unlike a letter of understanding, a MOU at a minimum outlines levels of
responsibilities and procedures for scheduling, assigning, and organizing forces, ROE, TOA,
Antiterrorism Force Protection (ATFP) measures, logistic support, communication systems,
funding, facilities and training support, personnel, deployment objectives, and lesson learned
exchanges. MOU negotiation will occur in conjunction with the planning conferences. It is
necessary that the participating nations understand how the MOU or equivalent agreement
affect their national policies and international obligations. This helps to avoid possible
differences in understanding and applyingt h eawiof War/Lawof Ar med Conf |
A Rul e s ngagémentd (ROE). If participation in a major exercise or a cooperative
deployment is requested, or if specialized assets which possess unique operational
capabilities are brought to the exercise, and to address issues concerning U.S. Foreign
Disclosure Policy and the anticipated use/integration of a common information
architecture/network, a formal bilateral or multilateral agreement between national Fleet

Commands is beneficial in order to address the details of the cooperation.

Establishing a bi-lateral or multi-lateral agreement facilitates the clarification of necessary
information sharing regarding operational employment limitations and liability and the review of
all the documents and processes that allow nations to safely operate together. The agreement
needs to clearly define the objectives, the measures of success and the role of each nation to
achieve them. It also serves to delineate shared responsibilities, define how the parties
involved will support each other, identify additional material support, including payments for
requested services (i.e. targets), platforms, etc. The agreement should also list all references

required to resolve any unexpected issue or emergency situation. The NATO Status of Forces
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Agreement (SOFA) is one of the major references that should be used to address such issues.
Any agreed deviation from the NATO SOFA for the framework of the designated activity should
be specifically mentioned in the bi/multi-lateral agreement. Due to a lack of awareness of the
MOU or equivalent agreement, the level of support/access provided to/by coordination officers
is often inconsistent. It is recommended that copies of the signed agreement are forwarded to
the 5"/6" Fleet Commanders and CENTCOM Combined Air Operation Centre (CAOC) in
advance of the deployment. Of particular interest is the LI/LL process and the agreement on
how to distribute LI/LL into the NATO or coalition LL process. At a minimum, LL should be
releasable to the PN who participated in the cooperative deployment. Consideration should be
given to broadening releasability so other Cooperative Deployment Program participants
benefit as well.? It is recommended that the agreement should specify exactly what level of
information is shareable and how this information is going to be shared.

For example:

Al f mutually agreed t oPalgsand#ip comdiancetwdhteack Rasty'so f b «
national disclosure guidelines, lessons learned should be classified REL NATO to the
maximum extent possible to facilitate ease of follow-on distribution and utility in supporting

future cooperative deployments by ot her NATO members. o

To assist the development of MOU or equivalent agreements copies of past agreements or a
template which recommends inclusion of appropriate information can be obtained from the
USFF Legal office or CJOS COE. The template is useful in helping to prepare these
documents in advance of an exercise. It will take several months to prepare such an
agreement (see Annex D) since both nations need time to staff the document within their chain
of command and obtain operational and legal approval prior to signing. Ideally, the agreement
should be signed at least three months before the deployment or pre-deployment work up.

5.0 COMSEC Bilateral Agreements

Interoperability requirements may be sourced from multiple GCC depending on specific
deployment plans. PN naval units may need installation of specialized communication
systems before they are able to fully integrate into a deploying USN strike group. Most USN
communication systems operate encrypted, so GCC COMSEC interoperability requirements
must be established within any existing bilateral COMSEC agreements. Alternatively, a ship

rider plan can be established to both obtain and operate the proper keying material (KEYMAT)

2 OPNAV 3500.45, page 15, 24 AUG 2016

21



needed for PN navy participation. Cleared U.S. personnel may temporarily install, operate,
key, and physically secure U.S. COMSEC products and information on PN naval platforms.
This may be used to solve unique, short-term interoperability requirements for Cooperative
Deployment Program participation.

6.0 Foreign Disclosure

The U.S. Foreign Disclosure Policy is unique among NATO partners. All Department of the
NAVY (DON) activities shall ensure the provisions of the DON Foreign Disclosure Manual
(SECNAV M-5510.34) are followed. All information (except Unclassified information that has
been approved for release to the public) must be reviewed for releasability using the foreign
disclosure process. Foreign Disclosure Office (FDO) or NIPO Navy International Programs
Office (NIPO) must be notified of all affected references as early as possible to meet all foreign
disclosure requirements and determine whether a Foreign Military Sales (FMS) case is
necessary. Any potential issues involving the disclosure of military intelligence should be
referred to Deputy Chief of Naval Operations for Information Warfare (CNO (N2N6)). US
Foreign Disclosure Policy regulates and controls (and sometimes restricts) the distribution of
sensitive information and data and consequently sets the rules and levels of PN integration.
All documents intended for release need to be processed early enough and preferably written
as templates releasable to all participants. To avoid late delivery to the foreign units, it is
necessary to submit all written documents (e.g. exercise orders, pre-ex messages, Operational
Orders (OPORDERS), directives and guidance (OPTASKS)) to a U.S. FDO/FDR well in
advance of the required delivery date. It is highly recommended that all the messages be
marked with "REL TO USA, REL NATO or NATION X," classification markings; where
"NATION X" is a nation who has requested training support and participation in U.S. exercises
through USFF. This is an important point which is frequently missed in coalition cooperation
with coalition units and must be addressed and highlighted commencing as early as the IPC in

order to promote the effective integration of coalition units.

7.0 Financial Issues

The invited nation covers the service support expenses of its deployed units. Upon arrival in
the U.S., all expenses, including the cost of living, accommodation, healthcare and
maintenance operations are the responsibility of the participating nation and not of the host

nation.
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During U.S. Fleet scheduled exercises, resources and services are typically available and
coalition units can utilize these services with adequate scheduling notification. However, if any
resource or service is provided for the express benefit of the participating nation (without U.S.
NAVY participation), the costs for provision of those services must be covered by the
participating nation. The provision of fuel and other common fluids is covered under existing
agreements and is reimbursable on a case by case basis. Any expendable materials like

gunnery or missile targets/drones have to be paid for by the consuming nation.

Invited nations that are members of NATO or Partnership for Peace (PFP) have limited
healthcare coverage in the U.S. under both a Status of Forces Agreement and/or a Reciprocal
Health Care Agreement (RHCA). U.S. Department of Defense Instruction (DODI) number
6015.23, signed Feb 23, 2015 "Foreign Military Personnel Care and Uniform Business Officers
in Military Treatment Facilities" states that "Under certain conditions, the DoD may provide
inpatient and outpatient medical and dental care, pharmaceuticals, or durable medical
equipment to Foreign Military Personnel (FMP) and their dependents.” FMP care may be
reimbursable or at no-cost depending on the RHCA. For more details on how to access
healthcare while in the U.S., refer to the NATO Office of the Legal Advisor document
"Healthcare Information and Resources for NATO International Military Personnel and
Dependents” signed 01 Oct 2015. Details on the RHCA can be found at:

http://tricare.osd.mil/recip

Allied ships may employ a FMS contract to seek dedicated service support. These requests
must be drafted at least one year in advance and funded. Each embassy holds a list of FMS
cases open for specific use and as such the Defense/Naval Attaché must be involved in the
process as mentioned in para 3.4. The Judge Advocate General (JAG) and USFF N413
Directorate (Logistics) have extensive knowledge and experience in this process and they are
able to provide assistance and guidance to nations that seek their support. It is also
convenient to list in the service support agreement, if applicable, the principles for covering the

cost of the envisioned/foreseeable services.

8.0 Conference Participation

8.1 Training Events - Scheduling Conferences

USFF Quarterly Scheduling conferences are chaired by USFF and are held four (4) times each
year: in February, May, September and December. The conferences are held at the Norfolk
Naval Base (NAVBAS) or the Joint Expeditionary Base (JEB), Little Creek. Carrier Strike
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Group Four will hold three exercise planning conferences (IPC, MPC and FPC). For each
conference a Scheduling Signal (invitation) (preferably unclassified) is sent and at the
conclusion of the meetings a Roundup Message is promulgated. Nations are invited to attend
scheduling conferences led by USFF and exercise-planning conferences led by CSG-4 and
will be provided with information regarding potential exercise dates, participants and a general
scheme of maneuver. When it is not possible for national representatives to attend, CJOS
COE staff officers can represent the interests of the respective CJOS COE sponsoring nations
and other Allies if officially requested. Prior to any conference participation, national
representatives are advised to connect with CSG-4 and/or the respective USFF/Maritime
Operation Centre (MOC)/CSG to introduce themselves. In order to ensure sufficient
preparation for all stakeholders, it is recommended that any intended exercise or deployment
participation of a foreign nation is announced at least 18 to 24 months prior to execution.

The Initial Planning Conference (IPC) for any scheduled exercise is supposed to be the first
Awor kingo conference, in which the participants
a very early stage in the planning of the exercise (ie. start networking). Representatives of the
nat i @aaidalsandtoperational level (e.g. HQ, flotilla) should be present, supported by the
nominated national single POC for the cooperative training/exercise/deployment. National

representatives should be authorized to speak on behalf of their respective commands.

The IPC will be announced by a detailed Invitation Message. This message which is
preferably an unclassified message contains the agenda, the syndicates, the workshops, the
requested staffing of each syndicate/workshop and the administrative details regarding base
and building access. The common basis of the initial discussion at the start of the IPC should
be at least the draft of the MDI, MoU or TOR between the nations (U.S. & foreign nation).

The IPC is the first opportunity for USFF/MOC/CSG to present the scenario storyline. For the
participating units, it is the first opportunity to deliver their capability briefs based on the
previously transmitted OPSTAT UNIT (for NATO units IAW message format included in APP-
11) to the U.S. NAVY audience, which in many cases may have never worked together with a
NATO or any foreign units. The deploying CSG should give a short briefing for the upcoming
deployment and the scheduled training/exercises, including information about their planned
Command, Control, Communications, Computer, Collaboration & Intelligence (C5I) status and
equipment (e.g. use of EHF-satcom) and other key issues (e.g. use of crypto equipment,
strategy for handling the Foreign Disclosure Policy, etc.). Furthermore, in the case of an

intended deployment it is of the utmost importance that U.S. CSG representatives give an
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initial idea of the Area of Operation (AOO) during the deployment phase to allow the foreign
nation(s) to evaluate their constraints and/or restraints (e.g. political mandates) and provide

solutions in order to start the proper planning process.

The result of the IPC should be nothing less than a clear understanding of the multinational
dimension (certification process, foreign disclosure issues, etc.), the specific C? (Command
and Control)® Systems in the AOO, the agreement on training objective(s) and defined

timeline(s) of the cooperation timeframe.

At the end of the IPC the responsible agency for the conduct of the IPC will promulgate the

consolidated AMinutes of Meeting (MoM)o to all/l

The Main Planning Conference (MPC) starts with the confirmation of the participating units
and aims to refine/define participation ambitions (which duties and tasks can be allocated) and
the training expectations/objectives in each of the syndicates/ branches/ warfare areas. At the
end of the MPC the agency responsible for the conduct of the conference will promulgate the
consolidated AMinutes of Meeting (MoM)o to alll
and issues to be resolved prior to the next scheduling conference or the intended cooperative

deployment or exercise.

At the MPC the employment (access) and whereabouts of LNO(s)/CoordO(s) should be
discussed and confirmed. If confirmation cannot be given during the MPC, the nations should
gain confirmation ASAP after the MPC. An action item shoul d be i ncluded i

regarding this on completion of the MPC.

The MPC should also focus on common Techniques, Tactics and Procedures (TTP) in all
aspects/warfare areas and on the validation of common standards and publications
(NATO/US/National, etc). At the MPC, lessons learned and best practices from previous
participants should be reviewed, discussed and a common cooperation strategy in addressing
any identified issue should be agreed upon. Additionally, the (national) logistic aspects should
be discussed in order to establish a common understanding and to develop a supporting

approach regarding logistic issues.

The goal of the MPC should be the agreement on an operational common basis, which implies

the verification of integration measures and the interoperability of C5l systems and TTPs.

3 Command and Control System is a system used to provide accurate, complete, and timely information for the operational
chain of command. It is most often used to refer to the computer system, but actually consists of hardware, software,
common procedures, standards, and numerous appliceaetcitame oandai
provides area wide connectivity with all levels of command. C? systems incorporates systems that provide situational
awareness, support for intelligence, force planning, readiness assessment, and deployment applications that commanders
require to effectively plan and execute joint military operations.

25


https://en.wikipedia.org/wiki/Situation_awareness
https://en.wikipedia.org/wiki/Situation_awareness

Additionally, as a result of the MPC, the participants should agree in detail about sensitive
interoperability tools and procedures like crypto equipment, the handling and exchange of
classified information (especially with regards to the US foreign disclosure policy), the Tactical
Data Link (TDL) implementation plans, and the use of special communication systems e.g.
EHF/UHF SATCOM.

Again, national representatives must be authorized to speak for their respective commands. At
the MPC, representatives of the nationbds tact.i
level (e.g., CO and OPSO of the participating unit) should be present, supported by the
nominated single POC for the cooperative mission and respective subject matter experts
(SME) of the topics to be discussed during the MPC. If possible, the designated
LNO(s)/CoordO(s) should also attend the MPC in order to start interaction with the nominated
U.S. Navy host unit (e.g., CSG / DESRON) at the earliest stage possible (start of networking
on the tactical working level).

The Final Planning Conference (FPC) provides for last minute modifications, and confirms
C5I arrangements, including Crypto and TDL implementation plans. It presents the first
Warfare Comma n d e onsepts and draft OPTASKS in preparation for the following Warfare
Commanders6 Conference (WCC). The FPC goal is to ensure technical and procedural

readiness is achieved in preparation for the cooperative execution on the unit/tactical level.

As in the previous IPC and MPC, the agency responsible for the conduct of the FPC will
promulgate the consolidated MoM to all participants, including timeline(s), action item(s) and

issues to be resolved prior to the intended cooperative training/exercise/mission.

A Pre-Deployment Checklist (Annex D/Part One) provides a timeline with important milestones

prior to participation.

9.0 Optimized Fleet Response Training Plan

An all-encompassing training program involves the effective integration of live events and
synthetic training events which are logically sequenced in order to provide more levels of
increasing complexity. This sequence is the Optimized Fleet Response Training Plan (OFRTP)
and is shown in ANNEX D.

91 Warfare Commander@®€C)Conference

A unit preparing for a Cooperative Deployment with a designated CSG will be invited to the

Warfare Commander sd TheWECis motrac exerdis®\iflaBning conference
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like the IPC, MPC, FPC but rather the first step of the OFRTP training package before Group
Sail, FST, C2X etc.

This conference is usually conducted 6-7 months prior to sailing and is a two-week classroom
and tabletop session, supported by trainer sessions (SIM-exercises) that marks the beginning
of integrated training for the designated strike group. The WCC is the first officially scheduled
opportunity for the designated Commander Carrier Strike Group (COM CSG) to get together
with his warfare commanders and key players and to promulgate his direction and guidance for
the given tasking. A variety of presentations are offered, covering composite warfare
commander procedures, current deployed operations, lessons learned/best practices,
NATO/Strike Force NATO (SFN) familiarization and capabilities/ limitations briefs on a variety

of maritime, joint and coalition forces.

The WCC is facilitated by Tactical Training Group Atlantic (TTGL) for the COM CSG. TTGL
will coordinate with the COM CSG's staff to ensure that desired topics are delivered to, or by,
the involved entities in preparation of the given tasking. The level of training is flexible and
directly connected to the complexity of the mission to be achieved by COM CSG and his given
forces.

Seminars are conducted in order to begin the process of developing CSG& preplanned
responses (PPRs) and specific TTPs, which will be employed based upon the COM CSG6 s
guidance. Additional tabletop scenarios are conducted to begin the integration of the warfare
commanders and their capabilities into the CSG. Most importantly, this is the latest
stagelphase (if it duairgg nthie tschelwding pcenfererttes) when relationships
between leaders and their staffs and the individual platforms and squadrons are deepened.

It is highly encouraged - based on the broad representation of U.S. entities at the WCC - that
key members of any Allied participating unit or cooperative deployer take part in the WCC to
fully and visibly integrate themselves within the strike group's plans and organization at this
stage. It is recommended that at least the CO, Senior OPSO, Warfare Officers, Comms
Chief(s), TDL-Chief(s) and LNO(s)/CoordO(s) are present during the WCC.

Most importantly, this is the first visible sign to all warfare commanders and the broader

audience that a capable foreign unit iIs present

9.2  Fleet Synthetic Training (FST)

FST will be used by USN units and strike groups in the unit level and integrated training phase.
FST supports current and future integration of live, virtual, and constructive systems for fleet

training, qualification, certification, operational exercises, and mission rehearsal capabilities.
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FST facilitates concept of operations (CONOPS) validation and the integration of TTPs,
advanced warfighting capability testing, and/or experimentation. Training can be tailored for
the task and condition required to meet the standards established in the Joint Mission-
Essential Task List (JMETL) and/or Navy mission-essential task list (NMETL) and can be
focused from unit through Fleet Commander level. The Navy Continuous Training
Environment (NCTE) is a persistent training network controlled by the U.S. Navy which offers
the ability to add joint and PN participants to JMETL/ NMETL focused events. Requests to
participate must be coordinated with COMUSFLTFOR COM and must be submitted, approved
and forwarded to the NCTE program manager at least 120 days prior to required service date.
Partner nation participation in FST events strengthens security cooperation and enhances
warfighting effectiveness with allies and partners. FST can provide engagement opportunities
with new PN and enhance existing interaction with current partners. It enables PN to train with
the U.S. NAVY units and staffs, joint units and staffs, and other PN. Participation in FST will
follow a broadly structured yet flexible process that allows proper consideration and

prioritization of competing interests and limited resources.

The participation prioritization effort of COMUSFLTFORCOM will be guided by principles of
what benefits U.S. NAVY training, the PN role in support of existing OPLAN/CONPLANSs and in
relation to maritime strategy and strategic partnership, and the PN current and projected
capability to contribute to specific warfare mission areas. The U.S. NAVY is using this
capability to certify strike groups before deployment in order to better utilize precious training
time at sea, conserve resources and simulate the latest combat conditions in theatre before
strike groups actually deploy to their forward operating areas. Any PN participation requires
extensive technical commitment and involves a protracted period of time to integrate
equipment and conduct training of simulation support personnel and individual operators. To
be integratedASUREo0 COWK &famfioTaBRdEto work with a U.S. CSG is an
invaluable foundation for successful participation in the CSG Group Sail. During the FST,
C S G éare already working with their TTPs, and especially because of their partial massive
di fferences t o is BfAIpnst imporanse,for the PN to hold the appropriate
documentation (OPORD/ OPTASKS etc.) early enough, to gain the sufficient training effect for
their CIC team.

9.3 Group Sail

The Group Sail, under the responsibility of the COMDESRON is the first opportunity for a
Carrier Strike Group (CSG) (but without the aircraft carrier (CVN)) or an Amphibious Ready
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Group/Marine Expeditionary Unit (ARG/MEU) to get underway together and start the exercise
program. Group Sail is scheduled for 10-14 days and is always serialized. The Schedule of
Events ( SOE) (S del i berately kept focused on
Commanding Officers the opportunity to maximize their internal training requirements and align
their watch and station bills accordingly. Although the Group Sail entails a very basic-level
training period at sea and is not ideally suited for integrating foreign units, Group Sails do
afford foreign ships a valuable opportunity to work out issues in their communication networks,
including TDL connectivity. In order not to waste precious exercise time during COMPTUEX,
the focus for PNs during the Group Sail should be their C? integration into the CSG. In
particular, issues concerning the use of coalition information network (e.g. CENTRIXS, BICES)
versus SIPR-NET, the distribution of documentation, orders and plans, and the related use of
crypto equipment can be tackled during the Group Sail.

9.4 Composite Training Unit Exercise (COMPTUEX or C2X)

C2X is a 21 to 28-day live exercise at sea, with all CSG components, including the Carrier
Vessel Wing (CVW). The first 2-3 d ay s 6 ot thecOarsiee Qualification of the CVW and
the final phase is dedicated to a multi-threat free play challenging battlespace scenario. The
remaining periods are a stepped series of scenario driven events but almost completely
i F R E E P lwhAidhdguides the deploying staff, warfare commanders and units through the
certification process, integrating activities across all warfare areas. Complex missions and
tasks, given on short notice by the staff controlling the exercise (CSG-4) challenge the staff
and units at sea exceptionally. Ultimately the chosen readiness state of participating units
needs to be at a high level to encounter all possible threats. Foreign units are welcome and
encouraged to integrate in all or part of this exercise activity. Allied training objectives can be
accommodated in the scenario, and participation as a warfare area commander is possible if
requests are submitted early in the scheduling and planning process. This is critical because
US.NAVWYunits have very strict reqguirements in a
Certifications (Air Defense Commander, Sea Combat Commander, etc.). Foreign ships and
Task Group (TG) staffs should remain cognizant that requests for exercising a specific warfare
commander duty must be balanced with the U.S. exercise goals and objectives. COMPTUEX
significantly raises the level of complexity for training but proves to be a rewarding experience
in challenging the skills of all participants. After the successful completion of COMPTUEX a

CSG is certified as ready for deployment.
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ANNEX A/PART ONE: USFFC TASK FORCE ORGANIZATION
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ANNEX B/PART ONE: CSG/ESG COMPOSITION
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ANNEX C/PART ONE: OPTIMIZED FLEET RESPONSE TRAINING PLAN
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ANNEX D/PART ONE: PRE-DEPLOYMENT CHECK LIST

TIME

24-18 months

EVENT

USFFC SKED MSG to national HQs

Participation of national HQs at scheduled USFF
conferences

Early engagement of MoD Level legal to
understand the carrier Deployment purpose
(operational aspects vs. solely training)

REMARK

Identify training
opportunities/

Prior - To fly carrier configured aircraft from a U.S. CVN objectives
deck, initiate the discussions with Commander,
Naval Air Forces Atlantic (COMNAVAIRLANT)
staff to research safety and operational
compatibility issues.
- National HQ forward Letter of Intention (LOI) to
participate, including restrains/constrains/
caveats, prior to the IPC
- Acknowledge participating forces
- Attend IPC
9 Months |~ Sonnect with CSG-4 NS lead planner - Identify IPC
Prior - Define basic training objectlves/requwemgnts participants
- Address specific issues and create a dedicated
common timeline
- Coordinate link with CENTCOM CAOC (either
Tampa, Bahrain or Qatar) to ensure releasable
version of key documents
- Evaluate with CJOS
- Link with CJOS COE, USFF N7, CSG-4 N5 COE the relevance of
- Address any major outstanding issues of the the training event
deployment - Issuei Forei gn
12 month - Discuss/ agree on fithe R e q u gRFV)for the
prior (at least single POC for intended projects (single POC to next 12 month of
before IPC) be established in the foreign country, supported conference and/or
by national representatives stationed in the US) exercise participation
- Investigate customs issues for material brought and diplomatic
to the U.S. clearance with the
Embassy
- JAGUSFF, nat.
- Draft the TOR/MOI reps .
- Rough exercise goals
Before IPC included

(at the latest
before MPC)

Exchange of unclassified and classified
messages | shore T ship, ship 1 ship
| nvesti gat e Ndva Cdmputeeasd w
Telecommunications Area Master Station

Atlantico(NCTAMS LANT)

USFF/CSG/CPR JICO
and USFF/CSG/CPR
COMMO
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TIME

6 Months
Prior

EVENT

Attend MPC

Confirm designation of units, announce changes
wrt previous IPC statements

Refine participation ambitions (duties or task
asked in detail) and training expectations/
training objectives

Connect with U.S. hosting entities/staffs
Investigate locations of LNO/ CoordO or
personnel deployment, based on LI/LL of
previous cooperationods
Investigate payment and logistic issues (in
detail)

Investigate C4l issues (in detail)

Gain Copy of CSG4 Exercise Safety Instruction
and validate ship level compliance from all
appropriate watch teams and leadership
Requirements for transmission of IFF and Link-
16 are due to the Federal Aviation
Administration (FAA) via USFFC, CSG-4, the
Navy Marine Corps Spectrum Office (NMCSO)
and Commander Naval Information Forces.
Verify Encryption requirements

REMARK

- Failure to submit timely
IFF and Link-16
intentions may result in
a denial by the FAA to
use those capabilities
in the Western
Atlantic/Eastern
Seaboard of the United
States

3 Months
Prior

Attend FPC

TOR/MOI agreement signed by both parties and
endorsed

Verify Encryption onboard and supports event

1 Month Prior

Forward initial LOGREQ of incoming naval units

to CSG and NAVBAS

Obtain diplomatic and official Visit

Clearance request for personnel based ashore
and/or provide US CAC to personnel based
ashore during the project (e.g. LNO(s)/
CoordO(s))

Verify CSG-4 Exercise Safety Instruction
remains as posted, or gain updated instruction
for compliance.

Verify with host ship for any inport period the
requirements to allow radiation of radios, radars
or sonar inport in support of pre-underway
rehearsals, training events, or maintenance
checks

1 Week Prior

Attend Pre-Sail Conference/WCC
Update LOGREQ

Naval Station Norfolk or
Little Creek Port Visit
preferred
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(conceivably even prior

STARTEX |- TACONranster arrival or to the PSC)
ENDEX - Hot wash-up Determine location
(ashore or at sea)
No need to return to
Redeploy - Force re-deploys and LNO(s)/ CoordO(s) return Norfolk unless needed for

home .
logistic issues

4-6 month LI/LI workshop/conference to ensure future (to be addressed/
after requested at the

Deployment progression IPC/MPC/FPC)
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ANNEX E/PART ONE: EARLY LIAISON CHECKLIST

SUBJECT TOPIC POC
Ereeplggmlgn:nzrrlrt]ellgearation COMCSG / COMPHIBRON
Mission/ Nationa?l Oyb'ectivrés gf COMDESRON
Integration Intearation J CSG/CPR N3
gral . CDS/CPR N3
Reporting requirements
Instituting POCs on unit and
staff level
Timeline for exchange of
L o . CSG/ CPR N3
Coordination Coordination Officers CSG/CPR N2

Integration of Coordination
Officers in planning

National Caveats

COMCSG/COMPHIBRON

Foreign Procedures
Disclosure Consequential limitation for PNs gggl/:chDROJ AG
MOU/MOI
SOFA USFF N5
Legal/ROE EVRs CSG JAG
ROE
Usage of Coalition Network
System applications (COP etc)
Command US/NATO Crypto CSG/CPR N6
and Control Comms capabilities (SATCOM) CSG/CPR COMMO
P CSGICPR JICO
Spectrum Clearances
IFF coordination
Link-16 network and Crypto
LINK Capabilities and limitation of CSG/ CPRJICO
) CSG/ CPR N3
national LINK systems
Scope of support by US
LOG Medical support . USFF/ CSG N4
National logistic supply chain
(e.g. agent system)
Training Obiectives COM-CSG/COMPHIBRON
Training PNs Capabilties COMCSG 4
P CSG 4 N3
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PART TWO
COALITION ELEMENT

INTEROPERABILITY GUIDE
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PART TWO: COALITION ELEMENT INTEROPERABILITY GUIDE

1. Operation

In order to highlight the most common interoperability issues observed during Allied/Coalition
Navies cooperation with the U.S. NAVY on the Eastern shore of the United States, CJOS COE
will regularly, after every cooperative training, exercise or deployment update PART TWO of
this Guide. The content of PART TWO addresses specific interoperability obstacles in
important operational areas, such as TTPs in carrier operations, air operations and

communication, etc.

See detailed issues at ANNEX G: INTEROPERABILITY CHECKLIST

The Checklist will give you clear themes to be addressed at different syndicates during the

planning conferences.

1.1 Tactics, Techniques, and Procedures (TTPs)

Interoperability is mainly enhanced by using common terms or when not possible, by providing
a tool that relates one term to another. The key to command and control (C?) success is the
early and clear agreement on TTPs. Allied doctrine addresses the need for common tactics
and procedures. Therefore, it is of utmost importance to establish standard operating
procedures (SOPs) at the earliest stage possible in order to provide time for the training
audience to become familiar with NATO and/or U.S. publications. The best way to start the
integration into a U.S. exercise and training environment is to request and receive a joining
package of the most likely used TTPs from the responsible CSG/ESG.

With delegation of authority comes the inherent responsibility to establish authority for
execution of the task IAW known orders and procedures. European NATO navies are
interoperable due to extensive standardization of equipment and procedures based on NATO
STANAGSs and doctrine. Thus, every time maritime operations are decentralized and reliant on
mission command, the coordination and planning process should include the procedures,
measures and resources required to implement interoperable plans. Hence, prior agreement
of all participants to a common set of TTPs and publications to be used at a U.S. exercise or
cooperative deployment is paramount for training/exercise/mission success. In most cases
this should be the NATO publication library. In all other cases, where the NATO TTPs are not
used (i.e., ATP 31 NATO Above Water Warfare Manual, Procedures for ASuW and AAW, etc.)
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the respective USN document, publication or procedure and the respective Pre-Planned

Reactions (P P R)dhave to be provided well in advance.

1.2 NATO versus US Publications

NATO publications are focused on major combat operations and task group operations. NATO
is only one partner of the United States. USN personnel from the west coast of the United
States and newly assigned to the east coast are likely to never have worked with NATO
publications before and are not aware of the differences between US and NATO TTPs. Even if
U.S. publications ar e si mi | ar and 0.S. No&tiin® &pecifically states that NATO
doctrine is to be used when in a NATO setting, in U.S.- led exercises and operations, it is likely
that U.S. only publications may be used, leading to potential misunderstanding. Unfamiliarity
with APP-11 (NATO Message Catalogue (NATO OPTASKS and other NATO MTFs e.g.
AAWC, ASUWC)), lack of experience in NATO terminology and procedures especially with
NATO formats for ROE, Serials (TABORD), EXTACSs, supported and supporting requirements,
etc. may be evident when working with US units.

The respective U.S. procedures, reports and work flows are laid down in the U.S. OPORD
(e.g. 6000). The U.S. OPORD is more of a regulation document and a combination of NATO
ATP-01 Vol | and NATO OPGEN. Basically similar to NATO ATP-01 Vol I, the U.S. OPORD
diverges between the different operation areas (5" Fleet, 6" Fleet etc.), the different CSGs and
supplemented in single CSG annexes. USN OPTASKs like OT AD, OT ASW, OT CHAT, OT
LINK, OT IM and OT COMMS differ from NATO standards and are in general, much more
detailed. Additionally, not all existing warfare areas IAW NATO MTFs contained in APP-11 are
covered (e.g., OT ASW and OT ASuW may be combined in the OT SCC (Sea Combatant
Commander) an OPTASK that does not exist in NATO terminology). Hence, a detailed
knowledge of the respective U.S. OPORD is mandatory for a successful integration into a US
CSG.

All participants have to agree on the tactical references to be used for operations prior to the
operation (e.g. at the IPC). The objective here is to create a list of the primary national,
coalition, and NATO publications used so that each participant has time to access reference
documents that are not originating from their national/NATO systems, or request hardcopies
from the nation(s) they are cooperating with. The goal should be to receive a joining package
of TTPs, publications, regulations and orders, preferably prior to or at the MPC. The U.S.
utilization of documents like the Schedule of Event (SOE), Fragmentation Orders (FRAGOS),
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Execution Order (EXORD), CONOPS or Maritime Tasking Order (MTO), Daily Intentions
Message (DIMS) and OPREP-3 and 5 needs to be explained by the responsible CSG.

Strike group interoperability problems most often occur when important reference documents
are not disclosed. Hence, the OCE needs to direct the use of appropriate TTPs, tactical
publications and regulations and their exceptions. Bottom line, interoperability and force
integration between U.S. and NATO/coalition maritime units will be much more effective if

NATO message formats and publications are used in as many cases as possible.

1.3 Command and Control

The delegation of the four levels of NATO command authority (e.g. Operational Command
(OPCOM), Operational Control (OPCON), Tactical Command (TACOM), and Tactical Control
(TACON)) to foreign commanders remains one of the key factors of force integration. The
level and the timing of Transfer Of Authority (TOA) have to match the mission requirements
and need to be addressed on an early stage. If a PN decides to integrate into the CSG the
COMCSG holds TACON and the Fleet Commander (e.g., 5", 6", etc.) OPCON over the

particular unit.

1.4 Warfare Commander Concept

The CSG command structure is equivalent to the NATO Composite Warfare Commander
concept (CWC IAW ATP-1). The COMCSG is the CWC of the assigned warfare commanders,
functional groups, and coordinators. The warfare commanders collect and disseminate
information and, in certain situations, are assigned authority to respond to threats with
assigned assets. Warfare commanders, when so authorized, may autonomously initiate
action. The OTC and CWC retain the power to negate any particular action by the warfare
commanders. They may deploy weapons and sensors, regardless of the commander
exercising TACON of the unit in which the weapon and or sensor is installed. As already
mentioned, due to the firm direction and guidance policy of the USN, Warfare Commanders act

more on in advisory role, while the CWC holds the decision-making power.

1.5 Air Defense (AD)

The USN implements different principles and does not strictly follow the procedures and/or the
terminology detailed in NATO publications (e.g. ATP-31) for AAW and thus AD. The Air

Defense Commander (ADC) is not delegated to the Task Group level and is retained by the
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Fleet Command (e.g. COM 6™ Fleet). The ADC is responsible for the execution of all AD
operations, and for the information management and coordination inside the ADC assigned
area. At the tactical level the NATO AAWC duty is assigned by the Composite Warfare
Commander (CWC). The equivalent to the NATO AAWC is the Air & Missile Defense
Commander (AMDC) within a CSG. The AMDC is usually the CO of one of the destroyers and
acts independently from the COMDESRON. The AMDC is directly assigned to the COM CSG.
One Regional ADC or multiple Sector Air Defense Commander (SADC) will be assigned if the
force operates independently and centralized coordination is not feasible.

Within the CSG, units will only deal with the Air & Missile Defense Commander (ADC).

Air defense coordination and definitions might be different (i.e., different codewords, etc.), but
generally NATO procedures (ATP-31 and AJP 3.3.5) are used. All differences, including the
voice procedures will be promulgated in the OPORD, OPGEN or OPTASK AMD. Nonetheless
all procedures and definitions have to be agreed on before getting underway. The Air Defense
PPRs have to be established and trained in advance. PPRs covering situations like an
unknown AC entering the vital area, high value airborne asset protection, UAV ID and tracking,
MEZ/FEZ ADU Self Defense, or even suspected loss of communication should be clear to all

participants.

Similar to NATO TTP, Anti-Ship Missile Defense (ASMD) is split into Unit and Force ASMD.
The basis for planning the engagement or defense against hostile missiles is the OPTASK
EW, which categorizes missiles type of guidance into ZIPPO groups IAW ATP 55. Doing this,
U.S. ASMD comprises of the whole spectrum of coordinated hard- and soft kill means. The
main difference between NATO and U.S. ASMD procedures exists within the execution of
Force ASMD. The AMDC (decoupled from the EWC), is only responsible for force hard kill
measures. Depending on unit/force disposition and positioning, A" Tar get Engage
Messageso ( TEM)lizeca rEmbeddadrired GS5G, walt other Force ASMD elements
are cohesive with the Information Warfare Commander (IWC) who is part of the CSG staff.
Force maneuvering is executed by the Screen Commander (SC) who is assigned to the Sea
Combatant Commander (SCC). Thus, in case of an incoming missile attack the SC, and not
the EWC or AMDC, focusing on all warfare areas, wind for launching and recovering carrier
based aircraft, etc. is responsible for ordering i F O R @&EMD CORPENO .

Another significant difference between NATO and USN TTPs are the voice WARNING
procedures towards aircraft. The USN uses only one WARNING, which is actually the final

announcement prior to weapon engagement. Obviously the use of this WARNING is very
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restrictive. All other contact attempts by a surface unit are either understood as safety of flight
advisory communication or queries (SOFA/HAILING). A cooperative deployer from any PN
should prepare and legally adapt their national WARNING formats and inform the USN about
their own WARNING procedure at the MPC.

1.6 Sea Combat Commander (SCC)

Il n the USN CWC concept, the SCC is the tiled
responsibilities for sea combat and granted the tactical control authority to accomplish the
assigned missions and tasks. The SCC integrates ASW and ASUW warfare tasks under one
commander; this is an optional position within the composite warfare commander structure. In
addition to ASUW and ASW, other warfare tasks that may be assigned to the SCC are: HEC,
MIWC, SC, SOCA, and MIOC. When activated, the SCC plans, directs, monitors, and

cer

assessesCWCt asks in support of the NFC6s/ JFMCCO6s m

Usually run by the DESRON staff, all areas are either covered by one watch or in times of
tension by additional watch cells. Overall responsibility remains with the COMDESRON as
the SCC.

1.6.1 Anti - Submarine Warfare (ASW)

As mentioned above, the protection of the CSG against potential subsurface threats lays within
the responsibility of the SCC. If the SCC is overloaded and the threat intensifies, his
responsibility might split into the traditional principal warfare commander structure and the
ASWC takes charge. In general, the similarity between NATO and U.S. NAVY TTPs allows
easy integration into the CSG, and cooperation on the tactical level without delay.

As with other warfare areas the U.S. ASWC is more a Coordinator than a Commander. With
the duty assigned to the COMDESRON in the carrier, ASW is conducted through PPRs laid
down in detail in the OPORDER and the OT ASW with only limited room to deviate. The PPR
of Anti-Ship torpedo defense are largely conducted IAW ATP-28 and provide sufficient
certainty for all units. Of note, the PPRs also refer to the U.S. NAVY A Sur f ac e
Defense Countermeasures and Evasion Manual 0o
The CSG operates under a Theater ASW (TASW) tasking. The duty of TASWC is held
ashore, outside of the CSG organization (e.g. C6F). The TASWC holds TACON of all
submarines and is also SUBOPAUTH and SOCA. Only those assets in direct support to the
CSG are coordinated by the CSG staff. Position and WSM of submarines not in direct support
of the CSG are not normally shared with PNs. Generally, there is no interaction directly
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between the TASWC and CSG units, and all questions regarding own submarine movements
or tasking are forwarded through the SCC.

From a NATO perspective there are some differences between NATO and U.S. ASW
publications and TTPs. For instance, TADPOLE and Subsurface Threat Warnings are not
used. ASW is primarily conducted by airborne assets and typically the responsibility is divided
by geographical coordination. The close area around the carrier is covered by the Strike
Group ASWC (SGASWC), performed by the DESRON. For the Vital Area around the catrrier,
the aim is to achieve imar i t i me ,swhile inside dhe yetinder of the Strike Group
Operating Area (SGOA) dmar i Duetoehe SGOA baing anrASWY 0 i
Free Area (ASWFA), there is no coordination needed regarding WSM between SGASWC and
TASWC. All areas outside of the SGOA fall under the responsibility of the TASWC and cannot
be assumed as ASW Free.

1.6.2 Anti - Surface Warfare (ASUW)

Similar to the ASWC, the ASUWC duty is executed by the COMDESRON staff. Roles and
responsibilities are laid down in the OPORD/OPTASK and in PPRs. Execution of PPRs
depends on the presence and classification of contacts around the carrier. Sizes of areas and
classification criteria of contacts (CCOI/COI) are promulgated in the DIMS or supplemented in
the OPTASK Common Tactical Picture - Maritime (OT CTP-M) or OT SCC SUPP.

ASUW stationing and duty assignment (e.g., SHOTGUN, SCOUT, etc.) is generally 1AW
NATO ATP-31, but other ASUW TTPs are not. Recognition Confidence Levels, and the Battle
Damage Assessment (BDA) or DAMCAT are promulgated with a preplanned matrix and do not
correspond with the relevant NATO TTPs (e.g. ATP-01 Vol Il or ATP-31). As in all other
warfare areas, reports like Situational Reports (SITREPSs), the After Action Report, SCC
SITREPS, Surface Contact Report or Firing Report differ from CSG to CSG; they can even be
changed during a deployment, but whenever this happens, the new format will be posted on
CENTRIXS or promulgated by an update to the OPORD.

1.7  Carrier Operations

All carrier based missions are coordinated between the Air & Missile Defense Commander
(AMDC), the Air Resource Element Coordinator (AREC), the Strike Warfare Commander
(STWC) and the Commander Air Group (CAG).
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In most cases, nations participating in a C2X or Cooperative Deployment are not used to
operating with USN aircraft carriers (CVN).
of the most challenging naval procedures.
especially during carrier qualifications, can last up to twelve hours. Carrier speed will vary
between 5 and >30 knots depending on the meteorological conditions. Sudden turns, prior to
aircraft recovery should be, but are not always, promulgated on the fleet tactical net (VHF/UHF
voice). The changing lighting profile of the CVN is a challenge for bridge watch-standers
(particularly at night). ACYCLI C OPaeRISTIuGN®A in detaid
(available online). While it is not necessary to understand every detail of carrier operations,
CV NATOPS is an excellent reference and starting point to learn about USN Carrier
operations. The maximum possible training and exercise preparation is essential to be able to
deal with tasking like REDCROWN, SHOTGUN, PLANE GUARD or to be able to apply the
rules of Asset Protection Zones, Carrier Operation Areas (CVOASs), Minimum Risk Routes
(MRR) or Return to Force Profiles (RTF). Even simple navigation in the vicinity of a carrier can
be challenging (e.g. 3-2-1-rule) especially at night. For carrier air operations IFF and TACAN
systems are highly recommended for aircraft and ship safe operations.

1.7.1 Air Operations

Fixed wing aircraft carrier operations involve catapult launching and arrester wire recoveries,
which are highly specialized capabilities that require high safety standards, highly trained
professional skill sets and extensive technical preparation. The specifics of fixed-wing carrier
air operations are outlined in CV NATOPS. For nations that desire an opportunity to fly carrier
configured aircraft from a U.S. CVN deck, it is mandatory to initiate the discussions with
Commander, Naval Air Forces Atlantic (COMNAVAIRLANT) staff between 18 and 24 months
in advance to research safety and operational compatibility issues. Platform airworthiness and
aircrew training standards must be verified in advance. Any issue concerning aspects of
material condition, handling gear, refueling requirements (air, gas, oil, and any other fluids),
power supply, air conditioning, servicing, etc., that is the object of pre-flight and post-flight
maintenance operations must be fully addressed well in advance of the deployment.
Personnel training qualifications and experience levels must be thoroughly discussed, from a
technical and operational point of view. The discussions should cover Landing Signal Officer
(LSO) responsibilities, individual pilotsdé qualifications and training, deck and in-flight
procedures, language proficiency, flight deck personnel location and responsibility, preflight

briefings and flight preparation, etc. Other information that will be needed for air integration will
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be equipment specific, e.g. the aircraft interrogator (antenna type, emission designator, pulse
rate, etc.). This information should be coordinated with the Joint Interface Control Officer
(JICO). In all cases, USN regulations will define the prerequisite number of day and night
carrier  andi ngs ideatl time dustibe rallogated for a fogeigrf pilot to
acclimatize to the new surroundings and to become familiar with U.S. operational procedures
before moving to the carrier. Most importantly, emergency procedures must be reviewed,
trained and rehearsed prior to the execution of any flight to or from the carrier. All foreign
pilots/aircraft will be required to conduct initial ground and flight training at NAS Oceana before
transitioning to carrier operations. More than likely, the Carrier Air Wing Commander (CAG)
assigned to the CSG will be the hosting command for the deployed squadron. As soon as
possible, the foreign Air Wing Commander should liaise with his USN counterpart to discuss
the integration of his squadron. Even if the communication procedures are different from CSG
to CSG they differ only minimally from NATO publications. Voice communication for aircraft
control will be implemented IAW TOPGUN CHAPTER 39 (C?), APP 7, OT AD, CARD of the
DAY, WEEK, or MONTH (Co(D)(W)(M)). The CARDS will be promulgated by the embarked
CVW staff and cover amongst other important information: codewords, frequencies, the CSAR
and RAMROD procedure. These cards will not be distributed automatically, they have to be
requested separately via secure comms. The ATO specifically differs from CSG to CSG and is
not IAW NATO procedures as it is superseded by its daily AIRPLAN produced by the
embarked CVW staff. Prior to the deployment or exercise the ATO format will be discussed
and determined during the ATO-Board during one of the planning conferences. The ATO will
not be updated and is not utilized by the Integrated Command and Control Software for Air
Operations (ICC) which means it is not compatible with automated NATO extraction
tools/software.

1.7.2 Helicopter Operations

The COMDESRON is assigned SCC duties and is responsible for helicopter coordination.
Thus, the Helicopter Element Coordinator (HEC) is part of the DESRON staff. CSGs do not
distribute a Daily OPTASK Air HELO as per NATO procedures. Instead, flight operations of
helicopters operating from strike group ships are scheduled through the CVN AIRPLAN and all
the HELO missions for the next 72 hrs are also summarized in the DIMS. Helicopters shall
utilize the frequency for the airspace in which they are operating IAW the CSG communication
plan. If they are operating from Cruisers/Destroyers (CRUDES) they shall utiizet he s hi po

control or primary land launch frequency. If they are operating within CVN airspace, they shall

45



use CVN frequencies (Red Crown/Center/Tower). When there are multiple helicopters in the

same airspace they shall monitor the published Helo Common frequency for mutual
deconflictionsuch as FfAWinchestero 303. 0, or ACheerl ea
wing will produce a local Helicopter manual (fgouged for a specific deployment with such
information as frequencies, inadvertent IMC procedures, Lost Comms procedures, and
approach information. The squadrons on the aircraft carriers or the HEC will have access to

this information.

One additional difference to note is the requirement to pass QNH in INCHES!

1.8 Amphibious Operations

Multi-national amphibious training and exercises require an advanced level of cooperation
since it comprises at least three major stakeholders: The USN (ESGZ2, Little Creek), the USMC
(I MEF, Camp Lejeune) and foreign naval (amphibious) units. Moreover, other foreign armed

services (Army, Air Force or Marine Corps) might participate as part of the amphibious force.

Although NATO and U.S. amphibious doctrines are mostly aligned (ATP 08 (Vol. | and Vol. 1l)
versus U.S. JP 3-02), the planning of multi-national amphibious exercises requires extensive
preparation time. The nature of amphibious exercises involves a significant potential risk to
personnel and material, which adds greater complexity in the planning of an effective training
schedule. The use of amphibious shipping including aircraft and landing craft requires a
greater spectrum of training and safety standards that foreign military personnel must comply
with. The embarkation of foreign troops on U.S. ships and vice versa requires consideration of
all aspects of their deployment, such as accommodation, food, security, storage, transport and
communication. The planning process remains similar to the one described in the previous
paragraphs, but incorporating a planning team of USMC and additional specialized planning
teams as appropriate.

2.0 Information Sharing

Coalition maritime information sharing is a complex challenge with technical solutions which
are frequently time consuming and costly to install. Additionally, there may be gaps between
the U.S. and PNs in terms of current capabilities and future areas of technical development
and investment. However, information sharing plays a critical role in the success of the
training/exercise/deployment as it supports the interoperability between the different service
elements of the participating nations. Each nation is accustomed to employing its own national
procedures. As previously stated, NATO procedures and doctrine are not always utilized
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during U.S. led exercises/missions. All releasable documentation needed for the planning and
the execution of the exercise must be available to all parties well in advance. The USN usually
uses the Secret Internet Protocol Router Network (SIPRNET) for much of their routine activity.
A coalition network (e.g. SECRET RELEASEABLE) must be formally designated as the main
Communication Information System (CIS) in use for the training/exercise/deployment (e.g.
CENTRIXS, BICES). All key materials, documents and crypto requirements must be
requested early and made available months in advance due to lengthy U.S. DOD clearance
processes.

The ARG/CSG staff should provide all the requisite documentation to the participating units in
the appropriate format (e.g. CRYPTO CALL OUT MESSAGE). Knowledge and understanding
of the capabilities and limitations of all participants is required in all information exchange
aspects. Units without access to U.S. SIPR or SIPR releasable networks will rely on
information exchange via voice, messages, or alternative IP services. CSG-4 has established
improved information exchange protocols but they must be approached at an early stage, to
ensure participating Nations and U.S. strike groups consider all aspects of force integration in
their operational planning and decision cycles. The effective employment of LNO(s)/
CoordO(s) plays a significant role in the interoperability of cooperating units, as they cultivate
personal working relationships with their key counterparts. LNO(s)/CoordO(s) are essential in
the early stages of planning and help to augment the usual military command relationship once
they are established. They act as an effective conduit of time sensitive information if alternate
pathways are not available. Access to sensitive spaces (e.g., Ships CICs, MOC, etc.) with
appropriate security securitg @t @ ac @ hotléd beedisgsseld MAIT O
agreed on before start of training/exercise/deployment.

2.1 Command and Control Systems i C?

CENTRIXS has proven to be the U.S. primary C2 system for Joint Coalition integration when
the U.S. are either OPCON or TACON. The use of CENTRIXS variations as a US Global
Coalition Network has proven successful on many U.S. led exercise and operations. It is well
developed and largely embedded within nations Maritime platforms and core infrastructure. As
the USN develop closer synergies with NATO partners, NIDTS (NATO Initial Data Transfer
System) should be considered as the official C? system as this network provides persist open
architectures similar to that of NSWAN. USFF have made substantial gains in NIDTS
development in recent years with a focus to harmonize and federate in line with NATO FMN

and DISA MPE standards. It also introduced enriched services to support large scale
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exercises and operations on the US east coast. BICES has been designated as system of
choice within 5" Fleet AOR and is now a well-established network. It provides a suite of
enhanced services to joint users and via its unique data sharing agreements offers flexibility to
share classified material between US and PN, however there remain limitations in its use for
coalition maritime force integration and interoperability, due predominantly to its design as a
sovereign LAND based intelligence system rather than a maritime C? system.

The use of these networks and the services they provide relies on bi-lateral agreements with
each nation to share information; these must be verified prior to each use. The provision of
sufficient clients/accounts on board is critical to a successful integration into a CSG and if a
coalition partner does not have their own

request via the CSG N6. Depending on national agreements with US, there may be a

SYyst ¢

requirement for USN &6éship riders6é to support

conducting joint coalition maritime operations in the Atlantic region, CENTRIXS may be used,
as could NIDTS with minimal investment. However, at present BICES remains another U.S.
system where nations need to invest resources when supporting US CSG tasking within the 51
Fleet AOR. Whichever system is chosen early coordination during the pre-deployment phases

and planning conferences is paramount to a successful integrated Maritime force.

2.2 Communication

Careful consideration should be given to the means by which communications, documents and
orders are disseminated throughout the Coalition. It may be advisable or even necessary to
disseminate an individual communication, document or order via several pre-arranged
methods IAW the Foreign Disclosure Policy to ensure receipt by all participants. Using
bearers of opportunity rather than reliance on SATCOM allows the network to decide best
method of delivery. Broadcasting single messages several times over several systems is bad
practice and adds confusion. Simple acknowledge and receipt methods should be used i.e.
verification of delivery via voice if required dependent on msg importance. Furthermore, it may
be necessary to relay to overcome equipment incompatibility or range issues. Primary and
secondary communication means should be identified and tested regularly to ensure they
remain operationally affective. On almost all promulgated nets the USN uses U.S. procedures
IAW the U.S. OPORD or the U.S. promulgated OPTASKS. They may differ considerably from
NATO procedures detailed in e.g. ACP 127 and/or APP 1. Orders and queries for instance are
mostly promulgated as free text and do not follow any specific formats.
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Or formal military message transfer is mostly conducted IAW NATO publications (APP-11) but
without the use of a SIC. On the other hand, the distribution of TABORDS or CONOPS is a
common CSG procedure. And the submission of MS Power Point briefings is often considered
as Direction and Guidance (D&G) by the U.S. staffs. Frequently these D&G differ from

previous distributed orders due to adhoc decisions during staff briefings.
Examples of Dissemination:

a. The Combined Forces Air Component Commander (CFACC) produces the Air
Tasking Order (ATO) on a daily basis detailing air activity for the following 24 hours. In
order to ensure receipt by all Coalition participants, it may be necessary to disseminate
via the chosen Coalition Collaboration tool and formal message traffic in addition to

posting to the Coalition Portal.

b. In some circumstances Chat may be used as Executive Command (not all nations
acknowledge Chat as an exec command tool or even have it as a capability unless
provided as a coalition network) but must be backed up with formal message traffic
(FMT). Whilst Coalition Nations will generally act on Executive Commands received via
Chat, the majority still require the same commands via FMT for accountability and archive

purposes.

c. In general, coalition units have less UHF Satellte Communications (SATCOM)
capacity than U.S. units, requiring some voice transmissions to be relayed or
rebroadcasted by other means.

d. Virtually all NATO Nations use voice communication such as TG-Tactical as primary
means and Chat as backup. However, the U.S. predominantly use Chat as primary, and
voice as a secondary means. The voice circuit should be tested regularly to validate
operational availability and ensure a solid communications link between units in case of a
system outage. Users should remain aware of the classified voice over internet protocol
(VOIP) capability provided by CENTRIXS and BICES as an alternate coordination and C2

channel when other means are not available.

A clear and concise Restoration Priority Plan (RPP) should be compiled and briefed by the
lead N6 and understood by all Coalition participants. RPPs are essential and part of any
communication annex and work well in a sovereign environment; however, when including
coalition platforms with different capabilities and architectures these RPPs become vague to
the end user. COs may have other priorities that require different services than the lead N6
priorities (ASW/AAD etc). In this case, the lead N6 needs to understand the RPP of each
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participating nation agai thatthisis tapturdd dGhe manmRPBr i t y
i .e. | ead N6 RPbBsnt@partners. dhisemnseresithat & the event of a catastrophic
communication outage all Coalition Nations work to restore systems/circuits in the agreed
order of priority to restore C? in a swift and controlled manner. The RPP should also detail
system and circuit priorities when operating in a satellite bandwidth denied or degraded
environment, including theuseof iSI GNAL TO NOI SE .RATI O0 ( SNR)

A detailed Coalition Communications Capability Matrix (C3M) aids both the operators and
planners in understanding the communications capabilities and limitations of the Coalition.
The matrix should be compiled centrally by the lead N6, then disseminated and briefed
throughout the Coalition. An accurate matrix informs the development of an effective and
efficient C? structure in addition to establishing expectation management. The matrix should
be compiled once Coalition participants are confirmed and used to identify common
communication dissemination paths, primary and secondary, and aid the compilation of the
RPP. This restoration plan must be then tailored by the actual tactical live environment existing
at the moment of need, and guidance from warfare commanders, strike force commander or

the warships Tactical Action Officer must be taken into account.

Additional attention should be paid to issues like crypto. Is the participating nation providing
the crypto or is the host nation? Is the crypto compatible and does it require any other

changes to the equipment? What is the keymat segmentation timing procedure?

2.3 Data LINK

The Joint Interface Coordination Officer (JICO) of the respective CSG/ESG is responsible for

the LINK architecture. The JICO is the POC for all topics associated with TACTICAL DATA

LINK (TDL) and should be contacted well in advance to request information about the LINK

NET and ID-SET in use.

TDL coordination amongst the force is managed mainly via chat. With the possibility to use

i DrAallr a c k Quality (TQ) O every unit S order ed
responsibility complications.

The CSG primary LINK-Net is LINK-16 with the main focus being on the air picture. LINK 11 is

only used for and with non-LINK 16 fitted units or as a back-up system. Link 16 (even Satellite)

in combination with J-VOICE is used as coordination and fighting circuit.

50



More importantly the surface picture of the CSG is exchanged via GCCS-M (which is, as
mentioned above is not compatible with MCCIS) and LINK is only the secondary means. PNs
therefore need to emphasize the importance of the LINK picture and make the U.S. aware of

possible CSG/ESG limitations regarding their situational awareness.

ANNEX F (Communications Guide) provides a source of reference for all communications

needs.

Point of Contact

CDR Joerg Maier DEU Navy

(757) 836-2464
Jorg.maier.ga@navy.mil
Joerg.maier@cjos.nato.int (NSWAN)

Usff.cjos.coe@navy.mil
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ANNEX F/PART TWO: COMMUNICATIONS GUIDE

INFORMATION EXCHANGE REQUIREMENTS (IER) FOR PLANNING PURPOSES

Non-secure voice

Considerations

- Language barriers

Remarks

- Onboard safety
- Damage control
- Maritime safety (IMM)

LOS (Radio) - Procedural differences (MMSI)
Onboard HF - Frequency > Aviation safet
01 Ship to Ship VHF management/allocation . SAR y
Ship to Shore UHF - Equipment compatibility - Boat safet
Ship to Aircraft - Equipment capabilities . STUET co%rdination
Cross Agency - Port operations
- HADR
Secure voice LOS - Crypto : -C2
(Radio) - Language barriers - Reporting Fires
: , HF - Procedural differences e S
02 Shlp to Ship VHE - Frequency - Aviation coordlnatlgn
Ship to Shore . - Amphibious operations
) : UHF management/allocation -
Ship to Aircraft ; s - Logistics
- Equipment compatibility " .
Cross Agency . s - Administration
- Equipment capabilities
N . - Language barriers
on-secure voice - Procedural differences
BLOS (Radio) - Erequenc - Maritime safety
03 Ship to Ship HF mang eme¥1t/al|ocation - Aviation safety
Ship to Shore SATCOM g - STUFT coordination
: : - DAMA, Non-DAMA
Ship to Aircraft . il
Cross Agency - Equ!pment compa.ltll J ity
- Equipment capabilities
Secure voice - Crypto : -C2
) - Language barriers - Reporting
BLOS (Radio) P dural diff Fi
Ship to Ship HE - Procedural differences - Fires o
04 Ship to Shore SATCOM |~ Frequency - Aviation coordination
Shi pto Aircraft management/allocation - Amphibious operations
Cropss raenc - DAMA, Non-DAMA - Logistics
gency - Equipment capabilities - Administration
- Maritime safety (MMSI)
Land line - Port operations
Non-secure . - HADR
GSM - Conference capability
telephony . : - Welfare
. Satellite - Cost effectiveness e
05 Alongside . . - Logistics
. VolP - P2P or via National - .
Littoral HE phone Operator - Administration
Underway P P - STUFT coordination
patching

- Range extension
- Experimentation support
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INFORMATION EXCHANGE REQUIREMENTS (IER) FOR PLANNING PURPOSES

IER Medium Considerations Remarks
Land line - Crypto
Secure tele_phony GSM - Conference capability
Alongside . . -C2
06 Littoral Satellite - Cost effectiveness - Plannina Subport
Underwa VolP - P2P or via National g -upp
y STE/STU Operator
VLF - Equipment compatibility -C2
07 Broadcast HF - Equipment capabilities - Reporting
- Bandwidth - Administration
- Welfare
Unclassified email - Releasability - HADR
and attachments - Availabilit - Administration
08 Ship to Ship Internet i Bandwidt%/ - Logistics
Ship to Shore o - STUFT coordination
- Priority .
Cross Agency - Port operations
- Experimentation support
Classified email - System must be available
to all Coalition - Coalition collaboration
and attachments - Training requirement -C2
09 Ship to Ship NS-WAN g requirer -
. - Installation timeline - Logistics
Ship to Shore ST " .
- Account creation timeline | - Administration
Cross Agency
- Use of Gateways
10 Secure HF email HE Eaﬂﬁﬁgﬁ?ggmmﬁﬁ)ilit - Satellite denied or restricted
IAW STANAG 5066 quip Pty environment
- Crypto
- Welfare
Unclassified Eg:?jsﬁgggn - HADR
11 publishing/data Internet Al hosting - Administration
- Applications L
exchange - Logistics
- Port operations
Classified NS-WAN - System must be available ggﬁgt;%r;;ci)rlllaboranon
12 publishing/data (Email, WEB, | to all Coalition A1 hosting
- Applications
exchange Chat)
- Gateways
CAS - Hosting/ Structure
13 Portal SharePoint | Management
- Replication/ Bandwidth
Unclassified Web - Bandwidth consumption - Research
i , - News and weather
14 Browsing Internet versus warfighter - HADR
requirements - Welfare
- NS-WAN -
15 Classmeq Web (or classified |- System must be available | Research
Browsing to all Coalition
Internet)
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INFORMATION EXCHANGE REQUIREMENTS (IER) FOR PLANNING PURPOSES

IER Medium Considerations Remarks
- Nations requirin -2
Internet / . d 9 - Reporting
executive commands to be s
16 Chat NS-WAN backed-up via formal - Logistics
(or classified message - OPTASK Chat
networks) 9 - Cross Domain Chat
- Number of Chat rooms
Formal Message
Traffic Military - Executive commands
IAW ACP 127 & Message - NATO Classifications - Loaistics
17 APP-11 Handling - National Gateway Size gisti :
T o - Administration
Communications Systems Limits - Welfare
Instructions Tape (MMHYS)
Relay Procedures
Non-secure Real - Nations policy for
18 time/near real time AlS transmission of AIS . - STUFT coordination
track data - Emissions Control in
exchange tactical situations
Secure Real - Re-trans capability to
19 time/near real time TDL accommodate nations
track data without dual Link
exchange capabilities
and display secure : : - OPTASK COP
. TDL without dual Link
20 non-real time track e - COP Manager
capabilities
data - Crypto
COP/RMP/RAP
- National bridge (serial to - HADR
Non-secure VTC Internet IP conversion) _ Briefin
21 Conference Unclassified | - Available bandwidth 9
: : . - - Planning Support
Point-to-point Networks - Equipment compatibility : .
. - - Quality of Life Events
- Equipment capabilities
- National bridge (serial to
Secure VTC Ns-wan | [P conversion) -c2
22 Conference (or Classified ypl ble bandwidth - Briefing
Point-to-point Networks) |~ Avallable bandwidth - Planning support
- Equipment compatibility
- Equipment capabilities
Aviation - Equipment compatibility
23 FMV Receive mounted - Equipment capabilities -SA
UAV mounted | Crypto
- National capabilities
o4 SNR HF - Equipment compatibility - Alternate path in event of
UHF - Crypto loss of SATCOM

- Emission Control
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ANNEX G: INTEROPERABILITY CHECKLIST

All units intending to operate in US Data Link and communications architectures should
ensure all requirements, in accordance with ACP 190(D), GUIDE TO ELECTROMAGNETIC
SPECTRUM MANAGEMENT IN MILITARY OPERATIONS, have been satisfied and
submitted to the appropriate Spectrum Office for processing and approval.

LINE

SYNDICATE EVENT REMARK / RATIONALE

#
Pre-exercise time in Norfolk, VA, provides an
Conduct face to face ext.remely valuab!e opportunity for shlp.s
. i officers and specialists to visit host nation.
meetings and capability : - o
. : Discussion includes maneuvering in close
briefs outside of the . e
. company, Plane Guard duties, appreciation
scheduled planning : :
of CVN considerations and concerns, escort
conferences. Conduct . ) .
01 Plans N o duty with CVN operations, tactical
site visits with air : ; o
. employment discussions with Air Ops, battle
operations, )
0 rhythm, and requirements from the staff for
communications, . ; .
L flying bids, maintenance cycles, etc. A pre
logistics, surface : o )
exercise communications brief is very helpful
warfare, etc. :
to meet key players face to face and discuss
aspects that may cause concern.
LNO(s) / CoordO(s) should be assigned at
least six months prior to the mission. Both
the quantity and quality (expertise) of LNO(S)
/ CoordO(s) is the basis for the detailed
interaction required.

02 Plans LNO(s) / CoordO(s) LNO(s) / CoordO(s_) _have to make planning
suggestions & decisions. The command
structure they are embedded within is
cruciall LNO(s) / CoordO(s) must be paired
with a designated and corresponding host
nation POC(s).

Releasability issues may result in late or no
release of pre exercise messages. Ensure
addressing of messages include all coalition

Verify Pre-exercise staffs and units. Refrain from labeling

03 Plans messages are received | documents as NOFORN.

and understood by all Exercise and CTG/CTF staffs must

coalition participants understand how to disseminate information
that is as freely releasable as possible (i.e.:
Rel CMFC). Use NATO formats as often as
possible to enhance releasability.

55



LINE

4 SYNDICATE EVENT REMARK / RATIONALE
Utilize POC/ LNO(s) / CoordO(s) to receive
Review possession/ documentation. Request those missing from
access/reception of/to Higher/Foreign appropriate authorities in
04 Plans : . :

all related/appropriate accordance with National procedures.

publications/documents | Ensure documents are releasable to all
coalition units.

Review national

lessons learned data Contact CJOS COE regarding fBest

05 Plans N

base from recent Practiceo

operations or exercises.

. This may require a face-to-face briefing from

Deter mi ne S| . .

06 Plans . , the Commander to subordinates in order to

guidance and intent .
clear any language or cultural barriers.

Brief and describe In order to protect information, all

foreign disclosure participants must understand and adhere to

07 Plans . . . .

requirements and foreign disclosure requirements, however

guidelines find a solution for a practicable workflow.

Initial/Main/Final -

08 Plans Planning Conference ?(?r;ZrLel::coe(:) / CoordO(s) attend planning

(IPC/MPC/FPC)

When possible, utilize an integrated
combined (joint) planning team to ensure
effective mission analysis in order to
accurately identify tasks, limitations, COG
Conduct Mission analysis, risk assessment, and to develop
09 Plans ) A ;

Analysis Commander 6s intent an
combined force. Language and culture will
play a considerable role in correctly
interpreting, understanding and transmitting
guidance for combined forces.

Refine participation This will ensure exercise or operations

ambitions (duties or participants understand the limitations of

10 Plans - : .

task asked) and training | each navy with regards to training level,

objectives certifications, etc.
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LINE

4 SYNDICATE EVENT REMARK / RATIONALE
Develop and brief C2
structure and provide
reference doctrinal
reference material (e.qg.
CWC Manual). Provide all commanders a briefing on C2
Promulgate clear structure to include planned changes,
11 Plans directives on C2 geographic boundaries, mission
structure in OPORD. responsibilities, alternate commanders, and
Briefings should include | supporting communications structure
graphic depictions of
geographic or functional
divisions of
responsibility
. A detailed training or operational timeline will
Generate mission or Lo : L
L ensure the coalition is operating within its
12 Plans training timeline to . . .
: R constraints and will ensure expectations are
include any limitations .
understood by all participants.
Coalition participants must agree on
methods of distributing formal orders and
what constitutes a formal order. This must
be documented in OPGENs, OPTASKSs, and
OPORDER:Ss. In the absence of documented
Command and Control prqc_edures Spec'f'c o the .
o training/exercise/deployment, coalition
Authorities and
) S partners should use NATO standards.
dissemination of orders. ) ) .
Orders will be misunderstood, unrecognized,
- Agree on command .
13 Plans . or late due to no prescribed upon or agreed
and control authority les for di N ticial
- Document agreed to to rules for disseminating orders. O. icia
: S orders, such as OPTASKSs, Intentions
rules for disseminating .
messages, serial event messages, etc.
orders : .
should be sent via record message traffic
as opposed to email. Contents may be
coordinated by email but messages are the
official order. Real time changes of course
can be made by email, voice or chat
communications.
Investigate pre-existing | Using standing OPTASK and OPORDs that
OPTASKs and are releasable to participating nations will
OPORDs for use during | reduce planning and work load for planners.
combined operations or | Pre-existing OPTASKs and OPORDs can be
14 Plans exercises. Commands | modified to suit the mission, available forces
such as TTGL may be | and the desires of the TF/TG commander.
able to provide samples | Verify location of theater and tactical
of pre-existing plans guidance portals accessible to coalition
documents that can be | nations and status of final approved orders
adopted and utilized and products.
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LINE

4 SYNDICATE EVENT REMARK / RATIONALE
Develop and issue Operators need to have common OPTASKS
releasable OPTASKSs .
and direct whether from WhI'Ch to work. It ngeds to be made
15 Plans . clear which OPTASKSs will be relevant for a
issued OPTASKs . : :
: given exercise. Create a consolidated
superseded previous OPTASK call out message
OPTASKs ge.
Some navies have the manning and training
to operate on a rapid training tempo while
Discuss limitations with | others do not. It is important to frankly
16 Plans regards to operational discuss what a realistic training tempo is in
tempo order to establish expectations and to
ensure effective training.
Adapt to an agreed on Battle Rhythm
Consider exercise Depending on the level of expertise and
design that training requirements, it is important to
17 Plans simultaneously design exercises that realistically reflect the
challenges multiple challenges the participating nations may
warfare areas face during actual operations.
Building into the plan opportunities for
coalition units to assume warfare
Integrate opportunities | commander responsibilities will ensure
to share warfare training opportunities are equitable and will
18 Plans o . . o
responsibilities between | improve interoperability and mutual
all participating nations | understanding in the long term.
Address national certification needs in
advance.
. . A disseminated ROE matrix with common or
Identify standardized . ) .
: . standardized terminology will prevent
19 Plans wording and numbering . ) . :
: : confusion with regards to implementing
of ROE information ROE
Each nation will have different authorities.
Promulgate ROE Matrix | Operations must take advantage of the
by country in order for differing national rules in order to achieve
watch standers to t he mission. 't 6s i1
20 Plans understand constraints | understand what missions and tasks each of
and restraints with the participating coalition units may conduct.
regards to national For example, somenatons need m
policy consent before boarding, while others do
not.
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LINE

4 SYNDICATE EVENT REMARK / RATIONALE
Include within the Battle
Rhythm when serial Releasing TABORDS in accordance with an
event TABORDS are established battle rhythm will ensure
due. Ideally TABORDs | participants have adequate time to review
should be released NLT | and plan for serial event. The TABORD are
21 Plans than 48 hours prior to not always received in standard NATO
the event. Identify and | format as expected, thus making it difficult to
adhere to where extract relevant information and ensure that
TABORDS will be all necessary details are passed prior to a
posted on IP Networks | serial
(e.g.CENTRIXS/BICES)
Establish integrated . . :
: To ensure effective planning and execution,
Battle Rhythm. Provide . .
: a Battle Rhythm that considers coalition
time for lower echelon . .
22 Plans : i requirements must be established,
units to provide .
) promulgated, and adhered to in order to
feedback on higher S .
ensure continuity of operations.
echelon plans
Use training
requirements and
objectives to build a . .
Continue to provide more and greater
plan that rotates o ) . .
responsibilities to multiple nations and units.
warfare commander :
: . Especially warfare commander roles (e.g.
23 Plans duties to as many units
: . AMDC) and Force commander roles (e.g.
as possible, while
Do ESF).
providing time for each
unit to become
proficient, and exercise
interoperability
Brief details for exercise | Brief on use of exercise area. Reserve areas
area restrictions to for events (such as helo operations).
include ranges, air Address Risk aversion. Clear differences in
24 Plans space and sea space Waterspace Management, environmental
restrictions, compliance and submarine safety
environmental procedures. Provide details to all participants
requirements, etc. (Hard- & Softcopy).
Coalition partners must have an
: , understanding of the intelligence
Coordinate Intelligence .
. requirements for the commander.
Preparation of the "
25 Intel . Additionally, each partner must be made
Battle space with - .
coalition partners familiar W_lth_ the geography and _
characteristics of the Area of Operations,
Assessment of the Enemy.
In order to ensure the Common Operational
Designate clear Picture is accurate with regards to red
26 Intel authority on red data tracks, clear lines of authority must be
base management promulgated for data base management
responsibilities.
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LINE

4 SYNDICATE EVENT REMARK / RATIONALE
Designate the
mformapon system to Information system(s) must be identified
use for intelligence . . .
early in the planning process to allow time
products and o ) .
. : : for acquisition, installation, testing, and
information sharing. - : X .
. . training. Clearly identify and send all parties
28 Intel Coalition operations :
. chat room names, passwords, and location
should incorporate ) :
. of information. All chat rooms should be
accessible means of : :
. setup and defined prior to the
allowing data to be training/exercise/deployment
transferred between g ploy '
units
Discuss, where
possible, intelligence Intel analyst must be able to understand
gathering capabilities coalition capabilities in order to best exploit
29 Intel and limitations. intelligence gather capabilities, which will
Develop matrix of unit avoid gaps and redundancies in intelligence
Intel gathering collection
capabilities
Designate and
disseminate the
cor_nmanderos Al units must wunder g
30 Intel Intelligence . . o
: . intelligence priorities.
Requirements. Discuss
Request for Information
submission procedures
Develop Enemy COAs | Differing cultures and experiences will
31 Intel with coalition partner enlighten the understanding of the enemy
input and their potential actions.
. . This should include the training schedule
Obtain shipi ; . like th
32 Ops and Plan of Intended and any conferences of importance like the
movement (PIM) | PC/ MPC/ FPC and War f @
Conference (WCC)
Conduct ship and
aircraft capability Information should include current material
review. status of weapons, sensor, propulsion,
Participants/units RHIBs, and helos, and impact on operations
provide capabilities, and particular warfare areas. All OPS hands
33 Ops . "
especially new or must be able to understand coalition
unique ones. OPSTAT | capabilities in order to best exploit them and
UNIT or equivalent will lead in avoidance of gaps and
signals should be redundancies in operations.
utilized
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LINE

4 SYNDICATE EVENT REMARK / RATIONALE
A survey of landing craft and vehicles must
Conduct survey of )
S : be completed to determine the level of
amphibious ships for . i o .
34 Ops compatibility of Various interoperability of amphibious units (e.g. can
P 4 a US LCAC fit into a UK Amphib or vice
landing craft
versa).
. All units must be familiar and practice with
Identify o .
S common communications terminology. A
communications .
35 Ops . single code word reference book should be
terminology and . . ) . S
identified to avoid voice communications
acronym reference .
confusion.
Conduct warfare
commander and watch
stander discussion on
differences in National | Masters Consent Boarding is one example
policy, ROE, and safety | of national policy differences, and required
36 Ops . .
to ensure all an understanding between units of
participants have an interoperability differences.
equal understanding of
limitations, rules, safety
etc.
Operators need to understand what circuits
will be used for the issuance of formal
tactical orders. The tactical situation will
dictate whether voice or chat will be the
) ) . "
Establish primary C medl_um._ Additionally, the_
L purpose of the circuit must be determined,
communications o . L
. . whether it is to be administrative in nature,
doctrine for Voice and complimentary to voice communications or
37 Ops Chat circuits. Publish Pl y . o
. o operationally and tactically directive.
doctrine within Maneuvering coalition ships is conducted
OPTASK COMMs and IVering b .
exclusively over Fleet Tactical UHF, in some
OPTASK CHAT : o .
exercises, a combination of Fleet Tactical,
VHF BTB and CENTRIXS chat with no
particular method given primacy and on
occasion conflicting orders arising from each
circuit.
Develop and provide a | £ ) 1 hje: TAO(US) to PWO(UK)
roles/responsibility
matrix t_hat relates the Need to issue good C2 guidance in OPORD,
38 Ops name/title of each .
or (better) use standards in reference
watch stander on the .
material.
C2 nets to a common
role
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LINE

4 SYNDICATE EVENT REMARK / RATIONALE
If chat is to be used as primary form of
communications, then all participants must
agree on the decision to do so, and voice
circuits must be constantly tested as backup
Brief C2 and when chat is inoperative.
40 Ops Communications . , . .
Virtually all nations use voice as primary
procedures o
communications.
Example: For SITREPS, use a standardized
line format known to everybody and
promulgate it via OPTASKS.
Official orders, such as OPTASKS, Intentions
messages, serial event messages, etc. must
Reinforce command be sent via record message traffic as
and control opposed to email. Contents may be
41 Ops L : :
communications coordinated by email but messages are the
doctrine official order. Real time changes of course
can be made by email, voice or chat
communications.
Communications and : -
Some units may have limited
watch stander . .
Y communications and available watch
42 Ops limitations must be .
. ) . standers, therefore, operations must be
briefed to rationalize .
: planned around these limitations.
expectations
If required, brief and
discuss NAVAL
SURFACE FIRE Each participating unit may have differing
SUPPORT (NSFS) fire | procedures for the conduct of NSFS. In
43 Ops control procedures and | order to ensure safe NSFS events, each unit
doctrine. ldentify should agree on the appropriate references,
common resources for | procedures, and terminology.
NSFS doctrine and
terminology
Each OPTASK should
identify the appropriate
C2 circuit for tactical Briefing control of voice circuits will ensure
44 Ops . . SRR
execution and controller | voice radio discipline.
of that circuit. Brief
participants
Need to understand differences in tactics in
general as well as new systems, via
: ~ briefings ahead of the exercise during
Di scuss nsal )
45 Ops ) scheduled conferences. Especially
requirements . .
differences in Gunnery safety rules should
be clear and understandable. These can be
included in a unit capability briefing.
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LINE

4 SYNDICATE EVENT REMARK / RATIONALE
Nations differ in their expectations for unit
. actions when situations present themselves.
Discuss cultural ] i
Two examples: An expectation that when a
treatment of command L :
o unit is assigned to a SAU for an ASW
and organization. R ;
Come to terms in areas | Mission, it is not necessary to issue a
. . change in TACON for the unit to the ASWC,
such as: Planning : o . .
horizons, the objective when in fact,_lt is a good practice to issue an
46 Ops o order for clarity. Orders changing TACON or
of unit reports (should a i
OPCON for a unit: What format should they
SITREP be a status : o
X take, and what dissemination process
report, or should it )
) . should be used? Only through knowing of
provide a tactical . : o
differences can interoperability issues be
assessment and ” .
. : mitigated. In some cases the differences
intentions?) S
cannot be solved, which is acceptable as
long as they are identified.
Where voice circuits are
limited, consider Communications and watch stander
a7 Ops assigning a single limitations of other units must be understood
frequency for overall to ensure effective and continuous C2.
tactical C?
Confirm the units Familiarize operators with call-sign
Ops : : . : . : .
48 designations, call-signs, | conventions and unit warfare designations
etc. (e.g. AW, AX).
All units must be aware of differences and
limitations when warfare commander
functions are hosted in a staff (e.g.
embarked DESRON staff (SCC)), versus the
Provide informationon |t ypi c all met hod of hosg
how Warfare operations center (e.g. AMDC). Most
49 Ops N . )
Command e r 6 s R/ coalition ships are not aware that a warfare
are being performed commander can be hosted in a staff, there
will be difficulty receiving/sending
information, because a staff based warfare
commander is not fully focused on the
tactical situation.
Ensure that DIMS messages are issued in a
timely manner. Releasability procedures,
Timely issue of unduly lengthy review cycles, and improper
50 ODs Commander 6s |routingand message handling can easily
P intentions message delay the DIMS from getting to the right
(DIMs) audience in time (e.g. NLT 18:00 local time
daily). Send DIMS by fastest mean
available!
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LINE

4 SYNDICATE EVENT REMARK / RATIONALE
Record message traffi
electronic) may hinder interoperability.
Record message traffic may suffer because

: ) of: 1) No-one (or very few) is reviewing
zzngtg%rf?fﬁhst be | Message traffic for relevance. 2) Messages
free of%ela s and not being forwarded 3) Information in

51 ODs reach all a%tici ants messages was not finding its way into the

P Ensure 'roo er rFI)andIi-n relevant information 4) Routing indicators is
or disse?nin%tion of 9 | not up to date. 5) National Gateway size
messages limitations prevent transmission of larger

9 messages to end user (must use sectioned
messages, write smaller messages, or break
messages into smaller individual serialized
portions).
Use of NATO terminology should be
. ensur ed. Exampl e: i 9
52 Ops g\:%l(i:lnol\llé)nNATO used in NATO but s omg
oy use it, and can cause confusion when
communication contacts intentions.
53 Ops Discuss and Identify Identify COP management experience and
(Data Link) Force COP Manager link systems integration capabilities.
Discuss and Identify
54 Ops (Data Force Over-the-Horizon | Identify FOTC management experience and
Link) Track Coordinator link systems integration capabilities.
(FOTC)
55 Ops (Data Discuss and Identify Identify FTC management experience and
Link) FTC link systems integration capabilities.

56 aﬁi)(Data ng;?gﬁitggmglgate Promulgate to operators to ensue familiarity
Determine primary data There is a need to broadcast the Common
link for the ?:omm){)n Operational Picture to as many units as
Operational Picture possible, while maximizing the capabilities of

57 Ops kepe inain mind ’ the best equipped units. Additionally, there

ata Lin . is a need to prevent cluttered pictures where

Data Link ca gbll?tles and . dt t cluttered pict h
Iimlci)tations of multiple data line broadcasts are pushed
articinating units simultaneously. BPT to exchange data link
participating units. LNO(s) / CoordO(s).
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4 SYNDICATE EVENT REMARK / RATIONALE
All units must use the same ID doctrine for
their data links to avoid confusion of track
Establish. brief, and IDs. B_a_sed on varying degrees of link
: : capabilities, common ground must be found
Ops disseminate OPTASK o
58 : . on symbology and ID criteria to ensure a
(Data Link) ID matrix and ional Pi h
symbology doctrine Cqm_mon Qperatlpna} Picture. C anges to
existing unit ID criteria must be determined
early enough for units to train to new ID
criteria.
. Predetermined force track quality will reduce
59 Ops . Determine Force Track dual tracking and track coordination in the
(Data Link) Quality for each unit . )
Common Operational Picture.
The OPTASK AD can be problematic at
: o times when the shoreside originator
Provide clear direction > .
Ops . becomes confused over the time difference
60 . on crypto in use, and . N
(Data Link) frequency shifts and which dayodés crypt
9 y SITREP should be released hourly and
when there are changes.
: Conduct HOSTAC Ensures HOSTAC up to date information is
61 Air Ops : . "
review available to aviation planners.
Conduct cross deck
Air Ops qualification day and Ensure emergency readiness .
night
. , Permits HEC opportunity to determine
62 Air Ops Sche(_jule n port flight caps/lims of helicopter flight decks to support
deck inspection . , :
flight operations planning.
'd‘?”t.'fy appropriate Ensures all aviation capable units will have
. aviation publications, : ) )
63 Air Ops appropriate documentation and time to
references and
e absorb and apply contents.
certificates.
Identify primary _network Some units will not have access to TBMCS
. for ATO production . )
Air Ops as it resides on SIPR. Therefore, a common
64 (e.g. Theater Battle . o
network must be identified to support ATO
Management Core roduction and dissemination
Systems (TBMCS)) P '
Daily DOTAH/FEEDER should be employed
The lack of ready access to the
DOTAH/ATO and other aviation planning
Air ODps Planning and information means that the majority of
65 P coordination of Helo communication with U.S. NAVY is carried
Flying Ops out via email. The usual battle rhythm
employed within a NATO TG is submitting a
daily DOTAH feeder and receiving a DOTAH
with the next 72Hr.
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4 SYNDICATE EVENT REMARK / RATIONALE
A standard format for the ATO for all NATO
Carrier Groups (e.g. ICC) should be used.
Consider using NATO use of ICC software in previous
66 Air Ops standard NATO format | exercises with coalition assets has proved
(such as the ICC invaluable; the software is available and has
application) for ATO been proven even if the AIRPLAN may
have been received as well as a planning
aid.
The key issue precluding the execution of
Sharing of C? duties these duties is the timely and effective
requires detailed and distribution of material and appropriate
67 Air Ops easily un_der;tood sepurity cla_ssification between coalition
communications units. Sharing of AMDC and REDCROWN
architecture for Air duties require consistent and robust
Operations communications architecture for the Task
Group.
For specific exercises
develop Waterspace Ensure all players are familiar with
68 Sub Ops Management Plan and . .
designate submarine operating areas.
g
SUBOPAUTH
Promulgate submarine | Ensure all players are familiar with
69 Sub Ops |
safety procedures submarine safety procedures.
BPT develop common
terminology and Common terminology will ensure a
70 Info Ops doctrine for the conduct | synchronized information operations plan
of strategic and will support effective execution.
communications
Promulgate and brief 10 | To avoid confusion on 10 C? structure, each
command and control unit must be briefed on what the roles and
71 Info Ops arrangements and responsibilities there are for 10 operations.
authorities and Key personnel must be identified and POC
responsibilities in the information disseminated (e.g. emalil
OPTASK IO address, voice net, IP network).
79 Info Ops Identify Theater 10 Ensure all 10 planners are familiar with
Organizations theater 10 chain of command.
73 Info Ops Identify_ the_ater IO goals | Ensure all IO_pIa_nners are familiar with
and objectives theater 10 objectives.
Establish Force 10/IW
Policy, including . .
74 Info Ops restricted frequencies, %]Toléﬁ?c?e”slo planners are familiar with force
EMCON, and media '
policies
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4 SYNDICATE EVENT REMARK / RATIONALE
Determine logistics In order to conduct effective logistics
- report requirements planning, a common, frequent and
75 Logistics . . I .
such as the daily continuous logistics format and reporting
OPREP 5 report procedure must be identified.
BPT Identify logistics Logistics LNO(s) / CoordO(s) are critical to
- LNO(s) / CoordO(s) and .
76 Logistics . ensure personnel, parts, and supplies are
Forward Logistics team . . . " .
available to the TG, including coalition units
personnel
Fuel planners and logistics planners must
Review unit capabilities | review and ensure other logistics systems
and limitations in order | (e.g. fuel line connections, pressure
- to identify logistics limitations, fuel and oil types, etc.) are
77 Logistics . : e :
infrastructure / compatible for all participating units. Early
engineering identification of incompatibility is needed to
compatibility ensure solutions are available before
commencement of the exercise.
Investigate locations of
LNO(s) / Coqrd_O(s), Location of forward logistics LNO(s) /
. Forward Logistics L
78 Logistics . CoordO(s) is critical to the success of
Operating Teams )
operations.
and/or personnel
deployment
Use of standard Replenishment at Sea
79 Logistics Replenishment (RAS) signal formats in accordance with
9 Procedures ATP 16 and OPTASK RAS should be
ensured.
The weight of the cables and the position of
the shore connection boxes may preclude
the use of shore power. In effect, heavy
Understand shore three-core cables are used in the US that
80 | Logistics power connection does not have the flexibility of the single-
differences core cables used in the coalition units.
Coalition units must be prepared. Some
coalition vessels need 440v whereas US
shore power is nearer 480v.
o Establish expeditious _I\/Iec_hanlsm not in pla_ce to provide timely
81 | Logistics A . invoices to foreign ships for payment of
invoicing of Services . . )
services prior to departing.
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4 SYNDICATE EVENT REMARK / RATIONALE
OPNAV regulations require OPNAV
approval in order for Navy shipyards to
provide repair services to foreign ships.
Upon approval, the repair services are only
Approval to obtain provided on a not to interfere basis with US
82 | Logistics repair services from US | ship commitments.
shipyards USFF N4, in coordination with Port OPS and
the N43 community developed a process
where Port Ops would request blanket
approval for the shipyards to provide repair
services to foreign ships prior to their arrival.
US Navy ships order provisions from a
standardized | ist Kk
Provisions: Limitation Vendor d dhis aatalogyisubject to
on what can be monthly updates (i.e. prices and minor
requested, modifications). The unit of issue in the US is
Requisition/Ordering different (US uses Pounds instead of
procedures, differences Kilograms; Gallons instead of Liters etc).
in unit of issue/size of | For stowage planning: the size of boxes and
83 Logistics boxes/packaging, lead packaging are different in the US T some
time requirement, may be larger. Contact the USFF N413
delivery scheduling, ACSA Manager 30 days or more before the
method of delivery (at event for proper coordination; +1 757-836-
sea or in-port), 6872.
billing/payment E-mail address (unclassified):
procedures. USFF_ACSA_ _MANAGER@navy.mil;
Email address (classified):
USFF ACSA MANAGER@navy.smil.mil
A survey must be completed to determine
Identify primary which network can serve the most units.
This will become the primary C2? network.
command and control . o . i
information network Once identified all interaction should be _
(e.g. CENTRIXS/ completed on the primary network to avoid
84 | Comms P confusion and redundancy. Robust and

BICES). Avoid using
SIPRnet with coalition
units

specific data forwarding processes must be
used by the OTC to ensure that
data/information/briefs are forwarded to all
players in a timely manner to support
Mission success.
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4 SYNDICATE EVENT REMARK / RATIONALE
A large amount of effort | Define which enclave will be used. Program
can be spent in Staff assistance to engineer the required
achieving effective frequencies and permissions. Data
CENTRIXS or BICES exchange from SIPR to CENTRIXS or
interoperability. BICES is onerous. Ensure that websites are
CENTRIXS and/or set up correctly to allow for posting of such
BICES can be a single | documents. Emailing large documents takes
85 Comms ) ) . _
point of failure for a long time and frequently causes the files to
coalition interoperability | become corrupt or crash the system.
and whenever Removal of Command Logos and
connection with the compression of picture files will aide in
server is lost, reducing file sizes. Allin all, this process
interoperability levels requires an inordinate amount of effort by all
plummet key players involved.
Identify appropriate
crypto requirements
and availability. Participants must ensure that compatible
Brief crypto roll over crypto is available in a timely manner.
and loading Distribute a ACRYPTO
procedures. ldentify MESSAGEO in due ti me!
86 | Comms potential technical crypto users must be synchronized with roll
incompatibilities over and loading times. Crypto material
between various should be checked thoroughly well in
modems and crypto advance. Planning should consider coalition
terminals. Brief and availability.
publish crypto terminal
settings
Survey operational commanders for
Identify realistic information systems requirements. Units
requirements for may require advance notice to begin
information systems to | installing unique network systems (e.g.
include number of CENTRIXS or BICES). Additionally, units
required PCs, printers, | and staffs will have to develop a
87 Comms : X
scanners, portable comprehensive location plan for PCs and
storage devices, etc. supplemental equipment to ensure
Identify space appropriate people have access to required
requirements and information systems and that those systems
develop installation plan | are located such that they adequately
support operations and planning.
Identify information Ops personnel that need new information
systems account systems accounts normally must register in
88 Comms . . . I
registration a timely manner to ensure availability of
requirements accounts.
Provide information . .
. In order to ensure familiarity with newly
systems training to S :
. acquired information systems, personnel
89 | Comms appropriate personnel . :
! . must be provided with passwords and
to include login and . . L
information systems training.
passwords
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4 SYNDICATE EVENT REMARK / RATIONALE
Ensure adequate chat :
i Survey warfare commanders to determine
90 | Comms rooms are available to :
. chat room requirements
support operations
Develop and
disseminate list that
includes chat room Ensure all participants have access to
91 Comms .
names, user names required chat rooms.
and passwords via
OPTASK CHAT
BPT Provide comms Comms LNO(s) / CoordO(s) will ensure
92 | comms LNO(s) / CoordO(s) continuity of communications throughout the
between combined mission by providing an immediate POC that
forces address comms issues
Develop_ . Operators and planners need to understand
communications S " O
. communications capabilities and limitations
capability MATRIX and o .
. of other units in order to develop an effective
93 | Comms brief operators and :
o command and control structure. It will also
communications establish expectations between participatin
CAPS/LIMS for each . P P pating
. units.
unit
. It is important to work out communications
If possible, conduct pre- . : )
exercise problems in port before units begin
L ... | exercising in order to maximize training at
communications circuit o . )
. . sea. For coalition ships assigned to events
94 Comms testing, to include . S )
. overseen by CSG-4, a "Fast Cruise" period
operators at their watch ) i oo
. three days prior to sailing for training is set
stations NLT 3 days ; . :
; and a SOE will be published via record
prior to COMEX . )
Naval Message to achieve the testing goals.
Using NATO Crypto will potentially eliminate
95 | Comms Use NATO crypto issues that would arise if the coalition uses
crypto provided by the host nation.
Define settings to be used. U.S. NAVY has
been able to use training settings and
therefore opted not to use war settings
during C2X. It has been observed the use of
96 | Comms HAVEQUICK utilization | different HOPRATES and training
cryptographic material put coalition units at a
disadvantage as software limitations do not
allow for training cryptographic material to be
used.
Message Handling Comms plan should address amongst others
97 | Comms System (MHS) plan sho 9
. and the exploitation of MHS.
exploitation
98 | Comms Degrees qf : Restricted is not used by U.S. NAVY.
Confidentiality
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4 SYNDICATE EVENT REMARK / RATIONALE
Use of Maneuverin Maneuvering nets should be clarified on
99 | Comms circuits must be weﬂ order to avoid interoperability issues.
manaaed Furthermore NATO signaling methods
9 should be applied (IAW ATP-1 Vol. I1).
The more robust of an LNO(s) / CoordO(s)
plan there is the better likelihood of being
able to rapidly resolve conflicts in tactics,
: doctrine, communications, and logistics.
100 | Al deec?ltgx aenﬁl\?g(-g)/ LNO(s) / CoordO(s) engagement cannot be
Coordog(s) for all areas overemphasized. It is the only method by
which Coalition units will realize the
complexity of the exercise. Coalition ships
must provide detailed requirements during
planning.
Ensure that all OPORD,
?,ESCI)ERNDgI(D)-Ir-ﬁtSth Units cannot reference a document they do
lanning or directive not have access to, thus, their ability to
101 | Al pmessa ges reference execute assigned tasks may be inhibited.
onl thgse documents The Standard Order Table in AXP 2C
tha¥are releasable to Appendix A for signal formatting could be
action and info used to save confusion in signal orders.
addressees
C# architecture should be thoroughly
checked and reviewed prior to the mission;
coalition must understand how to attain
C* (command, control visibility to higher level (e.g. CFMCC, CJTF)
communications, comms and info management and flow.
102 All computers) architecture | Experts in C* must attend all planning
design must receive phases.
primary focus during Verify which units will be on certain
planning conferences enclaves. OPTASK COMMS must
encompass networks, command, control,
and information management. Coalition
terminals must be manned.
Procedures for maximum releasability must
Releasability of orders be addressed early in the planning process,
and informa>t/ion and used continuously during the mission.
Planners. and siaffs Examples of documents that must not be
103 All must create, review, labeled NOFORN: .
and label orders and OPTASK_COMMS, planning conferen_ce
other information for presentations, OPORDER, Pre-exercise
maximum release workup information (e.g. FST-GC). Use
NATO formatted orders!
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PART THREE

COALITION INTEGRATION
LOGISTICS
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1.0 Agreements

Foreign ships scheduled to visit an East Coastpor t ar e assigned a Asi

U.S. ship at least one month prior to their arrival in the AOR.

The U.S. sister ship acts as a liaison and intermediary for Logistics Support, port
visit issues or concerns. Direct any questions regarding the assignment of a

Asistero ship to Mr. John Cost ed40830, john. |

Terms you will encounter when working with logistics: Acquisition & Cross
Servicing Agreement (ACSA), Mutual Logistics Support Agreement (MLSA) and
Logistics Support Agreement (LSA).

a. An ACSA is an international Bilateral Agreement between the U.S. and its
Allies or PN in exchange for Logistical Support, Supplies, and Services
(LSSS). ACSA is designed to facilitate reciprocal logistic support between the
Nations to be wused primarily during combined exercises, training,
deployments, operations, or other cooperative efforts and unforeseen
circumstances or exigencies in which one of the participating nations may
need LSSS. Other terminologies used to describe ACSA are Mutual Logistics
Support Agreement (MLSA) and Logistics Support Agreement (LSA) i which

clearly define what countries can or cannot contribute.

b. These agreements are carefully composed to provide mutual logistics
support i n order to reduce an individual
flexibility in exchanging critical common logistics enablers and increasing
interoperability between nations. These agreements allow the U.S. and its
Allies or PNs to transfer specified LSSS to, or receive from, the other party.

This support could include various classes of supply within the limitations of
the ACSA agreement. These agreements also provide the legal basis for
logistics exchanges between U.S. and its Allies or PNs and provide the

mechanism by which such transactions can be done when mutually agreed.
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c. Contact the USFF N413 ACSA Manager 30 days or more before the event
for proper coordination; +1 757-836-6872.

E-mail address (unclassified): USFF_ACSA_MANAGER@navy.mil;
Email address (classified): USFF_ACSA_ MANAGER@navy.smil.mil
2.0 Services

The following paragraphs provide information/POCs for specific services.
Foreign ships can also contact their U.S. Husbanding Agent to schedule any
required services. Contact Mr. Tony Nance, Tony.Nance@navy.mil, (757) 444-

1527 at Port Operations for any issues or questions regarding required services.

2.1 Refueling/Oil

The visiting foreign naval ship coordinates refueling, if needed, with U.S. Navy
Host Ship POC and the contracted Sh i p 0 s, spedfieafiyt

a. The Host Ship transmits a Fueling Request Message.

b. The Host Ship assists the visiting Foreign Naval Ship with refueling

arrangements.
c. Host Ship drafts a DD Form 1149 to account for fuel transfer.

d. Host Ship contacts Craney Island Defense Energy Support Center
(DESC).

1  Contact Ms. Beth Prevatte (757) 483-2569, to obtain accounting data under

the Fuel Exchange Agreement.

1  Contact Ms. Kim Steward (757) 322-9045, to schedule refueling date, time,
type, and quantity.

1  The Host Ship contacts and schedules the NAVSTA Norfolk Fire Marshall
(757) 444-2324.

1 The Host Ship POC is present at the commencement of the fueling

evolution to sign for the fuel.
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Oil Containment Boom

The Shipbdbs Agent arranges fdeploye®arbundGrent ai n mer

ship prior to commencement of fueling evolution.
Contact NAVFAC MIDLANT: Paul Milbourn (757) 341-0800;

e-mail: paul.milbourn@navy.mil.

1 Request Job Order Number for Oil Containment Boom.
1 Provide funding for the Job Order Number.

fThe Shipdbs Agent or NAVFAC MIDLANT then n
Service Desk (757) 341-0412.

1 Schedule Oil Containment Boom deployment or recovery.
Oil Analysis

The visiting foreign naval ship coordinates, if needed, with the U.S. Navy Host
Ship POC to contact the Navy Oil Analysis Program (NOAP), Bldg. V-61, (757)
445-8818.

2.2 Maintenance/Repair Support

If beyond the scope of husbanding support, U.S Navy Host Ship POC contacts
Port Operations for assistance with obtaining maintenance/repair support
approval from CNO via USFFC. CJOS COE may also provide a Foreign Officer

(if available) to support with foreign embassy coordination. Contact POCs:

a. Port Operations Foreign Type Desk i Tony Nance, (W) (757) 444-

1527, tony.nance@navy.mil.

b. U.S. FLEET FORCES COMMAND (N43) i Mr. Van Petten, (W) (757)
836-3744, thomas.vanpetten@navy.mil.

c. NORFOLK Naval Shipyard (C1220) - Andrew (Andy) Estock, (W)
(757) 443-2650 ext. 4209, andrew.estock@navy.mil.
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2.3 Pier Side Services

For any issues or questions relating to pier side hotel services, such as shore
power, potable water, sewage, oily water/waste oil, cranes or man-lifts, etc.,

address them with the Waterfront Support personnel below:

1 Potable water, shore power, sewage connection, oily water/waste oil,
steam, etc., contact: NAVFAC MIDLANT Utilities Coordinator, Mr.
Paul Milbourn (757) 341- 0800, paul.milbourn@navy.mil.

1 Pier side dumpsters, oil booms, forklifts, vehicle rentals and etc. contact:
NAVFAC MIDLANT Logistics Support, Mr. Richard Seeloff, (757) 341-
0803, richard.seeloff@navy.mil.

1 Cranes, J L G ard lifts contact: NAVFAC MIDLANT, Mr. Marvin Pyatt or
Mr. Alex Holms, (757) 341-1772, marvin.pyatt@navy.mil/

alex.holmes@navy.mil. An (E-7 or above) from the Host Ship must sign

for the JLG. The Host Ship must provide a qualified operator.

NOTE: Funding must be in place PRIOR to scheduling the crane, JLG or lift
service. The ship or ship agent is responsible for funding the crane.

The NAVFAC MIDLANT Customer Service Representative, Mr. Dickie Clement
or Mr. Dan Smith can be reach at (757) 341-0804.

NOTE:Unl ess vour country currently has

agent or embassy is responsible for all pier side service costs.

NOTE: For additional information, refer to the NAVFAC MIDLANT Ship Support

Office Pamphlet provided upon arrive.

Other Services

Any issues or questions relating to barges, brows, brow stands, mooring lines

etc., need to be addressed to the Dock Master personnel. Specifically:

1 Main Point of Contact: BMCS Adron Antoine, (757) 444-7417 (office),
(757) 438-3839 (cell); e-mail: adron.antoine@navy.mil.
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Port Operations Harbor Master: CWO3 James Gamble, (757) 445-4426
(office), (757) 438-3848 (cell); e-mail: james.gamblel@navy.mil.

Naval Station Norfolk Port Operations Officer in Charge: CDR Roderick
Little, (757) 444-0492 (office), (757) 206-5964 (cell) e-mail:
roderick.little@navy.mil.

Naval Station Norfolk Deputy Port Operations Officer in Charge: LCDR
Eric Buchanan, (757) 444-7118 (office), (757) 438-3843 (cell);

e-mail: eric.buchanan@navy.mil.

Naval Station Norfolk Port Operations Duty Officer: 24 hour duty contact:
(757) 438-3839,

Port Operations Tower: VHF: CH 13/14/16

Port Control: (757) 444-2351/ 1709

a. Pier Side Flight Operations

The visiting foreign naval ship coordinates, if necessary, with the U.S. Navy Host

Ship POC, for a Flight Operations Request message to be transmitted to
NAVSTA Norfolk Port Operations (NAVSTA NORFOLK VA).

i

N

The Host Ship needs to transmit a Flight Operations Request Message.

Port Operations will de-conflict the request and then requests permission
from the Naval Station Norfolk Commanding Officer.

Once permission is granted, Port Operations coordinates with Chambers
Field.

Once approval is granted from all required entities, Port Operations sends
a Flight Operations Request reply back to the Host Ship.

Prior to Lifting Off, aircraft need to contact Chambers Field via UHF
379.15.
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b. Diving Operations

The visiting foreign naval ship coordinates, if needed, with the U.S. Navy Host
Ship POC, for a Diving Request message to be transmitted to NAVSTA Norfolk
Port Operations (NAVSTA NORFOLK VA).

U The Host Ship transmits a Dive Request Message.

U Port Operations will de-conflict the request and send a Dive Request reply
back to the Host Ship.

U Diving Operations are ONLY approved for the 0700 i 1800 timeframe.

NOTE: No diving is approved for after 1800 due to Sonar Ops from 1800 i 0600.

Decompression Chambers
NOTE: Decompression Chambers rotate duty every month.

1 NAVSTA Norfolk: Code 760 Norfolk Naval Ship Yard (NNSY) Divers; (757)
444-6502; Supervisor: (757) 373-6008.

1 JEB Little Creek: Mobile Diving and Salvage Unit TWO (MDSU 2): (757)
462-8801; Supervisor: (757) 434-5951.

c. Small Boat Operations

The visiting foreign naval ship coordinates, if necessary, with the U.S. Navy Host
Ship POC, for a Small Boat Operations Request message to be transmitted to
NAVSTA Norfolk Port Operations (NAVSTA NORFOLK VA).

U The Host Ship transmits a Small Boat Operations Request message.

U Port Operations will de-conflict the request and send a Small Boat
Operations Request reply back to the Host Ship.

3.0 Morale Welfare and Recreation (MWR)

Any questions relating to recreation, local sporting events or amusement parks

need to be addressed to the on base Morale, Welfare and Recreation staff.
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MWR Director: Mr. Alain Berry, (757) 445-8949 (office), (757) 438-3747 (cell) e-

mail: alain.berry@navy.mil.

NOTE: For additional information, refer to the Discover Magazine provided by the

MWR representative upon arrival.

T

Naval Ship / Base Tours or Command Visit. Any requests or questions
relating to tours of any U.S. Naval Ship, Naval Station Norfolk, or Official
Command Visit, need to be addressed to the Public Affairs Office staff.
Public Affairs Officer: Ms. Terri Davis, (757) 322-2576 (office), (757) 438-
4245 (cell) e-mail: terri.k.davis@navy.mil.

Naval Exchange: The Navy Exchange hours of operation are Monday 1
Saturday: 0900-2100, Sunday: 0900-2000. Foreign military service
members need only their Active Duty Military Identification card to enter and
purchase items. For any questions call (757) 440-2200. For questions
regarding providing a shuttle to and from the exchange, please contact the
Operations Service Manager: Ms. Brenda Dell 7 (757) 440-1051; e-malil

Brenda dell@nexweb.orq.

4.0 Security

For any issues or questions related to security or law enforcement, address the

on base police force. Specifically:

a. Police Emergency: (757) 444-3333.
b. Sewells Point Police Precinct (on-base): (757) 322-2550
c. Waterfront Security Operations: (757) 445-6577
d. Director of Security: (757) 322-2500/2570

e. Physical Security & Antiterrorism Officer, MACS Paul Montayne can be

contacted via e-mail: Paul.Montayne@navy.mil.

Coordinate Hazardous Materials disposal, if needed, through the Host Ship POC
and t he ShiTheHost Alupeprepares a DD Form 1348-1A for each
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HAZMAT item to be transferred. Contact NAVSTA HAZMAT office: (757) 445-
0905, x-3012, Ms. Mary Stuck, e-mail: mary.stuck@navy.mil.

NOTE: Refer to the HAZMAT Disposal Guide provided upon arrival.

NOTE: Do not put everything in a tri-wall container.

Customs and Border Protection

Address any customs, immigration or agricultural issues to the Customs and

Border Protection (CBP). The Host Ship contacts CBP scheduling and speaks
with the duty officer, (757) 533-4218 / 4228 fax (757) 441-6267. The following

information is required:

a.

b.

K.

What is your homeport?

When did you leave your homeport?

What was your last port of call?

When was your last inport?

How long have your been out to sea since your last inport?
What is your next port of call?

How many persons currently onboard?

How many military?

How many civilian?

Will any persons be embarking your ship?
Will any persons be disembarking your ship?

If personnel are embarking/disembarking provide their full name,

military or civilian status, rank or position, citizenship, Visa/Passport

Number, birth date, and their travel intentions (e.g., will they be staying

stateside or flying back home to a foreign country?).
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5.0 Medical Services

Address any medical issues or questions to the appropriate medical services

personnel. Specifically:
a. Sewells Point Branch Medical Clinic
I. Emergency (757) 444-3333 or 911

ii. Information Tree (757) 953.9000

iii. Quarterdeck (757) 953-9020 (M-F after 1500)
iv. Acute Care (757) 953-8760 / 8761 (M-F 0700-1900)
v. Admin (757) 9538883 / 8884 (0800-1600)

vi. Optometry (757) 953-8996

vii. Pharmacy (757) 953-8832 / 6337 (M-F 0700-1900)
viii. Dental (757) 953-8526 (M-F 0700-1500)
iX. Immunizations (757) 953-8717 (M-F 0715-1445)
X.  Radiology (757) 953-8767 (M-F 0700-1530)

b. Portsmouth Naval Medical Center
I. Emergency Room (757) 953-1365
ii.  Quarterdeck (757) 953-5000 x-3 (for various clinics)
iii. Pharmacy (757) 953-0258
c. Sentara Norfolk General Hospital
I. Emergency Room (757) 388-3551
ii.  Main Number (757) 388-3000

iii.  Nightingale Helo (757) 388-2500
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