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Objectives

MSR RT 18 Objectives:
Building on the Findings and Recommendations of MSR RT 16, for the MSR 
RT 18 we have defined these objectives:

1.1 Identify and share best practices and practical solutions to address 
identified challenges in building maritime domain awareness across the 
global maritime commons; and

1.2 Form the basis of an agreed framework for improved information 
sharing and collaboration among the MSRs from across the global maritime 
community of interest.



Main challenges to achieving these objectives

Throughout MSR RT 16, the following list identifies what the 
participants viewed as the main challenges to achieving effective global 
maritime security:
• Identify, track, and apprehend actors operating outside the law.
• Update regulations.*
• Establish procedures to facilitate information exchange.
• Share timely information with those who need to know.
*We agreed in our last MSR RT to “[t]hink of regulations as internal, external and global with regard to 
solutions”



How should regulations be updated?

Regulations need to be updated by identifying gaps in local, regional and 
international laws and prepared to evolve as the players do:
• Must be flexible and not bound to the laws (??) so we don’t become our 
own inherent enemy
• Disconnected approach to maritime security – African nation zones 
example. Maritime security and law means different things to different 
people. Hard to move forward when not everyone has ratified the 
international law
• Encourage states to take the high sea task at an overarching level with 
workable domain integration strategies in their own governance to develop 
the domain as a whole
Recommendation 2: try to discuss, and perhaps agree, what should be the 
framework to develop future regulations by identifying key points.



Gaps and (unnecessary?) limitations
“We also know there are gaps between what the laws of our nations 
actually permit – based on lawful authorities, mandates and 
jurisdictions – and what is actually occurring in terms of multinational 
whole-of-government, and public to private sector information sharing. 
Could it be that we need more lawyers in the process!?”
“What are the types of information that can be shared? What kind of 
legal arrangements are needed for effective information exchange? 
There are international agreements between nations that are part of a 
Regional Maritime Security regime that set the information exchange 
protocols and define ownership of the information produced. However, 
these agreements often create restrictions on the further sharing of 
information.  A better understanding of the legal constraints and how 
information can be shared within those constraints is required.”



Backup
How to get beyond information sharing barriers? Different technologies 
required for the exchange of data, often depends on National Legislation 
which precludes effective information sharing, due to non-releasability and 
foreign disclosure issues, internal disputes among institutions and agencies, 
lack of awareness, commercial interests, etc. Can these barriers be 
overcome?
What kind of legal arrangements are needed for effective information 
exchange? There are international agreements between nations that are part 
of a Regional Maritime Security regime that set the information exchange 
protocols and define ownership of the information produced. However, 
these agreements often create restrictions on the further sharing of 
information.
A better understanding of the legal constraints and how information can be 
shared within those constraints is required.



Backup 2

Data-sharing has to face a variety of obstacles:
1) Legal - related to commercial confidentiality, privacy and data 

protection laws;
(panel 1) Regulating the maritime commons – do we need additional 
regulation, or are we not effectively using what’s up there. How do we 
cooperatively enforce compliance?
Lots of info exchange within NATO but they cannot share any info that 
is classified above an unclassified level. There are no methods for 
sharing the classified info.



Backup 3

(contra view – JIATF-S)We do not need to invent something new. We 
have tools that work, but we need to have cooperation beyond 
agencies and structures. We need to build strong relationships not just 
between people, but between the organizations they represent.
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